locypnapcTBeHHOe OrogXeTHOe obpa3oBaTesibHOe y4ypexaeHue
cpenHero npodgeccuoHanbLHOro oopasoBaHus
«Bonrorpagckmm 3aKOHOMUKO-TEXHUYECKUWN KOSnemK»
MUK nupopmaumMOHHbIX TEXHONOMMMU

KypcoBou NpoekT
no NMO02 «OpraHunsaumsa ceTeBoro agMMHUCTPUPOBAHUSI»

Ha Temy :
«BblpaboTka n peanusauna ceTeBon NONUTUKU, HACTPOMKa

TenekoMMyHuKaumoHHoro obopygosaHus JIBC opucHoro ueHtpa»




BBenoeHune

- AODMUHNCTPUpOBaHME NoKanbHOW ceT OPMCHOro LeHTpa

3agaym KypcoBOro npoekra

- ObocHoBaTb BbI6OP CETEBbLIX MPOTOKOSIOB

- CocTtaBuUTb MexaHM3M agpecauum u MapLipyTusaumm B
KOMIMbOTEPHOWN CETHU.

- [poaHanuanpoBaTtb cpeacTBa 3alinTbl MHPOpMaLUmn
- BblbpaTb nporpammHoe obecneyeHne

- PaccmoTpeTb nporpamMmMHble cpeacTtBa MOHUTOPUHIa
cO30aHHOW ceTun




TeopeTnyeckasa 4yacTb
O
- HTTP ; Mail cepep ; Web cepBep
MapLupyTusauns
- TCP\IP ; TexHonorus nepenayu ; [NakeTsbl
CE—
- AHTMBMpYC ; Mcnonb3oBaHne MaccuBOB |

\




pecauusi 1 MapLUpyTU3aLuns B CeTH
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[lporpaMmHbIe U annapaTHble
cpencTBa 3allUTbl cepBepa n ceTu

Wutepuer

!

MapwpyTtuaarop

MexceTeBoU dKpaH
(firewall) Peng maccus
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[MporpamMMHbIe M annapaTHbIie
cpeAcTBaA 3alUTDbI cepBepa N cetu

NcTouHuk 6ecnepedbomnHoro
NnUTaHus
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CpaBHeHMe aHTMBUPYCOB MO
NOSIb30BaTENLCKMUM OLIeHKaMm




dusnyeckass cxema cetu




Cxema pacnpegneneHuns pecypcoB
ceTwu

Pecypcnl Cepgep 0a3b1 DanJ10BbIN

Pecypchl o
BHCILHUX ceTel JAHHBbIX cepsep

J10JIZKHOCTD

JAupexTop Nmeer poctyn Nmeer poctyn Nmeer poctyn
CucreMHbIN Hoanbiii poctyn Iloansii mocryn IlosHbIM gocTyn
Aamunucrparop (http) (tcp\ip) (ftp)

InaBHbIN Nmeet gocryn Nmeet gocryn Nmeer gocryn

oyxraJjrep




Ucnonb3yemoe lNporpammHoe

OObecneyeHune

Haszsanue 110

Tun 11O

Croumocts [1O

windows server 2012

OC nmis cepepa

59 800p

Hp insight control

[Iporpamma s

MOHHUTOPHHTA CepBepa

et B KOMIIJIEKTE C

CepBEPOM
Microsoft Windows 8.1 | OC nns pabodeii cTaHIIUU 2790 p
Office 365 OducHas nporpamma Jjis 2290 p
paboyeli cTaHIuU
Kaspersky Endpoint AHTUBHUpYC I paboueit 650 p
Security CTaHLINU
Network Viev [Iporpamma st becnnatHo

MOHUTOPHUHIA COCTOAHUA

CCTHU

e e




[1oMmXHOCTHAaA cxema
npeanpuaTus
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Tabnuua MmapLipyTusaumm

CermeHt cetu Anpec Macka cetu [nro3
Orax |

Mapupyrtuzarop 192.168.0.2 255.255.255.0 192.168.0.2
I1K-12-01 192.168.0.3 255.255.255.0 192.168.0.2
[1K-12-02 192.168.0.4 255.255.255.0 192.168.0.2
I1K-12-03 192.168.0.5 255.255.255.0 192.168.0.2
[1K-12-04 192.168.0.6 255.255.255.0 192.168.0.2
[1K-12-05 192.168.0.7 255.255.255.0 192.168.0.2
I1K-12-06 192.168.0.8 255.255.255.0 192.168.0.2
[1K-12-07 192.168.0.9 255.255.255.0 192.168.0.2
I1K-13-01 192.168.0.10 255.255.255.0 192.168.0.2




MOHUTOPUHT ceTn

&2 DASHBOARD MONITOR CONFIGURE CONTAINERS IMPORT/EXPORT
@ TOTAL REQUESTS(BLOB) uccess PERCENTAGE(BLOB) & AVAILABILITY(BLOB) 3 MORE v RELATIVE ~ 6 HOURS
7084
100 %
100 %
93.76 %
100 %
3 4 = 6 7 8

NAME SOURCE MIN MAX AVG TOTAL ALERT RULES
bl 100 % 100 % 100 %

Total Requests blob 7015 7084 7047.2 35236 Not Configured
Success Percentage blob 100 %% 100 %% 100 %% - Not Configured
Total Requests table 4885 4923 4902 24510 Not Configured
Success Percentage table 93.74 % 93.76 % 93.75 % - Not Configured
Availability table 100 % 100 % 100 % - Not Configured
Total Requests queue 20951 21036 209814 104907 Not Configured
Success Percentage queue 100 % 100 % 100 % - Not Configured
Awvailability queue 100 % 100 % 100 % - Not Configured
Average Server Latency blob 4.52 ms 4.63 ms 4.57 ms - Not Configured
Average E2E Latency blob 42.03 ms 42.74 ms 42.35 ms - Not Configured
Average Server Latency table 4.69 ms 478 ms 4.73 ms - Not Configured
Average E2E Latency table 28.3 ms 30.46 ms 29.63 ms - Not Configured
Average Server Latency queue 4.38 ms 4.47 ms 4.42 ms - Not Configured
Average E2E Latency queue 4295 ms 43.18 ms 43.06 ms - Not Configured

~0






