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NMpuHUMNbI OpraHn3aunn ceTeu

= Jlltoan exxegHeBHO UCMNONMb3YHOT pasfinyHble TUMbI CETEWU:
*Cuctemy rnovToBbIX COODLLEHNN
*Tene®oHHbIE CUCTEMBI
*[MybrinyHble TpaHCMNOpPTHbIE CETU
*KopnopaTuBHblE KOMNbLIOTEPHbLIE CETU
*‘UHTepHeT

= KomnbloTepbl 06beanHATCS B CETU ANt COBMECTHOIO
NCMNONb30BaHUS PECYPCOB N AAHHbIX.

= CeTn MOryT ObITb Kak NPOCTbIMU TaK U CIOXHbIMW.
CeTblo Ha3bIBaKOTCS KakK ABa KOMMbIOTEPA,
00beANHEHHbIX Kabenem, Tak U COTHM KOMMbIOTEPOB,
NOAOKMOYEHHbIX K CNOXXHBIM KOMMYHUKALMOHHbBIM
YyCTpOUCTBaM, ynpasnarowmm notokamm nHgopmaumm



KoMnbloTepHble ceTu

KomnbloTepHast ceTb 3TO HAbop y3roB, COeANHEHHbIX KaHarnamMmmn CBA3n C
CETEBbLIMM YCTPOUCTBAMU. Y3en — 3To J1toboe YyCTPONCTBO, OTNpaBnsoLLee
NN NPUHUMAaKLLEE OaHHbIE MO CETU (KOMMbIOTEPLI, MPUHTEPLI, CKAHEPHI,
CcMapToHbI, hannoBble cepBepa 1 cepaepa nevaTn)

[1o ceTn MOXXHO obMeHnBaTbCA pa3yfiMtdHbIMU TUMaMN PeCYpPCOB N JaHHbIX

yCTpOIZCTBa B CETU COeEANHEHDbLI PaAa3HbIMAN TUMNAaMWN KaHAJ10B CBA3N.

*MepgHble kabenu
- BonokoHHO-onTUYeCcKkmne kabenm

- BecnpoBoaHble NOAKMHOYEHNS

[MpenmyuiecTBa CeTeBbIX COeaUHEHNMN:
* TpebyeTcs MeHbLUEe NnepnepuUnHbIX YCTPOMUCTB
* Paclumnpsitotcs BO3MOXHOCTU CBSA3U
* CHMXaeTcs BEPOATHOCTb Ay6nmMpoBaHus 1 nospexaeHus dannos
* CHMXaroTCa 3aTpartbl HA NULEH3NPOBaHNE
*MosiBNAeTCA BO3MOXHOCTb LIEHTPann3oBaHHOMO agMUHUCTPUPOBaHNS

* OKOHOMSATCA pecypchbl
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LAN (JlokanbHas ceTb): KOMNbIOTEPDLI, OObEeANHEHHLIE
o0LMMM KaHanamMn CBA3N, HaxoasLmecs, Kak NnpaBsuso, B
O4HOM reorpauyeckomM permoHe 1 ynpasnsemble ogHOU
aAMWUHUCTPATUBHOM rPynnou, KoTopas NPUMEHSET B CETU
NONUTUKN BE30MacHOCTU U KOHTPONS AOCTyna.

WLAN (BecnpoBoagHasa LAN): rpynna 6ecrnpoBoaHbIX
YCTPOUCTB NOAKMIOYEHHbIX K TOYKaM AoCTyna B npeaenax
onpenerneHHon 30Hbl. TOYKM OOCTynNa, Kak npaBuno,
NOOKIMOYATCH K CETU C MOMOLLLIO MeaHbIX Kabenen.

PAN (INMepcoHanbHaA ceTb): CETb, KOTOpas NOAKMo4aeT
YCTPOUCTBA, TakMUe KaK MbILLKN, KNnaBuaTtypbl, NPUHTEPDI,
cMmapTdoHbl 1 NnaHweTHble K, Haxoaswmeca B npeagenax
0OCAraeMocCTu OTAEeNbHOro nonb3oBaTtend. Yawe Bcero angd
NoAKMHYEHNA NCNonb3yT TexHonormio Bluetooth.



Tunbl ceTen

= MAN (MyHnumnanbHas ceTb): ceTb,
pa3BepTbiBaeMad B KPYnHOM KOMMeKce 34aHun Unn Ha
TEppUTOPUM Lenoro ropoga. Takada ceTb 0bbeauHAET
pasnunyHble 30aHna 6ecnpoBO4HbLIMU UMM BOFTOKOHHO-
ONTUYECKMMMN MarucTpasnbHbIMU KaHannamu.

= WAN (FmobanbHasa ceTb): 00beanHSAET MHOXECTBO
ceTen MeHblUero pasmepa, Takmx kak LAN,
reorpadunyecku yoaneHHoix gpyr ot gpyra. Cambim
pacnpocTtpaHeHHbIM npumepom cetnt WAN aBnsieTcs
NHTepHeT.



Tunbl ceTen (NpoaosmkKeHue)

= OgHOpaHroBble CeTU. CETU, B KOTOPLIX OTCYTCTBYET
nepapxma KOMMNbITEPOB U HET BblAENTIEHHbIX CEPBEPOB.
Bce knneHTbl cetn obnagatT paBHLIMU BO3MOXXHOCTSIMM
n obsizaHHocTamu. MoryT cyllecTtBoBaTb BHYTpM bonee
KPYMHbIX CETEWN.

= KnueHT-cepBepHble CeTU: CETN, B KOTOPbIX KINUEHTHI
3anpawmsatoT MHpopMaLuo nnun cnyxobl OT cepsepa.
CepBep npenocrasndeT 3arnpoLleHHY MHGopMaLMIo
NN CNYXObl KNUEHTY.




[MponyCckHaa CNOCOOHOCTb U 3aAePXKU

= [IponycKkHaa cnocoOOHOCTL ONpeaensieT KONMMYECTBO NAKETOB, KOTOPbLIE MOXHO
nepenatb B Te4EHNE (PUKCMPOBAHHOIO NEPUOAA BPEMEHMN.

= [1ponyckHasi cCnocCOBOHOCTL OnpeaensaeTcsa Kak Konmy4ecTBo OuT, nepeaaHHbIX B
eaVHNLYY BPEMEHU U U3MEPSIETCS B CneayloLlux eauHuLLax U3MepeHus:

*Bps (but/c) - 6But B cekyHay

*Kbps (KbuT/C) - KuNnobuT B CekyHay
*‘Mbps (M6uT/c) - merabut B cekyHay
*Gbps (I'6uT/C) - rMrabuT B cekyHay

= 3agepXKKa — Bpems, 3aTpadMBaeMoe Ha nepeaady AaHHbIX OT OTNpaBUTenNs K
nony4arernto.

= [laHHble nepenarTcsi Mo CETU B OQHOM U3 TPEX PEXUMOB:
*CMMnneKcHbIN (OgHOHaNpaBeHHbIN) — nepegaya gaHHbIX B O4HOM HarnpaBneHuu.
‘MonyaynnekcHbIN nepegayva gaHHbIX B 060MX HanpasneHnsax noovepenHo.

‘nOHHO,EI,ynﬂeKCHbIﬁ — nepegayva JaHHbIX B obounx HanpasJieHNAX ogHOBPEMEHHO.




IP agppecauus - IPv4

|IP agpec aTo yHUKanbHOe 4Yncro, KOTopoe UCMosib3yeTca ass
naoeHTndukaumm ceteBblx ycTponcTs. [peacraenset cobon 32-6utHoe
BuHapHOe 4YncCro, pasgernieHHoe Ha YeTblpe oKTeTa (rpynnbl no 8 6ur):

*[Mpumep: 10111110.01100100.00000101.00110110

IP agpec MOXeT 3anncbiBaTbCs B dOpMaTe TOYEYHO-AECATUYHON HOTaL MU
‘[Npnmep: 190.100.5.54

Korga y3ny HasHa4vaetcs |IP agpec, oH 3anucbiBaeTcs B BUAE TOYEYHO-
OECATUYHON HOTauWUN, Kak, Hanpumep, 192.168.1.5. [ing oTnpaskn nnu
nofydeHns gaHHbIX B ceTu, IP agpec gonxeH 6bITb YHUKaANbHbIM.
Knaccol IP agpecos

*Knacc A: bornblune cetun, peannMsoBaHHble B KPYMHbBIX KOMNAHUSAX UMW CTpaHax

*Knacc B: CeTun cpegHux pasmepos, peann3oBaHHble, HanpumMmep, B YyHUBepcuTteTax

*Knacc C: ManeHbkune cetu, peanusoBaHHble ISP ans KOHEYHbIX KITMEHTOB

*Knacc D: CneumanbHble agpeca, ucnonb3yemble Ans MHoroagpecHbix rpynn (multicast)

*Knacc E: V|CI'IOJ'Ib3nyTCF| Anga SKCnepmMMeHTarnbHoOoro TeCtTmpoBaHuA ceten




IP agppecauus - IPv4

= YacTHble agpeca: IETF 3ape3epBupoBan yactb

agpecHoro npoctpaHcTea VIHTepHeET Ans YacTHbIX
ceTeun.

= HacTHble ceTu HalpAaAMyrO He COeAINHEHDbI C
I'Iy6J'II/I‘-IHbIMI/I CETAMM.

= AOpeca 4YaCTHbIX CETEN HE MaPLUPYTU3UPYIOTCA B
NHTepHeT.

= Knacc A - 10.0.0.0 - 10.255.255.255
= Knacc B - 172.16.0.0 - 172.31.255.255
= Knacc C - 192.168.0.0 - 192.168.255.255




Macka noacetm

= Macka nogcetu — 3To napamMeTp, KOTOPbIN NO3BONAET
onpenennTb K KaKkou ceTU NOAKIOYEH KOMMNbIOTED,
Bblaenus 13 IP agpeca agpec cetn 1 agpec yana B CeTu.

= Mackn noagceTtun, COOTBETCTBYHIOLLME MO YMOSTYAHUIO TPEM
knaccam IP agpecos.

- 255.0.0.0 - Knacc A, oTpaxaert T0o, 4TO nepsbIn OKTET IPv4
agpeca npencraensieT cobom ero ceTeByo YacTb.

*255.255.0.0 - Knacc B: nepBble gBa okteta |IPv4 agpeca
npeacTaBnanT cobOOU ero CETEBYHO YaCTb.

*255.255.255.0 - Knacc C : nepBble Tpu okTeTa |IPv4 agpeca
npeacTaBnsanT cobOn ero CETEBYHO YaCTb.



IP agppecauusn — IPv6

= |Pv6 agpec - 128 6ut npeacrasneHHble B BUae 32
LUecTHaguaTepUYHbIX Yncen.

32 LeCTHaguaTepunyHbIX YCr1ia 3alnCbiBalOTCA B BNAE BOCbMIA
rpynmn rno 4Yertbipe YNCria, pa3gerieHHbiX ABOETOHNEM.

= |PV6 agpec UMeeT nepapxmyeckyro CTPYKTYpY,
COCTOSALLYI0 U3 TPeX Yacteun

*[MobanbHbIN NpeduKe, Takke Ha3biIBaEMbIW NpeduKcomM canTa,
3aHMMaeT nepsblie Tpu brioka agpeca.

‘neHTudukaTop NnoaceTn 3aHMMaeT YeTBepPThIn DOk,

‘NgeHTndoukaTop nHTepdenca saHMMaeT nocrieaHne YeTbipe
bnoka agpeca.

UpeHTndunk
arop
noaceTu

Apnpec IPv6 3ffe:6a88:85a3:08d3:1319:8a2e:0370:7344
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Dynamic Host Configuration Protocol
(DHCP)
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Internet Control Message Protocol (ICMP)

= MpoTokon ICMP uncnonb3yeTtcs ycTponcTteamm B CETU Ongd

OTNpPaBKN Ha KOMMbIOTEPLI N CEPBEPBLI YNPaBnAKOLLMX
coolLeHnn n coobLueHnim od owmbKkax.

= PING (Packet Internet Groper) - 310 npoctas cnyxebHas

nporpamMmmMma KOMaHaHOW CTPOKU, ncnosbdyemMmasd and rnpoBepKu
coeanHEeHUNA Mexay y3riaMm CetTun

‘cnonb3yeTcs Ans onpeaeneHns AoCTyNHOCTU oTAenbHbIX IP-
aflpecos.

*MoxHO ucnonb3oBaTb Kak ¢ |IP-agpecom, Tak U C UMEeHeM Yy3ana.
*OtnpaenseT ICMP axo-3anpoc Ansa noaTBeEPKAEHUA MOAKIOYEHMUS.
‘[Monyyarens otnpaenset Ha3ag ICMP oTBeTbl Ha 9x0-3anpochl.

= [Nony4aTento otnpasnseTtcsa Yetblpe ICMP axo-3anpoca (ping)
019 MPOBEPKM ero AOCTYMHOCTU U HAOEXHOCTU COeaNHEHUS.




[lpoTokonbl UHTepHeT

= MpoTokon - 3To Habop npasun. NpoTtokonsl IHTepHeTa - 3To Habopbl
npaBun, perynupytowine ooMeH gaHHbIMU BHYTPU KOMMNbOTEPA N MeXAY
KOMMbOTEPAMM B CETH.

= MHOXeCTBO NPOTOKO0B 0ObLEAVHAKTCS B CTEK (UK rpynny)
KOMMYHUKaLMOHHbLIX NPOTOKONMOB pacrnpeaerieHHbIX N0 YPOBHSIM.

*YcTponcTtea 1 KOMMNbIOTEPLI, NOAKITIOYEHHbIE K MIHTEpHETY, UCMOSb3YIOT CTEK
npotokonoB TCP/IP ona obmeHa gaHHbIMW Opyr C APYrom.

= OCHOBHbIE (PYHKLMWN MPOTOKOSIOB:
‘NpgeHTndmkaumsa n odbpabotka owmnbok
*CxaTtme gaHHbIX

*OnpeaeneHns nopsiaka pasgeneHus AaHHbIX, PopMMpoBaHUs U Nepeaayu
NakeToB

*Afpecaunsi nakeToB AaHHbIX
*Onpegenenne nopsagka oobsaBNeHNsa OTNpaBku N NOMYYEHUSI NAKeToOB AaHHbIX

. ﬂBﬂPnepeAaqM NHdOpPMaLMK Yalle Bcero ncnonbaytTca npotokosibl TCP n




NMpoTtokonbl u nopTtbl TCP u UDP

= [lopT - 3TO YNCNOBOWU NOEHTUPUKATOP, UCMONb3YEMbIN
0N OTCNEeXnBaHUA ceTeBbIX AnanoroB. B kaxgom
coobLlieHnn, oTnpaBnaeMoOM C y3na, YKasblBatoTCs NopT

oTnpaBnUTENA 1N NOPT Nony4yarten4.

PacnpocTpaHeHHble ceTeBble MPOTOKOJbI U NOPThI

‘I—I S

11poTOoKOn

TCP/IP

NetBEUI/
NetBIOS

HTTP
HTTPS
FTP
SSH

Telnet

POP3

MopT

HeTt gaHHbIX

137, 139, 150

80

443

20/21

22

23

110

,(v i

CTek NpoTOKOSOB, UCNONb3YyeMbl Ans
nepegayn AaHHbIX Yepes IHTepHeT

KomnakTHbI GbICTPbIV NPOTOKO,
pa3paboTaHHbIV Ans cetn paboyen rpynnsl,
KOTOpOW He TpebyeTcs NoaknYeHne K
WHTepHeTy

MpoTokon obMeHa AaHHbLIMU, KOTOPbIN
yCTaHaBnvBaeT NoAKIIoYeHe Tuna
3anpoc/oTBeT Yyepe3 VIHTepHerT.

Vcnonb3yeT ayTeHTUdMKaUuio 1
WndpoBaHve Ans 3alnTbl AaHHbIX,
nepecbinaemMbix Mexay KNMeHTom v Beb-
CepBepoM.

lMpenocTaBnseT cepBuChl ANS nepeaayn
cannos n onepaunit c HUMK

OcyuiectBnaeTt 6e3onacHble NOAKIIOYEHNS K
yAaneHHbIM CETEBbIM YCTPOWCTBAM
OcyLecTBnAeT NOAKMNYEHUS K yaaneHHbIM
CeTeBbIM YCTPOWCTBaM

3arpy>KaeT coobuleHus 3MEKTPOHHOWN NOYTHI
C No4YTOBOro cepeepa




Pusnvyeckmne KOMNOHEHTbI CEeTU

MopaemMm - 3TO 9NeKTPOHHOE YCTPOMCTB, obecneymBaroLLee
noaknoyeHne K IHTepHeTy 4Yepes noctasLumKka ycnyr
poctyna K HTepHeTy (npoBangepa nnu ISP).

= Mooem npeobpasyeTt unpoBbIie AaHHbIE B aHaNoroBble
CUrHanbl U nepegaeT nx no TenedoHHON NMNHUN.

= BCTpOeHHbIV MOAeM BCTaBNAETCS B THE340 pacLUMpeHUS
Ha MaTepuHCKOW nnare.

= BHewHMe MmogeMbl NOAKIIOYAKTCSA K KOMMNbIOTEPY Yepes
nocnegoBartenbHbie nopThl U USB.




dPusnvyeckme KOMNnoOHeHTbl CeTHn

INTERNET
= CeTeBble YCTPOUCTBA: T
DSL Modem
*KomnbloTepol
v I
*KoHueHTpaTopsb! (Hubs) Wireless ’Ngmrk ~
Access Point
. 10/100 LAN Card
-KommyTaTopbl (Switches) (WARSSA) (LNET00TX)
‘MapupyTtusatopsl (Routers) == E'"%EEE%EL?SL

*becnpoBoaHblie TOYKM
OocTyna

= CeTeBas cpefa
nepenavun gaHHbIX:

EtherFast 10/100
Card Bus PC Card (PCMPC200)

— Network USB
*Kabenu Ha OCHOBE BUTOWN Napbl  yieess pe o S
Card (WPC54A) (Optional)
*ONTOBOJSIOKOHHbIE Kabenu EtherFast 10/100

Compact USB Network
Adaptor (USB 100m)

*PaanoBOSHbI



CeTeBble yCTPOUCTBA
= KoHueHTpaTopbl (Hub)

’PaCLUI/IpFHOT CerMeHT CceTun yBesindnBad JaJibHOCTb nepenayn. daHHble,
noJjtydeHHble Ha OAUH NMopT BOCCTAaHABJIMBAKOTCA, YCUITUBAKOTCA U
oTnpaBIIAKOTCA Ha BCE OCTalJlbHblE MOPThI.

*KOHLIeHTpaTopLl HE CErMEHTUPYIOT CETEBOM TPpadUK, HE PUNLTPYIOT
TpaduK N He OBHapYXMBAKOT OLLMOKN N KOSNMNU3UUN B CETU U,
chnefoBaTtesibHO, COKpaLLatoT MPOMnyCKHY CNOCODHOCTb

= MocTbl (Bridges) u kommyTaTopbl (Switches)

*MocT BbINOSHAET PUNLTpaLno ceTeBoro Tpadurka Mexagy cermeHTamm
NoKanbHOW CeTun, nosblian addPeKTUBHOCTL Nepeaadn NnOToKa AaHHbIX.
[1py nony4yeHnn Kagpa MOCT NPOBEPSET agpec Ha3zHaYEeHNA U
oripegenaet, cnegyeTt Ny nepenarb Kagp B ApPYrov CerMeHT nnum
NpOUrHopmpoBaTb €ro. TUNUYHbIM MOCT UMEET ABa nopTa.

*KoMmmyTaTop (MHOrornopToBbLIM MOCT) MMEET HECKONbLKO NOPTOB U CTPOUT
Tabnuiy kommyTaumnm Ha ocHoBe MAC agpecoB ans onpefenenusa nopra,
yepes KOTopbIA OoMmKeH BbITb OTNpaBfieH COOTBETCTBYHOLLNIM Kaap.

* MutaHune yepe3 Ethernet (PoE)

*PoE kommyTaTop BMecTe ¢ gaHHbiMu nepenaet no kabent Ethernet
NOCTOSIHHBIW, TOK HEBONbLION MOLWHOCTU ANnga nuTaHma PoE yCTpoucTs,
Takux kak Wi-Fi To4kn gocryna.




CeTeBble yCTPOUCTBA (NpoaomxeHue)

= MapwpyTtusartopbl (Routers)

‘MapuwpyTtnsatopsl obecrneymBatoT B3aMMHOE NOAKHOYEHNE CETEN.
OHu ncnonb3ytoT |IP-agpeca ons nepecobiniki NakeToB B Apyrue
CeTw.

*MapLipyTusatopom MoXeT ObITb KOMMNbIOTEP CO creLunarnbHbIM
ceteBbIM 1O nnn yctponcTeo, cobpaHHOE Npon3BoaNTENEM
ceTeBoro obopynoBaHus.

‘MapuwpyTtmsaTtopbl ncnosnb3ytoT Tabnuubl IP-agpecos anga soibopa
ONTUMASIbHbIX MapLUPYTOB NEepPECHINIKM NaKeToB B ApYyrve CeTu.

= becnpoBoaHble To4ykn goctyna (WAP)

‘[MpenoctaBnsaoT OCTYN K ceTy Ansa 6ecnpoBOaHbIX YCTPOUCTB,
TaKNX Kak HOYTOYKM 1 nnaHweTHble [1K.

‘Mcnonb3yloT pagnoBOrHbl ANs CBA3W ¢ 6eCnpOBOAHLIMU CETEBLIMY
nnatamu B YCTPONCTBAX U C APYrMMn To4KaMmn JOCTyna.

*/IMeloT orpaHnUYeHHY0 30HY OxBaTa.




CeTeBble yCTPOUCTBA (NpoaomxeHue)

= MHorodpyHKLMOHaNbHbIe YCTPOUCTBA

*BbINOMHAKOT HECKOSTbKO PYHKLUN.

*YnobHee KynnuTb U HAaCTPOUTb OAHO YCTPOMCTBO, OTBeYatoLlee
BCEM MOTPEOBHOCTAM, YEM NOKYyNaTb OTAENbHOE YCTPOUCTBO ANs

KaXgowu pyHKLMM.

-O06beanHAIT YHKLUN MapLLpyTM3aTopa, KoMMyTaTopa U
BecnpoBOAHON TOYKM AOCTYNa B O4HOM YCTPOWCTBE.

‘[Npnmepom MHOrodpyHKLMOHANbLHOIO YCTPOMNCTBA ABMAETCS
Linksys E2500.
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CeTeBble yCTPOUCTBA
CeTteBoe xpaHunuue (NAS)

= CocTOouUT 13 ogHoro unu bonee
XeCcTKux amckos, Ethernet
NOAKIMIOYEHNST U BCTPOEHHOWN
onepaunoHHON CUCTEMDI

= NAS nogknovaeTcs K ceTu,
NpeaocTaBnssa ee nosib3oBaTensam
OOCTyn K pannam, ux COBMECTHOE
NCNonb30BaHUE, BO3SMOXHOCTb
BbIMOJSTHATL MOTOKOBYIO Nepegavy
MynbTUMEONA U pe3epBHOE
KonnpoBaHUE JaHHbIX B
LEeHTpanmM3oBaHHOE
MECTOMOSOXKEHUE.




CeTeBble yCTPOUCTBA

= VoIP TenedoHbI — nepenatoT Tene@oHHbIe BbI30BbI MO
ceTaM nepenadun gaHHbIX NMbo yepes NHTepHeT.

= AnnapaTHble MexceTeBble 3KpaHbl (Firewalls) -
NCMONb3YIT pasfnyHble METOALI onpeaeneHns
pa3peLleHHOro 1 3anpeLweHHoro AocTyna K cermeHTam
CeTWN, He NCMOSIb3YSA PeCYpPChI 3aLLuLLaeMblX
KOMMNbIOTEPOB.

= AIHTepHeT ycTpoucTBa - BED-TENEBU30PLI, UTPOBbLIE
KOHcoNu, npourpeiBatenu Blu-ray u T.n.

= MMpuoGpeTeHUe NOANNHHbIX CeTEeBbLIX YCTPOUCTB -
npobnembl C KOMNbIOTEPOM U CETLIO MOTYT ObITb Bbi3BaHbI
KOHTpadaKTHbIMW KOMMOHEHTaMM.



KoakcuvanbHbIn Kabenb

= CeTeBoun Kabenb COCTOUT U3 MEOHOWN U1 antoMUHNEBON
LleHTpanbHOW XXWUnbl B N1aCTUKOBOW U30NALUN U
9NEeKTPOMarHMTHOM 3KpaHe

= Tunbl KOAKcuanbHOro Kkabens:

*Tonctbin nunu 10BaseS5 - ncnonb3oBarcs B ceTax U paboTarn Ha
ckopoctn 10 Mout/c ¢ makcmmansHon anuHomn 500m

*ToHkun nnm 10Base2 - ncnonb3oBarcd B ceTax U pabotan Ha
ckopoctn 10 Mout/c ¢ makcumanbHou annHon 185m

*RG-59 - valle Bcero ucnonbadyerca anga kabenbHoOro TeneBngeHns
B CLLA

*RG-6 - kabenb bonee BbICOKOro kadyecTtBa, 4Yem RG-59, ¢ bonbLuon
NPOMYCKHOW CMOCOBOHOCTBLIO N MEHEE NOABEPKEHHbIW MOMeEXam




Kabenb «BuTas napa»

= [1apa nepekpy4eHHbIX NPOBOAOB 0bpasyeT NUHUIO AN nepegayn
OAHHBbIX.

= Butas napa obecneumBaeT 3alUnTy OT HABOAOK (ANEKTPUYECKUX
LWyMoB) bnarogapsi addeKkTy B3auMMHOW KOMMEHCaLNW.

= [1Be unu 4yetblpe napbl MeaHbIX NPOBOAOB NepeKkpyyeHbl U 3aKYeHb!
B MIACTUKOBYO N3OSALMIO C LIBETOBOW MapKUPOBKOU

= [ly4oK BUTbIX Nap 3alluLLeH BHELWLHEN
obosnoykon n3 nonuemHunxnopuaa (PVC).

= CyuwiecTByeT AgBa Tvna BUTOW Napbl:
* HeakpaHupoBaHHasa (UTP)
(Cat 3, Cat 5, 5e ,Cat6 n Cat 7)
* KpaHunpoBaHHas (STP)




i

= ONTOBONOKHO — 3TO CTEKIIAHHbLIW UNU NNAacTUKOBbLIN MaTepuan,
nepenatownm MHoOpMaLuo C NOMOLLLIO CBETA.

= ONTOBOMNOKOHHbIN Kabenb COCTOUT U3 OOHOW U HECKOJbKUX
ONTOBOJTOKOHHbIX XKW, 3aKMIOYEHHbIX B OMNNETKY UM 0OOMOYKY .

= He nooBepXXeH BMUSHUIO
9NEeKTPOMarHUTHbIX U1 pagmo NomMex.

— = [Nlepepaet curHansl 6€3 nuckaxxeHumn, Ha
4 o o i, Oonbluee paccTtosiHue 1 ¢ bonbLuel
A g NPOMNYCKHOMN CNOCOBOHOCTLIO YEM MEHbIN

Kadenb

= OBbIYHO gopoXe YemMm MeadHbIn. Ero
pa3beMbl TakKe oTnunyarotcs bornee
BbICOKOW CTOMMOCTbIO U CNOXHbI B COOpPKE.

= CywecTByeT Ba Turna onToOBOSIOKOHHOIO
Kabens:

MHoromogoBbin 1 OgHOMOAOOBbLIN



[1Ba TNna ceTeBbIX TOMONOMMMA

Ethernet
Switch

dusnyeckas Tonornorus -
9TO CXema pasmelleHnd
JPU3NYECKNX KOMIMOHEHTOB
B CETWU.

Mail Server
192.168.2.1
Web server
192.168.2.2
File sever
192.168.2.3

192.168.24
192.168.2.5
192.168.26
192.168.1.1
192.168.1.2
192.168.1.3

Ethernet

192.168.1.4

192.168.1.5

192.168.1.6 192.163.1.7

192.168.1.8
Printer

192.168.1.9

Jlornyeckast Tononorus —
onpenensaeTt Norm4ecKkyro
CXeMy B3anmMoOencTeugd
Y3noB Npwu nepegade
NaHHbIX.




ITornyeckune Tononornu

= [1Ba Hanbonee pacnpoCTpaHEHHbIX TUMa J10rnM4ecKmux
TOMNonorumn - WwnpokosewartenbHas (broadcast) v
actadeTHana nepeaaya (token passing).

‘B wmnpokoBewaTesibHOU TONONOrMN y3en oTnpaBnseT
coobLLleHME BCEM Yy3raM B O4HOM CErMEHTE CETU. Y3Iibl HE UMEIOT
Kakoro-nmbo nopsigka rnpu nepenade gaHHbIX. CoobLeHuns
OTNpPaBnATCA B Nopsake, obpaTHOM NopsaKy rnocTynfieHnd
(FIFO). Ethernet paboTaeTt no aton TonNonoruu.

*dctadheTHana nepenava yrnpaBnseT AOCTYNOM K CETU NyTEM
nocriegoBaTeribHOM Nepefayun Kagpa crneunanbHoro opmarTa,
ANeKTPOHHOro Mapkepa, kaxaomy yany. Korga ysen nony4yaet
MapKep, OH MOXET nepeaasaTth AaHHble No ceTu. Ecnn y Hero HeT
AOaHHbIX ANA nepeaayun, OH NPonyckaeT CBOK odepenb,
nepefasas Mapkep crieqyloLlemy y3ny 1 NpoLecc NoBTOPSETCS.



dusnvyeckume Tononornum

= dnanyeckas Tononorusa onpenenseTr cxemy noaknoveHus
KOMMNbIOTEPOB, NPUHTEPOB N OPYrnX YCTPOUCTB K CETH.
= LllnHa

‘Bce koMnbloTepbl NOAKMOYEHbI K 0bLeMy kabento. Ha koHue kabens
ycTaHaBnmBaeTcs 3arnyLka (terminator) ansa cornacoBaHus
COMpOTMBIEHMS U NpedoTBpaLLeHNs OLLMDOOK 13-3a NepeoTpakeHus
CUrHaroB C KOHLIOB kabens.

‘O,D,HOBpeMeHHO MOXET rnepenasartb aHHbIE TONIbKO OAWH KOMIMbIKOTEP
MHa4Y€ BO3HUKHET KOJIJTN3NA (HalnoXeHune CMrHasrioB pa3HbIX Kanpos).

= Konbuo
*Y3nbl coeanHeHbl B CbVI3M‘-IeCKOG KOJ1bLO UJTN KPVT.

-CneunanbHbii Kagp, MapKkep, NepeMeLLLaeTcst Mo KonbLy,
OCTaHaBNUBasiCb HA KaXXAOM Yy3re u pa3peluas y3ny nepegady gaHHbIX.

*CyLLecTBYET ABa TUNa KOmNbLIEBbLIX TOMOOMIA:
*OgnHapHoe Konbuo 1 [1BOMHOEe KOonbLo




dusunyeckume Tononorum (npoaormxKeHue)

3Be3aa

‘AMeeT LeHTpanbHY TOYKY NOAKMIOYEHUS: KOHLIEHTPATOP, KOMMYTaTop UMK
MapLLpYyTMU3aTopP.

-KaxxabIn y3en NQAKNYeEH K LeHTparnbHOMY YCTPONCTBY OTAENbHLIM NPOBOAOM,
NO3TOMY B TaKOW TOMONOrMN JOCTATOMHO MNPOCTO YCTPAHATL HENOMAaAKMW.

Wepapxuyeckasi unu paclumpeHHas 3sesna

'TOHOJ'IOI'VIS'-I B KOTOpOI/I KaXKOblW y3en 3Be31bl MOXET ObITb CETEBLIM
yCTp0I/ICTBOM N ABJTATLCA LEHTPOM CBOEUN 3BE3hI.

‘McnonbayeTtcsa B 60MbLIMX CETAX.
NonHocBA3HaA
*Bce ycTponctea cetu nogkntodeHsl apyr K gpyry.

*[NonHoCBA3Has TONONOrMS MOXET UCMOSb30BaTbCs B rNobdanbHbIX CETSX,
coeaunHARLWWUX NoKalribHblE CETH.

'MbpuaHan

*[MBpnaHasn Tononorna — codetaHne AByx unm 6onee OCHOBHbIX TOMOMOMNN
CeTN, HanpuMep TOMONorMg «3Be3aa-LHa» Unn «3Be3na-KonbLoy.
[IperMyLLIeCTBO rMbpMaHON TOMOMNOrMK 3aKYaEeTCs B TOM, YTO OHa MOXET
ObITb peanu3oBaHa Ans pasnn4YHbIX CETEBLIX cpef.



ITU-T

IEEE

ISO

IAB

IEC

ANSI

TIA/EIA

CekTop cTaHpgapTusaumm
TenekoMMyHukauum ITU
(dbopmanbHo CCITT)

MHCTUTYT MHXeHepoB
3NEeKTPOTEXHUKM U
PagnoanekTPOHUKN

MexayHapoaHas
opraHusaumsi no
cTaHAapTM3auum

CoBeT no apxuTekType
MUHTepHeTa

MexayHapoaHas
ANeKTpoTexHu4eckas
KoMuccus

AmMepukaHcKkumn
HauMOHaNbHbIA UHCTUTYT
cTaHaapToB

Accouuauus
TeneKoMMyHUKaLMOHHOMN
npombiwneHHocTn/
Accouunaums aneKTpoHHOMU
NPOMbILLNEHHOCTH

OauH u3 Tpex ceKTopoB
MexayHapogHoro
TeNIeKOMMYHUKaLMOHHOIO
coro3a

He kommepueckas
accoumaunsa TexHn4eckux
cneuuvanucToB

CeTb HaUMOHaNbHbIX
MHCTUTYTOB MO
cTaHAapTuM3auuu B
157cTpaHax

KomuTteT, KOHCYNnbTaTUBHBLIN
opraH

MoGanbHasa opraHusaums

O6bLeguHeHune
NPOMbILNEHHbIX U AeNnoBbIX

rpynn

ToproBasi accoumauus

CraHpapTbl,
oxBaTbiBaloLWme Bce
o6nactu
TeneKoMMyHUKauum

CraHpapTtbl ansa
KOMMNbIOTEPHOMN U
3NEeKTPOHHOM
NPOMbILLNEHHOCTH

CopenctByeT pa3BuTuio
MeXayHapoAHbIX
cornaweHun no
cTaHAapTM3aumm

KoHTponupyeT TexHnyeckoe
M UHXEeHepHoe pa3BuUTue
UHTepHeT

CraHpapTbl Ana Bcex
ANEeKTPUYECKUX,
3NEKTPOHHbIX U CMEXHbIX
TeXHONorumn

PaspabaTbiBaeT TOproBble
MU KOMMYHMUKaLMOHHbIe
cTaHAapTbl

CraHgapTbl KabenbHbIX
CUCTeM nepeaayu rosioca u
OaHHbIX B NOKaNbHbIX
ceTsax

NMonyuynn Ha3BaHue

ITU-T B 1992

1884

1947

1979; paHbLue
Ha3biBancsa ICCB

1906

1918

Mocne
aeperynupoBaHus
Tene¢goHHON
NPOMbILUNIEHHOCTU
CLWA B 1984 roay



Ctanpaptbl Ethernet

= [1poTtokon Ethernet onuckiBaeT npasuna ynpaBneHns
nepenaden aaHHbIx B cetn Ethernet.

= CtaHpapTt IEEE 802.3 onpenensieT, 4To B CETH
peannayetcsl cnocob KOHTPOsA AocTyna
«MHOXeCTBEHHbIU AOCTYN C KOHTPOJNIeM HecyLlen u
obHapyxeHnem KoHdnukro» (CSMA/CD).

= B CSMA/CD BCe KOHEYHbIE CTaHLUMN NPOCIYLUMBAOT
CETEBOM KaHan v XayT MOMEHTA, Koraa oH byaeT csoboaeH
Ons oTnpaBku AaHHbIX. Korga KoHeYHasa cTaHuus
onpenensieT, YTO HUKaKue apyrue y3nbl He nepenaroT
AAaHHble, OHA OTNPAaBNSAET CBOWU AaHHble. Ecnn
OOHOBPEMEHHO ApYyrasi CTaHLUMS1 CYNTAET CETb CBODOAHON U
nepenaeT AaHHble BO3HMKAET KOMNN3us.




TexHonorun Ethernet

= 10BASE-T

*TexHonorua Ethernet, ncnonb3ytoLlaga Tonosiorno 3sesaa.

*Yncno 10 o3HauvaeT ckopocTb 10 Mbut/c, BASE o3Ha4aeT 4To
TEXHOSOrMs UCnonb3yeT Anga nepegadn gaHHbIX UMMYSIbCHOE
nnn noteHuuanbHoe KogupoBaHue n oykea T 03HaA4YaEeT 4YTo
ncnosb3yercd Kabesrb «BUTad napa.

Crangaprte! Ethernet

10BASE-T Kateropuu 3 MNepenaya gaHHbIX Co ckopocTbio 10
MéuT/c.
100BASE-TX KaTteropuu 5 Ha ckopoctut 100 M6ut/c ckopocTtu

nepenaun 100BASE-TX 8 pecars pas
Bbiwe ckopocTtein T0BASE-T.

1000BASE-T Kateropus 5e, 6 Apxutekrtypa 1000BASE-T
nogaepXuBaeT CKOpoCTU nepeaauu
AaHHbIX go 1 M6/c.

10GBASE-T KaTteropus 6a, 7 Apxurtektypa 10GBASE-T
NoAdepPKMUBAET CKOPOCTU Nepeaayu
AanHbix o 10 M6/c.




CtaHaapTbl 6ecnpoBogHou cetu Ethernet

= |EEE 802.11 - 310 cTaHOapT nepeaayn AaHHbIX B
becnpoBOAHbIX CETSIX.

= Wi-Fi (wireless fidelity) ato rpynna ctangaptos 802.11
*802.11 (nepBoHayanbHaga cneymdumkaymsa)
*802.11a
*802.11b
*802.11g
*802.11n

« DTN NPOTOKOIbI ONPeaenstoT YacToTbl, CKOPOCTU U
apyrne ocobeHHocTu pasnuyHbix ctaHgaptoB Wi-Fi.



becnpoBogHble ctaHpgapTbl Ethernet

802.11a

802.11b

802.11g

802.11n

802.15.1
Bluetooth

o 54 MowuT/c

Ho 11 MowuTt/c

Ho 54 MowuT/c

o 600 MouT/c

Ho 2 MouTt/c

5ITy

24TTy,

24T1Ty

24TTy

24 Ty vnn
51Ty

Hec coBmecTtum C
802.11b, 802.11g, nnum
802.11n

45,7 m
(150 cpbyToOB)

91 m

(300 dbyTOB) Cosmectum c 802.119g

(3009;3703) CoemecTum ¢ 802.11b

250 m CoBmMmectum ¢ 802.11b

(984 chyTa) n 802.11g
10 m He coBmectum c
(30 chyTOB) ApyrnMu

ctaHpaaptamm 802.11




Mopenb nepeaayuv gaHHbix TCP/IP

= Begywiunn ctaHgapT nepenadun gaHHbIX MO CETAM U
yeped NIHTepHeT.

= PazgensieTr cetu Ha YPOBHU, KOTOPbIE BbINOMHAKT OYHKLMN

NOArOTOBKMU

MNMpuknagHon

TpaHCNOPTHbLIU

UHTepHeT

CeTeBoun goctyn

N nepenadn JaHHbIX o CeTMn.

[pepocTaBnsieT ycnyrm cetu
NPUNOXEeHUAM nonb3oBaTenen

OnucbiBaeT B3ammogeucTteue
NPUNOXEeHNN, CerMeHTauuio AaHHbIX U
nopThbl

OnucbiBaeT nepegayvy AaHHbIX Mexay
y3namu B ceTsXx, IP-agpecauuio n
MapLUpyTU3aLuio

YpoBeHb onucbkiBaet MAC-agpecauuio u
comanyeckne KOMNOHEHTbI CeTn

lNMpoTokonbl

HTTP, HTML, Telnet,
FTP, SMTP, DNS

TCP, UDP

IP, ICMP, RIP, ARP



JTaroHHaA moaernb nepenayv gaHHbix OSI

= 9TanoHHas mogenb OSI, paspabortaHHas ISO B Havane 80-
X rogoB, AenNUT onnucaHne paboTbl CETU HA CEMb YPOBHEN.

= XOTS CYLLUECTBYIOT U ApYyrme Moaenm, cerogHsi 6onbLUNHCTBO
nponsBoauTesien ceTeBoro ob6opyaoBaHUS Co3naroT CBOU
NpoayKTbl B COOTBETCTBUU C 3TOU MOAENbIO.

= Ctek npoTtokonos OSI| - 3TO cuctema, KoTopasa onpenenser
noBeAeHMe NPOTOKOSIOB Ha KaXXAOM YPOBHE CETH.

[MpoTokonbl MOryT ObITb peann3oBaHbl Kak Ha NPOrpaMMHOM, Tak U Ha
annapaTHOM YPOBHE U, Aaxe, Ha NporpaMMHo-annapaTHOM.

*OBbIYHO TONMbKO HMXKHNE YPOBHU CTEKA MPOTOKOSIOB peanu3yTcH
arnnaparHo, BCe BEPXHUE YPOBHWN peanusyTca nporpaMmmMHo.



Moaoens OSI

MpuknagHou

NMpepcraBneHus

CeaHcoBbIN

TpaHCNOPTHbLIN

CeTeBOM
KaHanbHbIN

dusnveckun

4

OTBeuaeT 3a NpegocTaBrieHUe ceTeBbIX CNyX6
NPUNOXeHUAM

lNMpeobpa3syeTt chopmaTbl AaHHbLIX ANA NpeaocTaBrneHns
cTaHAapTHOro uHTepcenca Ans NPUKNagHoro ypoBHA

YctaHaBnuBaeT u 3aBepLliaeT noAKNnr4YeHnAa Mmexay
NOKalNibHbIMM U yAarieHHbIMUN NPUIIOXXeHUAMMU, ynpasrnsert
ceaHCaMu CBA3U

MpenocraBnsieT HaAeXHYK AOCTaBKY AaHHbIX MeXAay
NPUNOXEeHMAMU U ynpaBrieHMe NOTOKOM nepenaBaeMbiX
OaHHbIX

OTBeuaeT 3a NOrMyecKyro agpecauuio U MapLIpyTU3aumio
OaHHbIX

O6ecneunBaeT (pusanyecKyro agpecauuto u onpegensiet
MeXaHU3M [0CTyna K cpefie nepeaadm faHHbIX

OnpepgensieT Bce aneKkTpu4yeckue n pusmyeckue
cneuuncmkauum onsa ycTpoucTs



CpaBHeHue mogeneu OSI n TCP/IP

JranoHHas moaernb
OSl Mopens TCP/IP

YpoBEHb NPUNOXEHWA
Mpepcrasneqns YpoBEHb NPUNOXEHWA

CeaHcoBbIH

|

TpaHcnopTHLIN

TpaHcnopTHLIA |

- { UHTepHeT |

(8 \
Cereson gocryn

KaHanbHbIA
DUIHIYECKUIA >



Bbi16op ceTteBou KapTbl NIC

= BONbLIMHCTBO CeTEBLIX NNAaT AN HACTONbHbIX
KOMIMbIOTEPOB NHTETPUPOBAaHbI B MaTEPUHCKYO NnaTy unm
HaxoAATCs Ha NnaTe pacluMpeHnsl, yctaHaBnmMBaemMon B
COOTBETCTBYHOLLIEE MHE30 PaCLUMPEHMS.

= CeTeBble MHTEPMENCHI HOYTOYKOB, Kak rnpaBuIio,
NHTErpupoBaHbl B MaTePUHCKYIO nnarty nnu
yCcTaHaBnmBalTcs B rHe3no pacwmnpeHusa PC Card nnu
ExpressCard.

= CeTteBble agantepbl USB nogkntovatotes K nopty USB un
MOrYT MUCMOSb30BaTbCA Kak C HACTOMNbHbIMU
KOMIMbOTEPAMU, TaK N C HOYTOYKamm .




YcTtaHOBKa v yganeHue apavBepa
ceTeBOU NnaThbl

= I3rotoBmuTenu moryTt nybnunkoBatb HOBblE ApanBepa
Ons ceTeBou nnaThbl.

*HoBbIn gpanBep MOXET paclunpATb PYHKLMKM CETEBOU NnaThbl.

*‘MoxeT TpeboBaTbcs Anst obecneyvyeHnsi COBMECTUMOCTU C
onepaunuoHHON CUCTEMOMN.
m |_|pl/l yCTaHOBKE HOBOIO upal‘/’lsepa, OTKI1KOYHUNTE
dHTNBUPYCHOE MO n 3a|<p0|7|Te BCE MNMPUIIOXEeHNA.

= Boibepute lNyck > MNaHenb ynpaBneHusa > [lucnetyep
YCTPOUCTB

= Ecnn nocne ycTaHOBKM HOBOIO ApanBepa CeTeBou
nnaTbl OHa He paboTaeT Haanexawum obpasom,
MOXHO yOanuTb gpavBep Unu oTKatuTb Apaneep 4o
npeabigoyLien Bepcun.



HacTpouka ceteBou nnarthbl

= [1Ns1 Kaxgon ceTeBoun nnathbl JormkHa 6bITb HACTPOEHA
cneaywouwas MHopmMauuns:

* [poTokornbl
- |P agpec

* MAC agpec (ycTtaHaBnmBaeTCcd Npom3BoauUTESNIEM)

= AnbtepHaTtmBHas HacTpomnka IP B OC Windows ynpouwiaer
nepemMeLleHne Mexay cetamu, Tpedyowmmm
ncnornb3oBaHus cepeepa DHCP, n cetsimn, B KOTOPbIX
NCNOoNb3yKTCA cTaTuvyeckne napameTpsl IP. Ecnu
KOMMbIOTEPY HE yaaeTcs cBa3aTbes ¢ cepsepom DHCP B
cetn, OC Windows ncnonb3yeT ansrepHaTUBHYIO
HacTpouky |IP, Ha3zHayYeHHYy ceTeBoU nnare.




ES SO R o] |

[lonornHuTenbHbIEe HACTPOUKN CETEeBOU
KapTbl

[OynneKkcHbIN pPeXxXum U CKOpPOCTb

= HenpaBunbHbIA BbIOOp napamMeTpoB OYMNIIEKCHOMO pexmnma u
CKOPOCTW CEeTeBOW nnaTbl NPW NOOKMNIOYEHNN €€ K CETEBOMY
YCTPOWCTBY, HanpumMmep KOMMYTaTopy, MOTYT CHU3UTb
CKOPOCTb Nepeaayn JaHHbIX Ha KOMMbOTEpPE.

MpobyxaeHue no nokanoHou cetn (Wake on LAN)

= [NapameTpbl WoL ncrnonb3ytotrca ans npodbyXaeHns ceTeBoro
KOMMNbOTEPA N3 COCTOSIHUS HU3KOro SHEPronoTpebneHms.

KauyecTtBO 06CnyXnBaHus

= KauecTtBo obcnyxnsanua (QoS, nnum 802.1g QoS) - ato
MEeTOobl, YNpasnsoLlmne ceteBbiM TpadmMKoM, NOBbILLAOLLNE
CKOPOCTb nepeaayun AaHHbIX U ynyyllatouime cBsi3b B
pexnume peanbHOro BpeMEHM.




[MloaknoyeHne K mapLipyTmusatopy

[Tpn HacTponke npoBoaHOro NMMbdo becnpoBogHOro
MapuipyTtmusaropa, Hanpumep Linksys E2500:

= [locne noakn4YeHna ceTeBoro kabensa Heobxoanmo
NPOBEPUTb aKTUBHOCTb COEANHEHUSA, MOCMOTPEB Ha
cBeToamoabl, U MHANKaTOPBI
KaHana psiaom ¢ NoOpTOM T
Ethernet ceTeBoOl NNaThl.

() 4 Set Network Location

3

= BoibpaTtb npodunb ceteBoro P e m———
PaCNoONOXeHUA. i SR

= [NogkntounTtbes K Linksys E2500 Emrbcnewok et
Yyepe3 Beb-Opaysep, Mcrnonbays
agpec 192.168.1.1.




ba3oBble HaCTPOUKM MapLUpyTU3aTopa

= PekomeHOyeTca N3aMeHnTb crieayoLime HaCTPOUKN:
*‘Router Name (uma mapuipyTtusartopa)

*Network Device Access Permissions (PaspeweHuna gocrtyna
ceTesoro yCTpOMCTBa) E2500 Router Setup Page

*Basic QoS (OcHoBHoe Qo0S) T r—




- AKEhe & Bl L
OCHOBHbIe NapaMeTpbl HACTPONKMU

becnpoBoaHOU CeTHU
= PekomeHayeTca HaCTPpOUTb OCHOBHbIE NapaMeTpbl AN 3alunThbl
N YBENNYEHUA CKOPOCTM DECNPOBOOHOWN CETHU:
*Network mode (ceTeBoM pexunm) - mixed (CMeLLAHHbIN) PEXNUM

No3BOSideT NoaknyaTb ycTtponuctea ctaHgaptos 802.11b, 802.11g, u
802.11n.

*Service Set Identifier unu uma cetun (SSID) - 310 OTODOpPaxaemoe UMs
6ecnpoBOAHOWN CETH.

*Channel (kaHan) - KaHanbl 1 n 11 He nepecekatoTcda ¢ KaHanom no
yMOSi4aHuto 6. YT1obbl JOOUTHCA ONTUManbHbIX Pe3ysibTaTos,
pekoMeHayeTcHa UCMosb30BaTbh OAMH U3 3TUX TPEX KaHamoB.

be3onacHoCcTb GecnpoBOAHON CeTU — MNoAAEPXKNBAKOTCA PEXNMBI:
*Wired Equivalent Privacy (WEP)
*Temporal Key Integrity Protocol (TKIP)
*Advanced Encryption Standard (AES)
*‘Wi-Fi Protected Access (WPA)

*Wi-Fi Protected Access 2 (WPA2)



[TfpoBepka nogkn4veHUs

OKHO COCTOSIHUA NOAKNYEeHUA 6ecnpoBOAHOU CeTHU

= /lcnonb3oBaHMe
Windows GUI

il Wireless Network Connection Status

=

General ’
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
SSID: BlackBear
Duration: 01:29:04

Speed: 65.0 Mbps

Signal Quality: ’ﬂﬂ

Detais... || WirelessProperties |

Activity
Sent L\E_ - Received

Bytes: 67,503 I 148,072

[.?_,“Propefﬁes][ # Disable ” Diagnose J

Close
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[lpoBepka nogkn4veHUs

= icnonb3oBaHne komaHgHou cTtpokn Windows
CLI

*lpconfig — oTobpaxxaeT OCHOBHYIO MHOPMAaLMIO O HACTPOMNKE
BCEX CETEBbLIX NNar.

*Ping — npoBepsieT cBA3b MeX4y YCTPONCTBaMWN CETU OTNPaBnss
9X0-3anpochl.

*KomaHab! rpynnbl Net — cniyxkat ons ynpaeneHus ceTeBbIMU
KOMMbIOTEPAMKN, CEPBEPAMN N PeCypCcaM.

*Tracert — onpegensieT MapLUpyT OT KOMMbOTEPA OTNPaBUTENS
[10 y3na HasHaJeHus.

*Nslookup — nossonsger NpoBepATb U YCTPAHATbL Henonagku
cepBepoB DNS .



JomeH n paboyvas rpynna

= [loMeH - rpynna KOMMbIOTEPOB U 3NEKTPOHHbIX
YCTPOWCTB ¢ 06Wmm Habopom nNpaBun v Npoueayp,
aaMUHUCTPUPYEMBIX KaK edunHOE LIENOE.

= Pabovas rpynna - Habop pabo4ynx cTaHUnm U
cepBepoB nokarbHom cetn. OHa npegHa3HadYeHa ans
obecrevyeHns cBsA3U U YNPOLLEHHOITO OOMeEHa AaHHbIX
MeXay y3rnamu BHYTPU rpynnbl.




OJomawHAa rpynna Windows 7

= KomnbtoTepbl noa ynpasneHunem Windows 7,

npuHaanexatliue ogHon paboyen rpynne, MoryT ObiTb
TakXXe BKMIOYEHbI 1 B OMALLHIOW rpynny.

= B ceTn Ha Kaxxgyto pabouyto rpynny MoXeT
NPUXOONTBLCA TOMBKO O4Ha AOMaLLHANA rpynna.

= OOWH KOMNbIOTEP MOXET ObITb YITEHOM TONbKO OOHOW
OoMalLHeun rpynneol.

= Micnonb3oBaHue gomMaluHen pabo4ven rpynnoi
NO3BOSISAET N1Erko 1 BbICTPO NPeaOoCTaBMATL 00NN
OOCTYN K pecypcam.

= OnepaymoHHble cuctembl Windows Vista n
Windows XP He nogaepxusatoT AOMaLLHME rpynnbl.




CoBMeCcTHOe Ucnosib3oBaHMe pecypcosB
Windows Vista

= Paspen «O0wmn goctyn n ceteBoe oOHapyXeHuey,

pacrnonoXeHHbIn B «LleHTpe ynpaBneHnsa ceTaMu 1 oowmm
AOCTYNOMY, yrnpaBnseT HacTPpouKaMmu JOMalLHEN CETU.

-CeTeBoe obHapyxeHune

-O6wmn goctyn K dannam

-O6Lwunm goctyn K obLwum nankam

‘icnonb3oBaHne OOLLINMX NPUHTEPOB

-O6Lwmr ooCTyn C NAPOSIbHOM 3aLMTON

-Obwmnn goctyn K megnadpamnnam

= [NepenTu Kk pasgeny «O6wWMKU AOCTYN U ceTeBoe
OOHapyXeHue» MOXXHO crieyoLnmM obpasom:
[yck > NaHenb ynpaBneHusa > LleHTp ynpaBneHnsa cetamMmu
N OOLMM OOCTYNOM



CoBMeCcTHOe Ucnosib3oBaHMe pecypcosB
Windows XP

= MacTep HacTpPOMKKM ceTu No3BOSSIET HACTpPaMBaTb
crnegyoLme napameTpsbl:

* lNogkntovyeHne komnbloTepa K IHTEPHETY C MOMOLLLI MPAMOro
NOAKMHYEHNA, NOOKITHYEHNA Yepes W3 UK Yepes apyromn
KOMMNbIOTEP AOMALLUHEN CETU

« Obwmnn gocTtyn K nogkntoveHuto IHTepHeTa B onepaunoHHOM
cucteme Windows XP ona opraHusaumym COBMECTHOro gocTtyna K
IHTepHETY ONA HECKONMbKMX KOMMNbLIOTEPOB AOMAaLUHEN CETH

* Mima komnbloTEpPa, onncaHne KoMnboTepa U MMs paboden rpynnol
« COBMECTHbIV OOCTYN K dhannam v npuHTepam

= [Ina nony4dyeHna goctyna K MacTtepy HaCTPOUKK CeTu
nepenauTe No crnefyoLlwnm NyHKTaMm:

= [Myck > MNaHenb ynpaBneHuna > Mactep HaCTPOUKU CeTH
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OOLwue ceTeBbIe Nanku U noaknr4YeHue
OUCKOB

= [1lpn noaknYeHnn gucka, pecypcy Ha yaaneHHoMm
KOMNbOTEpe rnpuceamBaeTcs byksa (o1 A oo Z), 4to
NO3BONSIET UCMONb30BaTb yaaneHHbIN OUCK TaK, Kak ecrnn Obl
9TO ObIN NOoKanbHbIN OUCK.

= Ha gocTtyn k o6wmm ceteBbIM pecypcam MoryT ObiTb
yCTaHOBMNEHbI creayllme paspeLleHns

*YTeHue: nonb3oBaTenb MOXET NpocMaTpMBaTh alnbl U BNOXEHHbIE
nanku u 3anyckaTtb nporpamMmmMHblie dannbi

*A3meHeHuMe: B JOMNOMNHEHME K pa3peLleHnto Ha YTeHne Nnonb3oBaTenb
CMOXeET fobaBnsaTb dpansbl U Nankn, USMEHATb AaHHble B bannax u
yOandaTb BNOXeEHHble nanku n dannol.

* MonHbIN pocTyn: B JOMNOSTHEHNE K pa3peLleHnsIM Ha UBMEHEHME U
YTEHME MOSIb30BaTESTb MOXET N3MEHSATb pa3peLleHnsa bansos 1 nanok
B pasgene ¢ daunoson cuctemon NTFS n ctatb Bnagensuem annos
1 narok.



BuptyanbHble yacTHble cetu (VPN)

= Virtual Private Network (VPN) - 3akpbiTasi ceTb, kKoTOpas
obecreynBaeT NoaKMoyYeHne yganeHHbIX punmanos nnm
nonb3oBaTenen apyr K apyry 4yepes obueaoCTynHY CEThb,
Hanpumep, yepes NNHTepHET.

= [1pn nogknioveHun Yepes VPN nonb3oBartenu nony4varT
OOCTYN KO BCEM CEPBUCAM U pecypcaM, Kak ecrin 6bl OHU
don3n4veckn NoAKMNKYUIINCE K KOpnopaTuBHOM NOKanbHOWU CETH.

= YoaneHHble Nonb30BaTenn AOMKHbI YCTaHOBUTL cebe Ha
komnbtoTep KnNneHT VPN, 4yTobbl co3gaTtb 6be3onacHoe
NoAKMOYEHMNE K BHYTPEHHEN KOPNOpPaTUBHON CETH.
[Mporpamma-knneHT VPN wudpyeTt gaHHbIe nepen oTrnpaBKoun
nx yepes NIHTepHet

= lino3bl VPN cosgatot VPN nogkntoveHus, umenyemblie VPN
TYHHENAMMN, YNPaBnsoT UMU N KOHTPOSTUPYIOT UX.




BupTtyanbHble yacTHble ceTtu (VPN)

= BupTtyanbHag Company ISP
YacTHas ceTb Hoad Oifico ‘
(VPN)
npegcraenger

cobou 3aKpbITYyHO
CeTb, KOTOpas
obecnevmBaet
NOOKITIo4YEeHNE
yOaneHHbIX
domnmanos nnu
nonb3oBareneu
APYT K Apyry 4epes
oOLWeaoCTYMHYI0
ceTb (Hanpumep, [ Server ) | Username:
4epes CeTb | Password:
NHTEpHET)

VPN Client Login

Teleworker




LindbpoBas aboHeHTCKaa nuHua (DSL)

= DSL oTHOCKTCA K cny»x6am NOCTOSIHHOrO NMOAKMIOYEHUS, YTO
n3bdaBnsaeT nonb3oBaTenem oT HeobxoaMMOCTM HabunpaTb HOMepP
KaXabln pas, Korga OHU XOTAT NMOAKNIYNTLCA K AHTEPHETY.

= B DSL ncnonb3syoTca cywecTtsyrowme meaHble TeneoHHbIe
NUHUKN aNst obecneyveHnsa BbICOKOCKOPOCTHOM LinppoBon nepegayun
OaHHbIX MeXay KOHEeYHbIMU Nosb3oBaTensmMm u TeriedPOHHbIMU
KOMMNaHUSAMMN.

= AcnmmeTpuyHaa uncgppoBas aboHeHTcKas nmHua (ADSL) —
Hanboree pacnpocTpaHeHHast TEXHOSOrMsl N3 cemencTea
TexHonorumn DSL.

« obecnevnBaeT BbICOKYH CKOPOCTb 3arpy3ku (ao 24 Méwurt/c).
* CKOPOCTb OTMpaBKU MeHbLUE, YeM CKOPOCTb 3arpy3Kku.

* He crneayeT ncnonb3oBaTtb Npu pasmMeLlleHnn Beb-cepeepa
unun cepeepa FTP.




ADSL

HDSL

SDSL

VDSL

IDSL

AcnmmeTtpuyHasa uncgppoBas aboHeHTCKaA nNuUHUA. Hanbonee
LLUMPOKO npumeHsieTca ns scex DSLTexHonornn. CKopocTb
3arpy3ku ot 384 Kout/c no 24 Mbut/c. cCKOpOCTb OTNPaBKU
MEHbLLE, YEM CKOPOCTb 3arpy3Ku.

BbicokockopocTHasa (High Data Rate) DSL npenocrtaenger
PaBHYO MPOMYCKHYIO CNOCOOHOCTb B 060X HanpaBneHUsIx.

CummeTpuyHasa DSL obecnevnBaetT oanHaKoBYH CKOPOCTb A0
3 MouT/c gna 3arpy3ku n oTnpaBku JaHHbIX

CeepxBbicokockopocTHas (Very High Data Rate) DSL crnocobHa
obecrnevynTb NOTOK CKOPOCTbIO OT 13 Ao 52 MbuT/c ans 3akadku u
16 MbuT/c gns oTnpaBKn AaHHbIX.

ISDN DSL ato DSL no ISDN kaHanam. cnonb3yeT obbIYHbIE
TenedoHHble nNMHMK. TpebyeT Hannuua ISDN aganTepos.




BbecnpoBoaHou pgoctyn K UHTepHeTy
NPAMOU BUANMOCTM

BecnpoBogHon goctyn K UHTepHeTy npsiMon BUAMMOCTU — CIyXba
NOCTOSIHHOIO MOAKMNIOYEHNA, KOTOPAsa UCMNOSb3yeT paguocurHansl angd
aoctyna B VIHTepHeET.

Paguocuriansl nepenatoTcst OT PpaanoBbILLKKA K MPUEMHMKY, KOTOPbIN
nonb3oBaTeNb NOAKMOYaET K KOMMbIOTEPY UM CETEBOMY YCTPOWCTBY.

Mexay BbILLKOW N NPUEMHUKOM HE OOMKHO ObITb NPensaTCcTBUN. Bbllwka
MOXXET ObITb NOAKMIOYEHA K APYrMM BbilLKaM NN UMETb
HenocpeacTBEHHOE MOAKMIYeHNe K MarmctpanbHomy KaHany VIHTepHeTa.

PaccTosiHMe, Ha KOTOpPOEe MOXET rnepenasaTbCs pagnocurHan, octaBascCb
OOCTaTO4MHO MOLLHbIM, YTOObI 06ecnevnTb YCTONYMBLIN MPUEM, 3aBUCUT OT
4yacToTbl curHana. CurHan Hmskom yactoTtbl (900 M) moxeT
nepenaBaTbCs Ha pacctosiHne ao 65 km (40 Mmunb), B TO BpEMSA Kak
curHan bonee BbICOKOM YacToThl (5,7 ['TL) MOXeT npeogoneTb TOSTbKO

3 KM (2 munn).

[1Tnoxune norogHblie ycJioBuAd, aepeBbd U BbICOKUE 3aHUA MOTYT NOBJITNATb
Ha MOLLHOCTb N Ka4€eCTBO CUTHAIlaA.



WIMAX

= Worldwide Interoperability for Microwave Access (WiMAX) -
BbecnpoBogHasg TEXHOMNOMS LLUMPOKOMOSIOCHOIO JOCTYNa YeTBEpPTOro
nokoneHusi (4G) ¢ BLICOKOW CKOPOCTbIO AocTyna K IHTepHeTy ans
MOBOUNbLHbLIX YCTPONCTB.

= |[EEE 802.16e

= CkopocTb 3arpy3km go 70 Mbut/c Ha paccTtosiHuax Ao 30 Munb
(50 Km).

= cnonbayeT nepenayy no YKB Ha Yactotax ot 2 [Ty oo 11 I'Tw.

= CtaumoHapHbIn WIMAX - ceTb «TOYKa-TOYKa» UM MHOrotoye4yHasd
CETb CO CKOpOCTbto Ao 72 Mbut/c Ha paccTtosHun go 50 km (30 munb).

= MobunbHbIn WIMAX - MobunbHas cnyxba, noxoxas Ha Wi-Fi, HO ¢
boriee BbICOKMMU CKOPOCTSAMU M DonblUEN AanNbHOCTbIO Nepeaayvu.




Opyrne LWMpPOKONONOCHbIE TEXHONOIMMM

= CoTOoBble TeXHONIOrMn — No3BONAOT NepeaaBaTb ronoc,
BUOEO N OaHHbIE.

* 3G - ckopocTb nepegavn nHdpopmauum ot 144 Kéunt/c no 2 Mout/c
* 4G - ckopocCTb nepenaym nHgpopmaumm ot 5.8 MouTt/c n Bbile

= KabenbHasa ceTb - UCMOMb3yeT NIMHUN KOaKCcUanbHOro
kabensa, nepBoHa4YanbHO NpegHasHadYeHHble Ansa KabenbHoro
TeneBnaeHus, kKabernbHbli MogeM noaknoYaeT BaLl
KOMMbIOTEP K KOMMaHUN NpeaocTaBnsaloLWen yenyrn gocTtyna.

= CnyTHMKOBasA nepegava — NCMNonb3yeT CMYTHUKOBYHO
aHTEHHY AN JBYCTOPOHHEN CBSA3MN.

= BONIOKOHHOONTUYECKaA LUMPOKONOSIOCHAA nepeaava —
obecneudnBaeT Donee BbICOKME CKOPOCTU NMOAKITIOYEHUSA U
NPOMNYCKHYIO CNOCOBOHOCTb, YEeM NPU NCNONb30BaHUY
kabenbHbIX MmogemoB U DSL.
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CIsco.

Bbi106op noctaBwuka ycnyr MHTepHeTa ISP

nonpoﬁuee O NOAKIHYeHUN K NOCTaBLUMKY yCnyr goctyna K

= 4 rnaBHbIX dpaKkTopa,
onpeaenstoLwmnx BbIbop:

* CtoumocTtb
 CKOpOCTb
* HapexHocCTb
 [ocTynHOCTb

WUHTepHeTy

ISDN

DSL

KabenbHas
ceTb

CnyTHUKoBas
nepegava

CoToBble
TexHonornu

Wunpokas

pacrnpocTpaHeHHO
CTb

CKopoCTb BblLLE,
yem y POTS

Hwnakas
CTOMMOCTb

OuyeHb BbicOKast
CKOPOCTb

[ocTtynHa Tam,
roe HeaoCTYMHbI
DSL u kabenbHble
cetn

[ocTtynHbl Ans
MOBUNBHbIX
rnons3oBarenen

OyeHb Hu3Kkas
CKOPOCTb
HeBo3MOXHO
npuHUMaTh
TenedgoHHbIe
3BOHKW Npu
MOAKMIOYEHUM K
WHTepHeTy

Tem He meHee,
3Ta TEXHOMNOrns
paboTtaeT ropasgo
MeaneHHee, Yem
apyrue
TexXHonorum
LIMPOKOMONOCHOM
CBSA3N

Ha ckopocTb
Bnusiet
paccTosiHne 4o
ATC

Hunakas ckopocTtb
OTnpaBku
[Jopoxe, yem
apyrue
TEXHO0ornn
LUMPOKOMOSIOCHOM
CBSI3U, 3aBUCUT OT
MoroAHbIX
yCroBui

[HocTynHbl He
Besae

m

Makec.
56 Kbut/cek

NHTepdenc
6a30B0Oro ypoBHs
(BRI) — po

128 kbut/c
NuTepdenc
OCHOBHOIO
pocTtyna — Ao
2,048 M6uT,
M6uT/c

24 Kéut/c—
100 MéuT/c

27 Kbut/c—
160 M6ut/c

9 Kbut/c—
24 M6ut/c

20 KéuTt/c 1 Bbiwe
B 3aBMCUMOCTH
OT UCMNoNb3yemon
TexHonornm




NpodmnakTnyeckoe oocnyxumBaHume
ceTeu

= [Mepuoanyeckn Heob6xoaNMO BbIMOMNHATL PsAd CTaHAAPTHbIX
npouenyp npodunakTnyeckoro obcnyxmeaHms ansa obecnevyeHns

be30Tka3HOW paboTbl CcETEN.

‘[NogoepxmBanTe YACTOTY B CEPBEPHbLIX KOMHATax U CBOEBPEMEHHO
3aMeHsanTe Bo3ayLUHble OUNbTPbI.

‘[NpoBepanTe, He neperpeBaroTCAd M KOMNOHEHTLI CETW.

[MpoBepbTe BCe Kabenu, T.K. UX 4acTo OTKITOMAlOT, AepratoT, HacTynawT
N COBUraloT.

‘[NpomapkupyinTe BCe kabenu ansa ynpoLueHns rnoncka n ycTpaHeHus
Henonaaok B ganeHenweMm. Npn HeobxoanmocTn obpallanTech K
CXEeMe COeIMHEHUN N crieayuTe MHCTPYKUUSM KOMMNaHUK o
MapKNPOBKeE.

*bnok 6ecnepebonHoro nutanma (UPS) gomkeH ObITb NpoTECTUPOBAH
ONA rapaHTUK TOro, YTO BblAaBaeMOe UM Hanps>KeHne HaxoauTcs B
OO0NyCTUMOM AuanasoHe.



[lpouecc noncka u yctpaHeHuUs
HeUcrnpaBHOCTEU B CETAX

Jrtan 1. OnpegeneHne HENCNPaABHOCTH

Jrtan 2. DopmMnpoBaHue NpeanorioXXeHnm o BO3MOXKHOMN
NPUYNHE HEUCNPABHOCTU

JTtan 3. [lpoBepka BbIBOAOB O NMPUYNHE HEUCMNPABHOCTU

JTtan 4. PaspaboTka nnaHa 4eUCTBMA NO YCTPAHEHMUIO
HENUCNPaBHOCTU N €ro peanni3auunn

Jrtan 5. [NonHasa npoBepka PYHKLMOHANBHOIO COCTOAHUS
CUCTEMbI U MPUHATME NPOPUNAKTUYECKNX MEP

JTtan 6. [JokymeHTUpoBaHNE MosSly4YeHHbIX OaHHbIX,
NPUHATbLIX PELEHNN U pe3ynbLTaToB



Jtan 1. OnpeaeneHne HeUCNpPaBHOCTMU

= UHdpopmauusa o cucteme

* MNpounsesogutens, moaenb, OC, cpeaa nepeaayun gaHHbIX, TUM
NOoaKMrYEeHUsA

= «OTKpbITbIE» BOMNPOCHI

 Kakne HemcnpaBHOCTM BO3HUKMIN C BAlLUM KOMMbIOTEPOM UMK
CEeTeBbIM YCTPONCTBOM?

- Kakoe nporpammHoe obecneyeHune Bbl HeAaBHO YCTAHOBUMNW Ha CBOW
KOMMbIOTEP'?

* YT0 Bbl caenanu, korga obHapyXunu HemcrnpaBHOCTb?
- Kakne cooblueHma ob owmnbkax Bbl nonyvann?
« Kakoun Tun ceTeBbIX NOOKITIOYEHUIN Bbl UCMNOSb3yeTe?

* «3aKpbITble» BONPOCHI

. |_|OJ'Ib3Q?BaJ'ICFI NN KTO-HMOYOb elle BallMM KOMMNbIOTEPOM B NMOcreaHee
Bpemsa’

- Bngute nun Bbl Kakme-HMOyab obLwwune dannel n nanku?
* MeHsnm nn Bbl HEAABHO CBOW Naposib?
« HaxoguTtecb nu Bbl cenyac B ceTn?

b2 - B




Jtan 2. PopmupoBaHue npennorioxXeHumn
O BO3MOXHOMU NpUYnHEe Henonagku

= Co3pganTe Crnmcok Hamboree pacnpoCcTpaHEHHbIX BO3MOXHbIX
NPUYNH HEMCNPaABHOCTEN U OWIMOOK. [Mpn 3TOM B HA4Yarno cnucka
NoOMeLLanTe camble MPOCTbie U OYEBUOHbIE NPUYNHBI, B KOHEL, —
CNOXHble

* HeHapgexHble kabenbHble cOeaANHEHUS

- HenpaBunbHO yCcTaHOBIIEHHAs ceTeBas nnara
»  OTKNOYEH NnocTaBLWKK yenyr MHTepHeTa

« Cnabbin 6becnpoBogHOM curHan

* HekoppekTHbin IP agpec



JT1an 3. [lpoBepKa BLIBOAOB O NPU4YMNHE
HeMcnpaBHOCTH

= [poBepbTe NPeaAnonoXeHns, caenaHHble O NPUYNHE HENCTIPABHOCTH,
OJHO 3a APYrMM, Ha4MHasi C caMoro NPOCTOro U He TPEOYIOLLLErO MHOTO
BPEMeEHW ONs peanuaawuu.

* [NpoBepbTe, 4TO BCE Kabenn NoakntoYeHbl NPaBUSbHO.

* OTKMIOYMTE U CHOBA NOAKIIOYMUTE Kabenn yCTPONUCTB B pa3beMbL.
[leperpy3nTte KOMNbIOTEP NN CETEBOE YCTPOUCTBO.

Bonaute B cnMctemy € y4ETHbIMWU AaHHbIMW APYroro nosib3oBareng.
BoccTtaHoBUTE U 3aHOBO BKJTIOMUTE CETEBOE MOOKMIOYEHME.
CBs>KUTECh C aAMUHUCTPATOPOM CETH.

[1poTecTnpyinTe NoakntoyYeHne K OCHOBHOMY LLUJTHO3Y C MOMOLLbIO
YTUNUTBI pPiNg.

« 3anguTte Ha yaaneHHyr Beb-cTpaHuuy.

= Ecnu ToyHas npuunHa He onpeaerneHa nocne Toro, Kak Bce )
NpeanonoXeHnsa npoBepeHbl, CPoOPMUPYNTE HOBbIE U MPOTECTUPYNTE UX.



S AP e B
JT1an 4. Pa3paboTka nnaHa AencrBumn no

yCTPaHeHUIo Henonaaku n ero
peanusauus

= MIHoraa o4yeBuaHbIE peLleHnsi NO3BONSAT ONPEAENNTb TOYHYIO MPUYUHY
npobnembl 1 gaxe cpasy ucnpaBUTb HEMONAaaKYy.

= Ecnu Ha npegblaywem atane npobnema He pelwleHa, To Heobxoanm
OanbHEULLNW aHann3 ans ee peLlleHus.

= Pasgenute 6onbLUyo NpobnemMy Ha ManeHbkue Henonaaku, Kotopble
MOXHO NpoaHanM3npoBaTh U PELLNTb CAMOCTOATENBHO.

Atan 4. Pa3zpaboTka nraHa AeNCcTBMIA NO YCTPaHEHUIO
Henonaaku U ero BbiNnofiHeHue

Ecnu Ha npeablgylwem atane
npobnema He 6bina ycrtpaHeHa, To
Ans ee pelweHns Heobxogmm
AanbHenLWwnn aHanmns cutyaumnm

XKypHanbl yyeta peMoHTHbIX paboT
cnyx6bl noaaepku

Apyrue nHxeHepsl

Beb-cantbl nponssogntTenen: pasgen
4acTo 3ajaBaemMbiX BONPOCOB
TexHnyeckune seb-canTol
HoBocTHbIe rpynnbl

PykoBoacTBa K KOMMNbIOTEPY
PykoBogacTtea K ycTponcTeam
®dopymbl B IHTEpHETE

Mouck B IHTepHeTE




JT1an 5. [NonHaa npoBepka
JPYHKLUMOHANBLHOIo COCTOAHUA CUCTEMbI U
NPUHATNE NPOMUNAKTUYECKUX Mep

= [1poBepbTe NOMHYH OYHKLMOHANBLHOCTbL U, MPY HEOOXO0OMMOCTH,
BbIMONHUTE NpodUnakTnyeckme Mepsbil.

= KomaHpa «ipconfig /all» ncnonbsyetcs ons otodbpakeHus
ceegeHnn ob agpecax BCeEX CETEBbLIX YCTPOUCTB.

= KomaHAga ping ncnonb3dyetcd 451 NPpOBEPKN CETEBOIO
NO4KITHOYEHUS.

= Nslookup ncnonbayetcsa anga sanpoca cepsepa AOMEHHbLIX MMEH
B VIHTepHeTe.

= Tracert vicnonb3yeTcsa Ans onpeaeneHns mapLipyTta nepegadu
nakeTa no ceTu.

= Net view oTobOpakaeT CrmMcok KOMMNbITEPOB B paboyen rpynne.

= [lonpocute nonb3oBaTens IMYHO MPOBEPUTL PeELLIEHNE U
paboToCcnoCOBbHOCTbL CUCTEMBI.
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JT1an 6. [lokyMmeHTUpoBaHMe NONy4YeHHbIX

OAHHbIX, NPUHATbIX PEeLUeHUN U
pe3ynbLTaToB

= ObcyauTe NpUMEHEHHOE peLleHne C 3aKa3duMKoM.

= [lonpocuTe KNueHTa ybeanTbes, 4To Npobnema
peLleHa
= 3aJ0KYMEHTNPYMNTE npouecc
* OnncaHwne Henonagku
- Hdencrteua, npegnpuHATbLIE ONA YCTpaHEeHUd
* KOMMOHEHTBI, NUCMOMNbL30BaHHbLIE NP PEMOHTE

- Bpemsi noTpayeHHoe Ha ycTpaHeHne Henonaaku



PacnpocTtpaHeHHble Henonaaku v
CNoCcoObl X YCTPAHEHUS

= PaccmoTpuTte pacnpocTpaHeHHble Henonaaku Ha
pucyHke 6.11.2.1



[ naBa 6. BbiBoAabI

KomnbloTepHas ceTb COCTOUT U3 ABYX M Ooree KOMMNbIOTEPOB,
KOTOPblE COBMECTHO MCMOMb3YIOT JaHHbIE N Pecypchl.

JNNokanbHas cetb (LAN) — rpynna KoMnbloTeEPOB, HAXOOALWMXCS,
Kak npaBumno, B 04HOM reorpadnu4eckomM pernoHe n ynpasnsembix
OL4HOW agMUHUCTPATUBHOM rPYrron

[mobanbHas cetb (WAN) — ceTb , 06beaunHaoLas fokarbHble
CeTU, reorpacdnyeckn yaaneHHsle Apyr ot gpyra.

B ogHopaHroBon cetu Bce KOMMboTepPbl 06naaaoT paBHbIMU
BO3MOXHOCTSAMM U 06s93aHHOCTAMU. OHOpPAaHIoBbIE CETU NPOCThI
B YCTAHOBKE M He TPebyoT A0ONONMHMUTENBHOro 060pyaoBaHMS UNK
creumanbHoro agmMmmHmucTpaTopa. lNonb3oBaTenn KOHTPONUPYHOT
CBOW pecypchl, a onTumarnbHas pabota ceTn obecnevymBaeTcs npu
HanU4YnM HeOONbLLIOrO YMCIa KOMMNbIOTEPOB.

B knueHT-cepBepPHON CETM UCMONb3YETCH cneLmannu3MpoBaHHas
cucTema, kotopasa pyHKLMOHMPYET B kadyecTBe cepBepa. CepBep
OTBEYaeT Ha 3anpocChkl NONb30BaTENEN UMK KNNEHTOB,
MOAKMNIOYEHHbIX K CETW.




maBa 6. BbiBogbl (NpoaomkeHue)

= LAN ncnonb3yetca onga HenocpeacTBeHHOro noakniovyeHns ogHoro
KoMmnbloTepa K gpyromy. OHa nogxoauT Ans opraHu3aunm cetu B
npegenax HebonbLoW reorpadmnyeckon TepputTopun, Aoma, 3aaHus,
LWKonbI. [obarnbHbIe CETU NCMOSb3YIOT COEAMHEHUS TUMA TOYKA-TOYKa
N TOYKaA-MHOroTo4yka ¢ nocneagoBaTerbHbIMU KaHanamm cBa3n Angd
nepenayn gaHHblx Ha bonbline pacctossHus. WLAN ncnonb3ytoTt
becnpoBogHble TeEXHONOrMN Ana obbeanHEHNSA YCTPOUCTB B CETb.

CeTeBas Tonosnorns onpeaensier cnocob nogkntoyYeHnst KOMMNbLITEPOB,
NMPUHTEPOB U APYrUX yCTPONCTB. dunsnyeckas Tonornorust onucbiBaeT
CXeMy NoaKMYeHNs MPOBOAOB N YCTPOWCTB, a Takke KaHanbl,
ncnornb3yemble AN nepegadn gaHHbIX. Jlormyeckas Tononorms
ONUCbIBAET NYTb, MO KOTOPOMY CUrHan nepeaaeTcs U3 04HOM TOYKU B
apyryto. CyllecTByrOT cneayoLiue TUnbl TONOMNOMNI: LUMHHAaS,
3Be3oobpasHas, konbLeBasi, MONHOCBA3HasA U rMbpuaHas.

CeTeBble yCTPOMCTBA MCMOMbL3YHOTCA AN MOAKIOHYEHUA KOMMBIOTEPOB U
nepudepuinHbIX YCTPOMCTB C Lienbio obmeHa AaHHbIMU. K ceTeBbIM
YCTPOWCTBAM OTHOCHATCS KOHLIEHTPATOPbl, MOCTbI, KOMMYTaTOPbI,
MapLUpyTU3aTopbl, a Takke MHOI’OdC)yHKLI,I/IOHaJ'IbeIe ycTponcTaa. Tun
yCTaHaBNMBaAEMOro yCTPONCTBa 3aBUCUT OT TUMa CeTW.




naBa 6. BbiBoabl (NpoponmxeHue)

= CeTeBble cpeabl nepeaadn gaHHbIX MOXHO onpeaennTb Kak
cnocob nepegayun curHanos, UM AaHHbIX, OT OAHOro
KoMMbloTEpPA K ApyroMy. CurHanbel MOryT nepegasaTbCs Mo
kabento nnn 6ecnpoBoaHbIM cnocobom. B aaHHOW rnaBe ObInu
paccMOTpeEHbI cneayuwme TUNbl cpeq nepegavym gaHHbIX:
KOoaKkcuarnbHble, TUNa «BUTasi napay, BOJIOKOHHO-ONTUYECKNEe
kabenu, a Takke paguoBOSHblI.

= Apxutektypa Ethernet B HacTosiLLee BpeMA ABNAETCA caMblM
NONynApPHbLIM TUMNOM apXUTEKTYPbI JTOKaNbHOM CETU. APXUTEKTYpa
Ethernet ocHoBaHa Ha ctaHgapTe IEEE 802.3. Ctangapt IEEE
802.3 onpenenseTt ongd ceten MeTon COBMECTHOro 4oCTyna K
obwmm ceteBbiM KaHanam CSMA/CD.

= OTanoHHas mogenb OSI| - 9To0 Mogenb oTpacneBoro cTaHgapTa,
BblAenAarLwaga cemMb OTAeSNbHbIX YPOBHEN PYHKLUMOHNPOBaHUS
ceTeun: NpMKnagHoWu, npeacraBneHns, CeaHCcoBbIN,
TPaHCNOPTHbLIN, CETEBOU, KaHaNbHbIU U n3ndecknin. BakHo
NOHNUMAaTb Ha3Ha4YeHne KaXxgoro ypOoBHS.




heid A5l WL

naBa 6. BbiBoabl (NpoponmxeHue)

= Habop npotokonos TCP/IP ctan oCHOBHbLIM cTaHAApPTOM A5
NuTepHeta. TCP/IP npeactaBnsietr cobon Habop obLimnx ctaHaapTos,
yKasblBaloLWmx cnocob nepegayun naketos MHoOpMaLunum Mexay
KOMNbOTEPAMWN B OQHON UMW HECKOMNbKUX CETSX.

= CeteBas nnata (NIC) - aTo ycTponcTso, nogkrodaemMoe K
MaTEPMHCKOW nnaTte n npegoctaBnsaeT nopThbl AN NOAKIHYEHNS
ceteBbiXx Kabenen. NIC - 310 nHTepenc anga nogknoyYeHus
KOMMbIOTEPA K JTOKaribHOW CETH.

= Mogem — anekTpoHHOEe YCTPOUCTBO, KOTOPOE UCMNONb3yeTcd AN
obecneveHne cBA3n Yepes TenedoHHbIE FIMHUN CBA3WN, YTO
NO3BOSIAET Nepeaasartb MHOPMALMIO MEXOY KOMMbIOTEPaMU.
Mogem npeobpasyeT MHdopMaLuo, NpeacTaBreHHYo B BUAE
nocrnegoBaTenbHOCTN DANTOB, B NocrieqoBaTeNbHbIN NOTOK OUT.



naBa 6. BbiBoabl (NpoponmxeHue)

= Tpn cnocoba nepegayn cUrHanoB MO KaHanam AaHHbIX - 9TO
CUMMIIEKCHOE, NonyaynnekcHoe 1 NONMHOAYMNNEKCHOe CoeaMHEHNS.
[MonHoaynnekcHas ceTeBast TEXHOMOIMS NOBbILWAET NPOM3BOAUTENBHOCTD,
MOCKOSbKY MO3BONSIET NOMy4aTb M OTNPaBNsATb AaHHbIE O4HOBPEMEHHO.
DSL, kabenbHble kaHanbl 1 gpyrne LUMPOKONOMNOCHbIE TEXHONOIMMM
DYHKLUMOHNPYIOT B MOMHOAYMIEKCHOM PEXUME.

CeTeBble YCTPOMCTBA U HOCUTENW, TaKUE Kak KOMMNbIOTEPHbIE KOMMOHEHTHI,
TpeOyoT perynsapHoro TexHMYeckoro obcnyxmneaHuns. BaxxHo perynspHo
oyl aTb 0bopyaoBaHMe N NPUMEHATL NpodunakTuyeckme Mmepbl Ans
npenoTBpaLllenns Henonadok. Cneayet HeMeaeHHO BbIMOMHATL PEMOHT
UnNu 3amMeHy HencrnpaBHOro obopyaoBaHNsa BO n3bexaHne NpoCcTOEB.

[1pn ycTpaHeHun Henonagok CeTeEN BbICryLLlanTe 3aKkasymka u
chopMynunpymnTe «OTKPbITbIE» U «3aKPbITble» BOMPOCHI, KOTOPbIE NOMOryT
BaM ONpPenEennTb TOYKY OTCYeTa AS1a yCTpaHeHMAa Henonaaku. HayHute ¢
OYeBUOHLIX MPUYMH U NONPOOYyNTE NPUMEHUTL DbICTPbIE PeLleHNs,
npexae 4YemM HayMHaTb NpoLecc Nnoucka u yCTpaHeHUsa Henonagku.
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