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BOIIPOC 1

«KagkHue ormacHOCTH
IIOACTEpPEraroT HAC B
HHuTepHETE?»
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' HHTepHET-MOILIEHHHYECBO H XHIIEHHE .
JaHHBIX C KPEAHTHOH




f PECTYIIHHK TE

TEVCTBHSA, KOTOPBIE ITPEATIPUHHUMAIOT
IMPECTYITHHUKH B UHTEPHETE.

[IpecTynmHUKYM MpeUMYyIIeCTBEHHO YCTaHABIUBAOT KOHTAKTHI C IETHbMHU B YaTax, MpH
oOMeHe MTHOBEHHBIMH COOOIIEHUSIMH, IO 37IEKTPOHHOM mo4Te uiu Ha popymax. s
pellleHrs CBOUX TpoOjieM MHOTrve TOAPOCTKYA OOpAIIAIOTCS 3a TOAJAEPIKKOM.
3/I0YMBIIIJIEHHUKHA YaCTO CAMH TaM OOWTAIOT; OHM CTAPAKOTCS MPUBJIEYb MOJPOCTKA
CBOMM BHHMAaHWeEM, 3a00TIMBOCTHIO, AOOPOTOM M [a)Ke IOJapKaMH, HepeaKo
3aTpavyrBasi Ha 3TH YCUJIUS 3HAYUTE/IbHOE BpeMsi, IeHbru U 3Hepruto. OObIYHO OHU
XOPOIIIO OCBeIOMJIEHBI O My3bIKa/TbHBIX HOBUHKAX Y COBPEMEHHBIX YB/IEUEHUSIX IeTEM.
OHU BBIC/IYIIMBAIOT MPOOEeMbI TMOAPOCTKOB U COYYBCTBYIOT MM. Ho moctemeHHO
3/IOyMBIIIUIEHHUKH BHOCAT B CBOM Oecelbl OTTEHOK CEKCYaJlbHOCTU WM
IE€MOHCTPUPYIOT MAaTepHUabl OTKPOBEHHO 3POTHYECKOTO COAEPXKAHMs, MBITAsICh
OC/TabUTh MOpAaJibHble 3alpeThl, CAEPXHBAIOIIMe MOJOAbIX tofeil. Hekoropeie
MPECTYITHUKHU MOTYT AeHCTBOBATh OBICTPEE APYTHX U CPA3Y XKe 3aBOAUTH CEKCyaTbHbBIE
6ecennl. [IpecTymMHUKK MOTYT TaK)Xe OLeHWBATh BO3MOXXHOCTh BCTPEYH C JAETHMU B
peaJIbHOM YXU3HU.

4_




BPEIOHOCHBIE ITPOT'PAMMABI

K BpegoHOCHBIM NporpaMmaM OTHOCSTCS BUPYChl, Y€PBU U «TPOSIHCKHE
KOHHU» — DTO KOMIBIOTEPHBIE MPOTPAaMMBbl, KOTOpPble MOI'YT HaHECTH Bpe[,
BallleMy KOMIBIOTEPYy U XPAHSILIMMCS Ha HeM JaHHbIM. OHM TakKe MOTYT
CHIDKATh CKOPOCTh OOMeHa JaHHBIMH ¢ VMIHTepHeTOM M /Ia)Ke MCIO/Ib30BaTh
Balll KOMIIBIOTEP JJI1 PACIIPOCTPAHEHUSI CBOUX KOMMUM Ha KOMITBIOTEPBI BaLLIUX
Ipy3ei, poJICTBEHHUKOB, KOJUJIET U TI0 BCEU OCTabHOM TmobanbHOM CeTw.

Cxogute B nabopotopuio ﬂ
obHOoBUTE aHTUBMPYChI!




= HTEPHET-MOIII C
U XUINNEHHE JAHHBIX C KPEIJUTHOH KAPTHBI

B YEM COCTOHUT MOIIEHHHUYECTBO?
Cpenu HHTepHeT-MOLIEHHWYECTB WIMPOKOE PaCIpOCTpPaHeHUe MOoaydnia
npUMeHsieMasi XaKepaMHM TexXHHKa «phishing»,cocTosiias B TOoM, 4TO B
danpiIMBoe 37€KTPOHHOE THUChMO BKJIIOYAETCS CChUIKA, Beymlasi Ha
IIOITY/ISIPHBIN Y3€J1, HO B IeMICTBUTE/IBHOCTH OHA IIPUBOAUT I10/1b30BaTe/Is1 Ha
MOLIEHHUYEeCKUIN Yy3eJ, KOTOPBIM BBIVIAAUT TOYHO TaK JXKe, Kak

opuanbHBIN. YOeZUB TOMb30BaTeIss B TOM, YTO OH HAXOZWUTCS HA
opHUIIMATPHOM Yy3Jie, XaKepbl MBITAIOTCSI CKJIOHUTh €ro K BBOJY MapoJiei,
HOMEPOB KPEAWTHBIX KapT M APYrodl CceKpeTHOW WMHQPOPMALUH, KOTOpas
MIOTOM MOXKET U OyZIeT MCI0/Ib30BaHa C YIepOOoM JJIs TOTb30BaTeIs.




.-
| A3BAPTHBIE ¥

PasHuila MexJy WUIrpOBBIMU CAaUTaMU W CAWTAaMM C a3apTHBIMUA UI'PaMU
COCTOUT B TOM, YTO Ha UTPOBBIX CaliTaX OOBIYHO COZEPXKATCSI HACTO/bHBIE U
CJIOBECHBIE UI'PbI, aPKaJAbl U IOJIOBOJIOMKH C CUCTEMOM HAYUC/I€HUS] OYKOB.
3[ech He TPATATCS AeHbrYM: HU HACTOsIliMe, HU UrpoBble. B oTinume oT
WUT'POBBIX CAlTOB, CAWUTHI C a3aPTHBIMU UTPAaMU MOTYT AOMYCKaTh, YTO JIFOAU
BBIMTPBIBAIOT WU MPOUTPBIBAIOT UrpoBble AeHbru. CaillThl ¢ UTpamMHu Ha
IeHbI'Y OOBIYHO COAEPXKAT UTPhI, CBI3aHHBI C BEIUTPBIIIEM HJIA TPOUTPHIIIEM
HACTOSILIUX JeHeT.

MecouHHua KoHTEHT-pegakTopa

HouHaA cMeHa




———
OHAAHHOBOE ITHPATCTBO

OnHmaliHOBOe  NHUPATCTBO — 3TO HE3aKOHHOe  KONHWpOBaHHE WU
pacipocTpaHeHue (KaK /Jisi [Ie/IOBbIX, TaK W /Ui JIMYHBIX Iiejieit)
MaTe€pUAJIOB, 3alJUIIEHHBIX ABTOPCKMWM IIPpaBOM - HAIllpUMep, MY3bIKHY,
GUIBMOB, UTP MU MPOTPaMM — 6e3 pa3pelleHus MPaBOOOIaAaATe sl




, HUHTEPHET -

YBreuenne  BeG-KypHasamu (MM,  WHavYe  roBops,  OGoraMmM)
PacIpoOCTpPaHSIeTCsI CO CKOPOCTHIO TMOXKapa, OCOOEHHO Cpenu MOAPOCTKOB,
KOTOpble TOpOUW BeOyT WHTEepHEeT-IHEBHUKHW 0e3 BelOMa B3POC/BIX.
[TocnenHue viccieOBaHMs MTOKA3BIBAIOT, YTO CETOAHS TPUMEPHO MOJTOBHUHA
BCeX BeO-)XYPHAJIOB MPUHAJJ/IEXAT MOAPOCTKaM. [Ipu 3ToM ABOe M3 Tpex
PacKpbBIBAIOT CBOI BO3pacCT; TPOe U3 MATH MyOJUKYIOT CBEJEHUSI O MeCcTe
MPOXKUBAHUS Y KOHTAKTHYIO0 MHPOPMAIUIO, @ KAXKABIH MATHIN COOOIIAET CBOE
nosHoe uMs. He cekper, 4To MOApPOOHOe pPaCKpPhITHE JIUYHBIX AAHHBIX
MOTEHLIMATBHO OTACHO.




HTEPHET-X

Tak xe Kak ¥ B OOBIYHOM >XU3HH, B MHTepHeTe MOSABWIHNCH CBOU
XY/IUTaHbl, KOTOpPble OCJOXHSIOT >W3Hb [JPYTUM NOJb30BaTe/lIsIM
NutepHera. Ilo cyTh, oHM Te >Xe ABOPOBBIE XY/IMIAHbI, KOTOPHIE
MOTYYa0T YAOBOIBCTBHE, XaMsI U TPYOs OKPY)KAFOIIIVIM.
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— HEJOCTOBEPHAS HHPOPMAILIHUA

MHTepHeT mnpeaiaraer KOJIOCCA/TbHOE KOIHMYECTBO BO3MOXXHOCTEH ISt
oOy4deHMs], HO eCTh M Oobluasi 4ot MHGOPMALIMH, KOTOPYIO HUKAK HeJIb3s1
Ha3BaTh HU MOJIE3HOM, HU Hazie)XHOM. [Tonp3oBaTenu CeTu JOMKHBI MBICTUTD
KPUTHUYECKHU, YTOOBI OLIEHUTh TOYHOCTh MaTEPHAJIOB; ITOCKOJIbKY a0COTIOTHO
000 MOXXeT OMmyO/TMKOBaTh MHPOopMaIuio B MIHTepHeTe.




HEXEAATEABHOTI'O CO,C[EP}KAHHSI

K MaTe€pHa/iaM HEXE/IaTE€JIbHOTO COAECP)XXaHHUA OTHOCATCA: MAaTE€PHAJIbl
HOpHOFpa(l)I/I‘IECKOI'O, HE€HaBHUCTHHNYECKOI'O COLAEPIKaHHS, MaT€PHAJIbI
CYHLI;H,ZL&]IBHOﬁ HaIllpaB/JIEHHOCTH, CEeKTaHTCKMMH MaTe€pHaJibl,
MaTe€pHaJbl C HEHOpMaTHBHOﬁ JIEKCHUKOM.




BOIIPOC 2

«Kag 3THX OIIaCHOCTEH
H30exkaTh?»




[TpekpaiaiiTe m00ble KOHTAKTHI IO 3JIEKTPOHHOM MOYTE, B CUCTEME OOMeHa
MTHOBEHHBIMH COOOIIEHUSIMM HWJIM B 4YaTaxX, €C/IU KTO-HUOyAb HavHWHaeT

3d1aBaTh BaM BOIIPOCHI IMYHOI'O XapaKTepa NN CoAePpiKalllhe CEKCya/IbHbIE
HaM€EKH. HI/IKOI',ILE[ He coI/lalllafTech Ha JINYHYKO BCTpe4y C JTKIOAbMH, C
KOTOPbIMH Bbl ITIO3BHAKOMUWJINCH B I/IHTepHETe.




EJOHOCHBI

A) Hukorza He OTKpbBIBAiiTeé HHUKAKUX BIOXXEHUM, MOCTYIMHUBIINX C
DJIGKTPOHHBIM MMCBMOM, 32 UCKJIIOYEHHWEM TeX C/Iy4aeB, KOrJa BbI
OXXUJAeTe IMOoy4YeHNe BJIOKEHHS U TOYHO 3HAeTe COAEePXXUMOe TaKOTO
daiina.

b) CkauuBaiite ¢aiinbl U3 HaZEKHBIX UCTOYHUKOB U 00sI3aTe/bHO
yUTaliTe TpelynpexzeHuss 00  OMAacHOCTH, JIHLEeH3UOHHbIe
COT/IALlIeHUs U TIOJIOKEeHUSI O KOHPHUIeHITMATbHOCTH.

B) PeryasipHo ycTaHaBiWBakiTe HA KOMIIbIOTEPE TOC/IETHUE
0O6HOB/IeHHsI 6€30MTaCHOCTH Y aHTUBUPYCHbBIE CPEZCTBA.
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’ HHTEPHET-MOIIIEHI
H XHINEHHUE OJAHHBIX C KPEAHUTHOH KAPTBI

A)llocemast  Be6-CaiiThl, HYXHO CAMOCTOSATE/IBHO HAabWpaTh B
obo3peBaresie azpec BeO-caliTa WIU TIOTb30BAThCSI CCHUIKOW M3
«H3bpannoro» (Favorites); HUKOTZA He HYXHO IIE/NIKaTh Ha CCBIIKY,
COZEPYKAIIYIOCS B TOAO3PUTETHBHOM 3JIEKTPOHHOM T ChME.

b) Koutponupyiite criivicanvie CpeCcTB C BalllMX KPeAUTHBIX U/TH JTUIEBBIX
cdeToB. /[l 3TOrO MOXHO UCIOAB30BaTh, HANpUMep, YCIyTy
MHGOPMHUPOBaHUS 00 omepauusx co cdeTtoB mno SMS, Kkotopsie
NpeOCTaBISIIOT MHOTHe 6aHKMU B Poccum.




, A3APTHbH

[lomMHHUTE, YTO HeNMb3sT UrpaTh Ha JeHbIH. Beab B OCHOBHOM MOAOOHBIE
pa3B/iedeHUs] HWCIOMBb3YIOTCS CO3JATENSIMU  IJisi  TIOyYeHUsI TPUOBUIN.
WUrpoku 6osbliie TePSIIOT eHbI'H, HEXXETH BRIUTPHIBAIOT. MrpaliTe B He MeHee
yBJIeKAaTe/IbHbIe UIPbl, HO KOTOpbIe HEe IIPeAIIO/JaraloT UCIO0Ib30BaHUE
HA/IMYHBIX MW Oe3HaTMYHBIX TPOUTPhIIIEl /BEIUTPhILIEH.

MecouHHua KoHTEHT-pegakTopa

HouHaA cMeHa




—
| OHAAHHOBOE ITHPATCTBO

[TomuwmTe! ITuparcTBo, MO CyTH, 0OBIYHOE BOPOBCTBO, U BbI, CKOpPee BCEro, Bpsif, TN

3aXOTHTE CTAaTh BOPOM. 3HAlTe, YTO MOAJWHHbIE (THUIEH3UOHHbBIE) MPOAYKTbI
BCerza BbITOAHEe W HaJe)XHee THparckoit mpogykumu. OdumuanbHbi
IIPOU3BOJUTEJIb HECET OTBETCTBEHHOCTD 3a TO, YTO OH BaM IIPOJAET, OH JOPOXUT

CBOEM penyTalyeur, Yero Helb3s CKa3aTb O KOMIIQHUSAX — PACIIPOCTPAHUTEIISIX
MUPATCKUX MTPOIYKTOB, KOTOPbIE ITPeC/IeyI0T TOTBKO OHY 1Ie/ib — 000TaTUTHCS U 34
cdyeT MmoTpeOwuTesnsi, U 3a CYET MPOU3BOAMTENs. JIMIEH3MOHHBIM TOTH30BATENb

MIPOrPAMMHOTO 00ecIiedeH sl BCeT/Ia MOXKeT PACCYMTHIBATh HAa KOHCY/TBTAIIMOHHYIO

Y JPYTyIO0 CEPBUCHYIO MOALEPXXKY IPOU3BOAUTEIS], O YeM I10/Ib30BaTe/Ib TUPATCKOMN

KOITMU MOXET Jake He BcroMuHath. Kpome Toro, mpmobOpeTtasti TUIleH3UOHHBIN

MPOAYKT, MMOTPeOUTENh MOAeP)XUBAET PA3BUTHE ITOTO MPOAYKTA, BBIXOJ HOBBIX,

60/1ee COBepPIIEHHBIX U YAO0OHBIX Bepcuii. Benb B pa3BuTHe MPOAYKTa CBOM TOXO[,

WHBECTHUPYET TOJBKO OPULIMATHHBIN TPOU3BOAUTETh.
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| HHTEPHET -

Hukorga He myOGmuKyliTe B HUX KaKyloO-THUOO JTUYHYIO HHPOPMALIMIO, B TOM
yrcne GaMUIniO, KOHTAaKTHYI0O WHQPOPMAIIMIO, AOMAIIHUKN ajpec, HOMepa
TenepOHOB, Ha3BaHME IIKOJIBI, AIPEC IEKTPOHHOM MOYTHI, GAMUIUU APy3ei
WA POACTBEHHUKOB, CBOM HMeHa B IpOrpaMMax MIHOBEHHOTO OOMeHa
COOOUIEHUAMHU, BO3PACT WM JATy poXxAeHus. Hukorma He momemjaiite B
YXypHaJie TPOBOKaLIMOHHBIe poTOorpadvu, CBOU MU YbU-THOO ellle, U BCeraa
NpOBepsiiiTe, He PACKPBIBAIOT M U300pKEHUS] WIM JaXKe 3aJHUN TUIaH
doTorpaduii Kakyro-11u60 THIYHYI0 HHPOPMALIHIO.
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HHTEPHET-XYAHT'AHCTBO

WUrHopupyiite Takux xynuraHoB. Ecin Bel He OyzeTre pearupoBarh Ha UX
BO3JeCTBUSI, OOMBIIMHCTBY TPUPEPOB 3TO, B KOHIlE KOHIIOB, HAZIOECT U
OHU YUZYT.




JOCTOBEPHA/S POPMAIIHUSA

Bcerma mposepsitite coopanHyio B Cetr MHPOPMAIUIO TIO
OPYTMM  HCTOYHWKaM. [I7nisi  TpoBepKU  MaTepuasioB
obpatuTech K apyrum cavitam wim CMUW - razertawm,

YXypPHa/iaM U KHUTaM




HEXEAATEABHOT'O COI[EP}KAHHH

Wcnonb3yiiTe cpeacTBa QUIBTPALIMU HEXelaTeTbHOTO MaTepuasa
(manmpumep, MSN Premium’s Parental Controls uim BcTpoeHHbIe B
Internet Explorer®). Hayuutech KpPUTHYECKH OTHOCHUTHCS K
COZePYXaHUI0 OHJIAWHOBBIX MAaTEPUAJIOB U HE JOBEPSITH UM.




7)) IIOMHHTE!

HHTEPHET moxxeT OBITH
IPEKPACHBIM H IIOA€3HBIM
CPEACTBOM JIASI OOYUEeHHS,

OTAbIXAa HAH OOILIEHHSI C APY3bSIMH.

HO - xax u peaAbHBIH MHD -
CeThb TO3Ke MOKeET OBITH ormacuHa!




