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DLink PaccmatpyBaemMbie BONPOCH]

. OcHoBHbIe noHsimusi 6ecrnpoeodHbIx cemel - WLAN

OcHoeHblIe cmaHOapmbl

. Pexxumbl pabombi 6ecripoeodHo20 obopydoeaHusi
be3onacHocmb 8 6ecripo8OOHbIX cemsix
lMnaHupoeaHue u pazseépmsbicaHue WLAN

Wi-Fi u 3aKkoH

KopnopamueHbie Wi-Fi cemu
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OmeemabI Ha eornpochbli
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OcHO8bI [TocmpoeHUs1 6ecripo8o0HbIx cemeu Ha obopyodoeaHuu D-Link




UTto Takoe Wi-Fi?

L

Wi-Fi — Wireless Fidelity (0docroeHo «6ecrnpoeoO0Hasi mo4YHOCMb»)

HocmouHcmea WLAN — Wireless Local Area Network

P p— Wi D)

lMpumeHeHue

CERTIFIED
g (FFi)
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\ CERTIFIED®
freewifi.r

;‘. SeedWiFle,  [iresitiF
BHympuogucHblie cemu .

Bbicmago4YHble KOMIJIeKCbIl U KOHghepeHU3aribl ,,

BbecnnamHbie u komMmep4yeckue xomcrnomsl (hot spot) ZONE

= Wi-Fi Toukun  wifidfree.ru
F'ocmeeol docmyn K KopropamueHoOU cemu OJis1 KITUeHMOo8 U rnapmHepoe
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InstarLogis - WPA-TKIP Infrastructure 02:01 13:52:38 0.000000 0.000000
80027332 N_A.A 43 1+5 RSNA-CCMP 150 (N) Infrastructure 13:02.01 13:52:38 0.000000 0.000000
Expert S it 1 | RSNA-CCMP 300 (N) Infrastructure 13:02:01 13:52:38 0.000000 0.000000
DSL-2640U_test1 81 6 RSNACCMP 72 (N) Infrastructure 13:02:01 13:52:38 0.000000 0.000000
CTC dxses ARG RSNACCMP 144 (N} Infrastructure 13:02:01 13:52:38 0.00000C 0.000000
pomidor ___,,.._.__— 62 9 ASUSTek COMPL... RSNA-CCMP 54 Infrastructure 13:02:01 13:52:38 0.000000 0.000000
app ———— 67 11 D-Link Corporation =~ RSNA-CCMP 54 Infrastructure 13:02:01 13:52:38 0.000000 0.000000
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OCHOBHbIE CTaHOAPTLHI

Cemelicmeo cmaHdapmoe IEEE 802.11

IEEE (Institute of Electrical and Electronics Engineers) — I E E E
UHcmumym uHxeHepoe Mo 3sfiekmpomexHukKe u paduo3JIeKmPOHUKe %

IEEE Fon Yactora Kon-Bo CKopocTb = nosoca
KaHanos coeaunHeHus nponycKkaHus
J 802.11a 1999 r. 5Ty 12 54 (108) M6wuT/c 25 (40) M6uT/c
802.11b | 1999r. | 2,4TTy 3 11 M6uT/c 6 Mo6uT/c
802.11g | 2003r. | 24Ty 3 54 (108) MowuT/c 22 (35) MouT/c
_ 2 (44 Mru) unn| 150 - 300 - 600 40 - 80 — 160
802.11n | 2009r. [2,4;5ITy 3 (22 Mru) M6uT/c M6uT/c
3 (80 MINy) nnwm
802.11ac | 2014 . 5Ty 2 (160 MrLl) 450 — 6928 MouT/c

e bonee BbiCOKasi CKOPOCTb yrydlluaeT MPONnyCKHYK CMOCOOHOCTb.
e bornee HMU3Kasa CKOPOCTb yBenn4YMBaeT AUCTaHLUIO U HAOEXHOCTb.
e ABTOMaTU4YeCKUN UNN (PUKCUPOBaAHHbLIN BbIOOP CKOPOCTMU.
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IEEE 802:11n

HAdocmouHcmea

Bbicokasi nponyckHas
criocobHocmb

HadéxHocmb u
cmabusibHoCcmb

YeenuyeHue meppumopuu
MOKpbIMUSs

OcobeHHOCMU

A2epeaupoeaHue nakemoes

Paboma c npocmpaHcmeeHHbIM MysibmunyekcuposaHuem MIMO

lMooddep)kka kaHanoe wupuHoll 20 My u 40 Ml'y

Yeenu4yeHue nosiocbl nponycKaHusi 8axHo OJisi
meKyuw,ux u Hoebl N1I0XKeHuldl.

— =

YMeHbWweHuUe Kosludecmea noemopHbIx rnepeday
8a)kHO Osnisl nyqdweu pabombl YyecmeumersibHbIX
K 3adep)XKkaM U nomepsiM rnakemoe rpusioXKeHud,

YmeHbwieHue konu4yecmea «b6enibix nssmeH» 6
6ecrnpoeOOHOM MOKpbIMUU meppumopuu —

—eapaHmu queou cesi3u npu 6osnbwol
ceobo0de nepemeuwyeHull.

TxXR:S

lNododeprkka dsyx 4acmomHbIx duana3oHoe 2,4 Ty u 5Ny

Ob6pamHasi coemecmumMocmsb ¢ npedbidyuwumu cmaHdapmamu Wi-Fi e nonoce 20 My

H
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D-Link HeratneBHblie ocobeHHocTn IEEE 802.11n

1. CmaHOdapm 802.11n He onmumu3upoeaH 0Jisi nepedayu MasieHbKUX
nakemos.

Cko- Pa3mep nakera 64 6aut Pa3mep nakera 1500 GanT

MpoTo-
Kon Ilsl‘é“'/’é Bpewms Bpemsa nepegaumn Bpewms Bpemsa nepenauu
UT.
nepeanayv | none3Horo curHana | nepegayy | NOfe3HOro cuMrHana

802.11a 54 145 mKc 2 MKC 360 MKc 222 MKC
802.11n | 300 | 181 MKc 10 mKc 220 MmKc 40 mKc

2. [lns1 eBHewWHUX MOCMOBbIX COeOUHeHUU Heobxoodumo ¢ Kaxool u3
CMOPOH ycmaHaesiueamb N0 HECKOJIbKY 8HEWHUX aHMEHH.

 —
TRy U
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D-Link O6opynoBaHne Wi-Fi

Knuenmckue Wi-Fi Wi-Fi moyku docmyna
adanmepbl

Apyaue ycmpoucmea c Wi-Fi Mpurm-
cepeepbl
UumHpHem-
wIr3bl

Medua-
IP-Kamepbl nneepbl

ADS
Mapwpymu3amopbl

Ny -l | -
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D-Link Pexumbi padotsi Wi-Fi o6opyaoBaHus

Pexxum Ad-Hoc Pexxum WDS u WDS with AP

nec
& ¢ L2 W
Pexxum Access Point E Cepsep
nBC

| B =

G — \é
=\

B Aoctyna B peXume Touka poctyna

—
-a —_ WDS with AP B pexume WDS

e Ad-Hoc 11 MowuTt/c (5 -7 MouT/c)

* Access Point 54 - 600 MouT/c (20 - 150 MowuT/c)
* WDS 54 — 600 M6uT/c (15— 150 M6uT/c)

Touka Touka goctyna

MpuHTep

. el -
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D-Link  Pexumbl pabotsl Wi-Fi-o6opyaoBaHus

Pexxum Repeater Pexxum Client AP

NnBC VV|F|
Wi-Fi  Wi-Fi «gg
AGHT
= quKa 7,; Touka
AocTtyna L_ asjuTep i AocTtyna !

o g

Pexxum WISP Repeater Pexxum WISP Client Router

sV @

WISP

penutep

Touka — Touka
pocTtyna aoctyna
WISP . WISP

>
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D-LinkK Be3onacHocTb B 6eCNPpOBOAHBIX CETAX

1. Konmponb docmyna no umeHu cemu SSID (Service Set Identifier)
Ad-Hoc - Basic SSID (BSSID) Infrastructure - Expanded SSID (ESSID)

2. Konmposnb docmyna no MAC (Media Access Control) adpecy

Hanpumep: 00:1C:F0:69:8C:0E OUIl — yHukanbHbIN ngeHTU(UKaTop opraHnsaumum

3. AymeHnmudpukayusi nosib3oeamesiel U wugposaHue OaHHbIX Ha OCHO8€e
npomokosna WEP (anzopumm RC4, om 64 do 512 6um. wugpp., CRC-32)

24 6um — eekmop 40, 104, 232, 488 6um
UHuyuanulauyuu CmamuyecKasi Yyacmb KJ/1ro4a

[lpncBanBao#E OaunHakoBbIn KoY Ans s4®0 0bopyaoBaHUA
ANHaAMUYECKN ceTn, PU3NYECKN YKa3blBAEMbIN B HEM

Anzopummsbl e3/1o0mMa u3eecmHbl ¢ 2000 2o00a, coepeMeHHbIMU cpedcmeamMu 8
akmueHoll 6ecripo8odHOl cemu e3/1aMbléaemcsi 3a HeCKOJIbKO CeKyHO

OcHoeébI ITocmpoeHusi becripoeodHbIX cemeu Ha obopydoeaHuu D-Link




D-LinkK Be3onacHocTb B 6eCNPpOBOAHBIX CETAX

4. Kohmposnb 3a docmynom Ha ocHoee cmaHlOapma IEEE 802.1x

Ucnonb3syemcs ¢ 2001 2. ons npoeodHbIx u Wi-Fi cemed.
AymeHmudpukauyusi nonib3oeamersieu npoxodum 4epe3 RADIUS cepeep.

5. Aymenmucgpukayus nonb3oeamesiel u wugposaHue 0aHHbIX Ha OCHO8e
npomokosia WPA (anzopumm RC4, TKIP, MIC, pexxumbl EAP u PSK)

6. Aymenmuchukayus nonb3oeamesiel U wugpoesaHue 0aHHbIX Ha OCHO8e
npomokosia WPA2 unu cmaHdapma IEEE 802.11i (AES, CCMP, pexxumbi EAP
u PSK)

WPA-PSK unu WPA2-PSK (Personal) WPA-EAP unu WPA2-EAP (Enterprise)

/\WIPZK ( Z E /;\WIEIZP ( Z

COBpeMeHHblMU cpedcmeaMU e

aKmueHou 6ecnpoeoOHOU cemu RADIUS RADIUS
83J/1aMbieaemcsi 3a HECKOJIbKO MUHym cepBep poctyna

OcHoeébI ITocmpoeHusi becripoeodHbIX cemeu Ha obopydoeaHuu D-Link



D-Link Be3onacHocTb B 6eCrpoBOAHBIX CETAX

7. VPN noeepx Wi-Fi

_ \ // HdononHumenbHas
VPN TtyHHenb (IP Sec) () HadeXHoCcmb
, L Pexum = onpedensiemcs
E = ‘/ Vv_ cmoiikocmbto VPN
— MOCTAa
VPN Touka Touka VPN rnpomokorsa
AocTtyna gocTtyna

8. BbiHoc Wi-Fi 3a Mmexxcemeeol 3KkpaH

[lpaBa goctyna K
pecypcam ceTu

o perynupyrTcs
L= Access \ npasunamm
7 U Rom N ——
( \ , i \
Firewalll «\ = i v ‘ 9KpaHa
. Access g . Wireless ‘@, P
\ Pmryt DMZ - /
) $ - / CeTb C HU3KUM
g ‘ _ - - AoBepunem

P s }
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D-Link [naHnpoBaHue u passeptbiBaHne WLAN

CmeHa

}\ >SS 5 MPEMSITCTBUSI HA NYTHU
Z v 7
7

Y

»

00

00
000
000
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D-Link [naHnpoBaHue u passeptbiBaHne WLAN

NNOMEXU B 3PUPE
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[lnaHnpoBaHue n pasBeptbiBaHne WLAN

omExH,

Bonbwoe paccTtosiHMe

OTHOLLUEHWE
CUITHAJTI/ LUYM

IR

=i "
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DALink 3tanbl noctpoeHus Wi-Fi cetn

1. HaHecmu Ha nnaH-cxemy ob6bekma npedrnosiazaemMblie Mecma
pacnosioxxeHusi nosib3oeamersieu (unu 30HbI Nokpbimusi Wi-Fi).

2. Onpedeniumb Mecma pacroJsioXeHus1i U HeobxodumMoe Kosiu4ecmeo mo4yek
docmyna, ucxo0si U3 KyYHOCMu pa3MeweHuUsi nosib3oeamesieli U UxX
Konu4yecmea (Ons 6onbwuHcmea oguUCHbLIX NpuMeHeHuUUu u3 pacdyema 10
K/lueHmoe Ha OOHy mo4Ky docmyna, Osisi onepamopoe — 20 KJiueHmoe Ha
O00HYy mo4Ky docmyrna).

3. Onpedennumb 803MOXHbIe ripenssmcmeusi Ha nymu om mo4Yyek docmyrna
d0 ux KnueHmos. BbiIscHUMb Mamepuan npensmcmeuud u, npu
Heobxodumocmu, OMKoOppeKmuposamsb MeCMmOrioJIOXKeHUs moy4ek
docmyna, dobueasicb omcymcmeusi HeripeoooJIUMbIX rpensmcmeul Ha
nymu om mo4yek docmyra 00 UX KJTUeHmMoa.

4. [lpoeecmu ucnbimaHusi Ha obbekme, ycmaHaesiueasi 8 6bI6paHHbIX
Mecmax pacriosioXeHusi mo4Yyek docmyrna mecmosgyro moyYyKy docmyna u
aHasu3upysi meKywyro 30Hy €€ rnoKpbImusi.

aHuu D-Link

OCHo@kLI ITocmpoeHusi 6ecrpoeo0HbIx cemeu H



D-Link Wi-Fi n 3akoH

CornacHo PepepanbHoro 3akoHa «O cBa3u» ot 07 uona 2003 r. Ne126-d3 n. 5 cT.
22 (O peructpauum PIC), obopyaoBaHmne 6ecnpoBogHoro gocryna amanasoHa 2,4 Ny
n 5 My noanexuT peructpauum B YnpasneHnmn PoccBAsbKOMHaa3opa no PocTtoBCKOMn
obnacTu.

«MoctaHoBneHuem ot 22 pgekadbpsa 2011 r. N 1100 O BHeceHMM U3MEHEeHUN B
noctaHoBreHue lNpaButenbcTBa Poccunckon ®epepauum ot 12 oktabpa 2004 r. # 539
"O nopsgke peructpaumm paavoarNieKTPOHHbLIX CPeaAcTB U BbICOKOYACTOTHbIX
YCTPOMUCTB "» U3 nepeyHs obopyaoBaHus, Tpebyrowero pernctpaumm, 6b1s10 U3BLATO:

4 °* [lNonb3oBaTenbckoe (OKOHe4YHOE) obopyaoBaHME U YCTPOMCTBA Manoro paguyca
aenucTBusa, pabortarlwee B nonoce paguovacrtor 2,4 'y n 5 'y, ¢ gonyctumon
MOLLHOCTbIO U3Jly4YeHUA nepeaatymka He 6ornee 100 MBT 1 ncnonb3yemblie BHYTpU
3aKpbITbIX NOMELLEeHUN.

* YcTpoucTtBa Manoro paguvyca oemcteus, paboTtaluiee B nosioce paguoyacTor 2,4
[Ty M wncnonb3yemble BHe MNOMeELWEHUA Ha BbicoTe He Oonee 10 M Hap
NOBEPXHOCTbLIO 3eMIJIN.

Ona peructpauum Opyroro BHelwHero 6ecnpoBogHOro obopyaoBaHusa Tpeodyercs
nony4vyeHume paspewmnTesibHbIX AOKYMeHTOB B PIYIl «IMmaBHbIN pagno4v4acTOTHbIN
LeHTp» (pa3pelieHne Ha UCMNOSIb30BaHUE YaCcTOT U NMPOTOKOST UBMEPEHUA TEXHUYECKNX
napameTtpoB PIC).

NMoapoGHee 3paeck: http://dlink.ru/ru/faq/111/

N v .
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D-Link [lomawHssa n odbmcHas Wi-Fi'ceTb

DSL-2600U DIR-3xx
Wi-Fi DSL-2640U DIR-4xx
fﬁ\ @ DSL-2650U DIR-6xx
DSL-2740U DIR-8xx
] _l| DSL-2750U DSR-250N
apsLwiri B DVA-G3672B DSR-500N
MapLupyTu3aTop DSR-1000N
DVG-N5402SP
o MapLupyTusaTop
MapwpyTusartop
@wm
‘ F
X Toura DAP-1360
DAP-15xx nocryna M . :
DAP-23xx I < DAP-1525
DAP-25xx hapupy ;_ DAP-2310
DAP-26xx DAP-2360
-‘ Wi-Fi Touka DAP-2553
=== pocryna ! !'l DAP-2590

=
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DLink  KopnopatnBHbie Wi-Fi ceTh

Kommymamopsl DWS-3024 u DWS-4026 ¢ moykamu docmyna DWL-8600AP

* LeHTpanusoBaHHOe ynpaBneHue hyHKLMAMM
6e3onacHOCTU U pacnpeneneHns KaHanoB

* BbICTPbLIN POYMUHT

* PoymuHr mexagy KomMmyTatopaMu M TOYKaMu pocrtyna
OQlHOro KoMMyTaTopa

* BHYTpuU- n Mex- ceTeBON POYMUHT

* TyHennupoBaHue mexay Touykamu goctyna (ans 4026)

* BanaHcupoBKa Harpysku Mmexay Touykamm

* [lopaepxka QoS (8 ouepenen NnpMopuUTETOB Ha NOPT)

* KOHTpOnb nonocbkl NponyckaHMs No nopram

* ACL cnucku ynpasrneHusi 4OCTYNOM

* Multiple SSID — po 16 (no 32 ana DWS-4026) Ha ogHy
TOUKY

* PYyHKUMU KOMMYyTaTOpPOB YPOBHA L2 n L3

* [MrabutHble nopTbl ¢ POE Ana nutaHusa To4yek

* 4 rurabuTHbIX KOMGO-nopTa uplink

* 2 cnota 10 'out/c (ana DWS-4026)

* IBe Bepcuu MO, anBe KOHUrypaLuun: KOHTpoOsnnep cetu
U rpaHUYHbIA KOMMYyTaTOp

. =] -
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DLink  KopnopatnBHbie Wi-Fi ceTh

Kommymamopsl DWS-3160-24PC, DWS-3160-24TC ¢ mo4ykamu docmyna
DWL-2600AP, DWL-3600AP, DWL-6600AP, DWL-8600AP, DWL-8610AP

* LeHTpanusoBaHHOe ynpaBneHue hyHKUMAMHU
Ge3onacHoCTU 1 pacnpeaeneHnsa KaHanoB
* BbICTPbIN POYMUHT
* PoymMuHr mMexay KomMmyTatopaMuM M TOYKaMu pocTtyna
OQlHOro KOMMyTaTopa
* BHYTpuU- n mex- ceTeBOMN POYMUHT
* banaHcupoBKa Harpysku Mexay TouyKkamm
* NMopnepxka QoS (8 ouepenenn NpMOpPUTETOB HaA NOPT)
/ \ * KOHTponb nosnocbl NponyckaHMsA No nopram
""" * ACL cnucku ynpaBsneHusi 4OCTYNOM
* Mopnepxka Wireless Intrusion Detection System (WIDS)
* Multiple SSID — go 32 Ha ogHY TOYKY AocTyna
* DyHKUUM KOMMYyTaATOpPOB YpOoBHA L2 n L3
* [MrabutHble noptbl ¢ POE Ana nutaHuna Toyek (TONMbKO
ana DWS-3160-PC)
* 4 rurabuTHbIX KOM60O-nopTa uplink
* 1Be Bepcuun MO, aBe KOHUrypauun: KOHTpONep ceTu
U rpaHUYHbIA KOMMYyTaToOp

Ny -l | -
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DLink  KopnopatnBHbie Wi-Fi ceTh

Konmponnepbi 6ecnposodHolti cemu DWC-1000 u DWC-2000 ¢ mo4ykamu
docmyna DWL-2600AP, DWL-3600AP, DWL-6600AP, DWL-8600AP, DWL-8610AP

* UeHTpanusoBaHHOe ynpaBsneHue hyHKLMAMM
6e3o0nacHOCTM U pacnpenerneHns KaHanos

* BbICTPLIN POYMUHT

* PoymMunHr mexay KOHTponnepamMm M TOo4YKaMum [ocTtyna
OOHOro KOHTponnepa

* BHyTpU- n Mex- ceTeBOMN POYMUHT

* BanaHcupoBKa Harpy3ku Mexay Toukamu

/ \ * NMopnepxka QoS (8 ouepenenn NpMOpPUTETOB HaA NOPT)

‘ * KoHTpornb nonockl nponyckaHusi No noptam
- \ * ACL cnucku ynpaBrneHus 4OCTYNOM
* Mopnepxka Wireless Intrusion Detection System (WIDS)
* Multiple SSID — go 32 Ha ogHY TOYKY AocTyna
* 4 rurabunTtHbix nopta LAN
* 2 rurabUTHbLIX ONUMOHAaNbHbIX NopTa
* ®yHKumMn VPN mapuipyTusatopa u MexceTeBOro aKpaHa
(moctyneH nocne npnobpeteHnsa VPN nuueH3snmn)

Ny =l ] -
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DLink  KopnopatnBHbie Wi-Fi ceTh

Kon-Bo Kon-Bo
Kon-Bo AP | Kon-Bo AP
HanmeHoBaHue NOJfib30B. | NONb30B.

Ha YCTP-BO | B KJlacTepe 6es3 TYHH C TYHH

DWS-3024/E 48 192 2048 1024
DWS-4026 64 256 2048 1024
J DWS-3160-PC/TC 12/48 48/192 2048 1024
DWS-3160-PC/TC-AP12 12
DWS-3160-PC/TC-AP24 24
DWC-2000 64/256 256/1024 3072
DWC-2000-AP32/64/128 | 32/64/128
DWC-1000 6/24 24/96 400

DWC-1000-AP6
DWC-1000-VPN
DWC-1000-WCF
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