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Fraud

|. Types of fraud

Fraud is an intentional act by one or more individuals among management, those charged
with governance, employees or third parties involving the use of deception to obtain an
unjust or illegal advantage.

Fraud risk factors are events or conditions that indicate an incentive or pressure to
commit fraud or provide an opportunity to commit fraud.

Fraud is a wide legal concept, but the auditor's main concern is with fraud that causes a
material misstatement in financial statements.

2 types of fraud causing material misstatements
in FS

Fraudulent financial reporting Misappropriation of assets
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Fraud

|. Types of fraud

Fraudulent financial reporting involves intentional misstatements, including omissions of
amounts or disclosures in financial statements, to deceive financial statement users.

This may include:

« Manipulation, falsification or alteration of accounting records/supporting documents
« Misrepresentation (or omission) of events or transactions in the financial statements
» Intentional misapplication of accounting principles

Such fraud may be carried out by overriding controls that would otherwise appear to be
operating effectively, for example, by recording fictitious journal entries or improperly
adjusting assumptions or estimates used in financial reporting.

Misappropriation of assets involves the theft of an entity's assets and is often
perpetrated by employees in relatively small and immaterial amounts. However, it can also
involve management who are usually more capable of disguising or concealing
misappropriations in ways that are difficult to detect.
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Fraud

ll. Those responsible for detecting and preventing of fraud

Who are responsible for
detecting and preventing
of fraud???

« Those charged with
governance (TCWG)
« Management

J

* Implementation of controls to reduce opportunities for fraud to take place

* Persuade individuals not to commit fraud because of the likelihood of detection and punishment

» Creation of culture of honesty and ethical behavior

« TCWG should consider the potential for override of controls or other inappropriate influence
over the financial reporting process, such as efforts by management to manage earnings in order
to influence the perceptions of analysts as to the entity’s performance and profitability.
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Fraud

ll. Those responsible for detecting and preventing of fraud

Are auditors responsible
for detecting and
preventing of fraud?

Auditors
responsibilities

The auditor is responsible for obtaining reasonable
assurance that the financial statements are free
from material misstatement, whether caused by
fraud or error.

The risk of not detecting a material misstatement from fraud is higher than from error because of the
following reasons:

* Fraud may involve sophisticated schemes designed to conceal it.

* Fraud may be perpetrated by individuals in collusion (crosop).

* Management fraud is harder to detect because management is in a position to manipulate
accounting records or override control procedures.
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Fraud

lll. Journal entries testing (JET)

Material misstatement of financial statements due to fraud often involve the manipulation
of the financial reporting process by recording inappropriate or unauthorized journal
entries. This may occur
1. throughout the year or
at period end, or
3. by management making adjustments to amounts reported in the financial statements
that are not reflected in journal entries, such as through consolidating adjustments and
reclassifications.

Auditor’'s consideration of the risks of material misstatement associated with
inappropriate override of controls over journal entries is important since automated
processes and controls may reduce the risk of inadvertent error but do not overcome the
risk that individuals may inappropriately override such automated processes, for example,
by changing the amounts being automatically passed to the general ledger or to the
financial reporting system.

Furthermore, where IT is used to transfer information automatically, there may be little or
no visible evidence of such intervention in the information systems.
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Fraud

lll. Journal entries testing (JET)

When identifying and selecting journal entries and other adjustments for testing and
determining the appropriate method of examining the underlying support for the items
selected, the following matters are of relevance:

v The assessment of the risks of material misstatement due to fraud
» Fraud may assist the auditor to identify specific classes of journal entries and other adjustments for
testing

v Controls that have been implemented over journal entries and other adjustments
- effective controls over the preparation and posting of journal entries and other adjustments may reduce
the extent of substantive testing

¢ The entity’s financial reporting process and the nature of evidence that can be
obtained
routine processing of transactions involves a combination of manual and automated steps and procedures

The characteristics of fraudulent journal entries or other adjustments
inappropriate journal entries or other adjustments often have unique identifying characteristics

v
¢ The nature and complexity of the accounts
¢ Journal entries or other adjustments processed outside the normal course of

business

« non standard journal entries may not be subject to the same level of internal control as those journal

entries used on a recurring basis to record transactions such as mo ales,.purchases, etc. _
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Fraud

lll. Journal entries testing (JET)

Main procedures performed in JET:

* Entries ending in round numbers

« Entries with unusual posting date or times

« Entries with no description

» Entries associated with unusual or non-routine events

» Entries that affect earnings

» Preparers who recorded few entries

« Entries prepared by senior management or IT staff

» Entries with no preparer or nonsensical user names and entries prepared by persons
who ordinarily would not be expected to prepare entries

JET
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Fraud

lll. Journal entries testing (JET)

IMPORTANT!!!

1. All selected transactions MUST HAVE notes

2. Notes should be detailed with the reference to working paper where you have
covered the risk

« Example: Note — Contribution to charter capital. Here, please give REFERENCE to
Equity wp.

3. In case of not performing one of the JET procedures listed in the previous slide
(due to absence of some information, e.g. performer of transaction) you cannot
miss the procedure at all, instead you MUST write the general note and write
how you covered that risk or propose to include the identified issue into
Management letter point (MLP)
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Anti-money laundering

|. Subjects of financial monitoring

Money laundering is the process of making illegally-gained proceeds (i.e. "dirty
money") appear legal (i.e. "clean").

Most anti-money laundering laws openly conflate money laundering (which is concerned
with source of funds) with terrorism financing (which is concerned with destination of

funds) when regulating the financial system.

The Financial Action Task Force (on Money Laundering) (FATF) is
an intergovernmental organization founded in 1989 on the initiative of the G7 to develop
policies to combat money laundering. In 2001 the purpose expanded to act on terrorism
financing following the September 11 terrorist attack. It monitors countries' progress in
implementing the FATF Recommendations by ‘peer reviews’ (‘mutual evaluations’) of
member countries. The FATF Secretariat is housed at the headquarters of

the OECD in Paris.
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Anti-money laundering

|. Subjects of financial monitoring

Money laundering is the process of making illegally-gained proceeds (i.e. "dirty
money") appear legal (i.e. "clean").

Most anti-money laundering laws openly conflate money laundering (which is concerned
with source of funds) with terrorism financing (which is concerned with destination of
funds) when regulating the financial system.

3AKOH PECIMYBJIMKN KA3AXCTAH “O npotuBogencTBuu neranmsauum (0OTMbIBaHUIO)
AO0X0A0B, NOJTyYeHHbIX MPECTYNHbIM NyTeM, U (puHaHCUpPOBaHUIO Teppopusma’”
Oata BctynneHua 3akoHa B cuny — 28 aBrycta 2009 ropa

KomuTteT no puHaHcoBOoMy MOHUTOPUHTY MuHuctepcrea ¢pmHaHCcOB
Pecnybnuku KasaxcraH

http://www.kfm.gov.kz/ru/help-sfm/sfm-rules/
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Anti-money laundering

|. Subjects of financial monitoring

Subjects of financial monitoring include:

1.

N RGN

o

9.
10.
11.
12.

banks, organizations engaged in certain types of banking operations, except for the
operator interbank money transfer system;

exchanges;

insurance (reinsurance) organizations, insurance brokers;

a single accumulative pension fund and voluntary pension savings funds;
professional participants of the securities market, central depository;

notaries performing notarial actions with money and (or) other property;

lawyers, other independent legal professionals - in cases where they are from or on
behalf of a client engaged in operations with money and (or) other property
accounting organizations and professional accountants, carries on business in the
field of accounting, auditing organizations;

organizers of gambling and lotteries; @
mail operators providing money transfer services;
microfinance institutions; Caéii

the operators of electronic money, than banks.
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Anti-money laundering

ll. Transactions with money and (or) other property, subject to
financial monitoring

Ne Onepauuu c geHbramum v (MNU) UHLIM UMYLLIECTBOM, noanexaime ouHaHCOBOMY MNoporoBas
MOHUTOPUHTY cymma (<)

1 nonyyYyeHve BbIMrpbilla MO pes3ynbratam npoBefeHUd napu, asapTHoun wurpbl B UropHbix <1 000 000 TeHre
3aBefleHNdaxX 1 noTepeun, B TOM YUCIe B ANEKTPOHHOM hopme

2 NOKyrnka, npogaxa n obMeH HarnmM4yHOM MHOCTPAHHOW BamntoTbl Yepe3 OOMEHHbIE NMYHKTbI < 7 000 000 TeHre

3 nosiydeHMe [feHer no YekKy WM BeKCenk Kak pasoBas onepauusi, Tak m onepauus, <7 000 000 teHre
ocCyLLecTBNsieMasi B Te4eHne cemMu nocrnenoBatesibHbIX KarneHaapHbIX JHEN

4 CHATUE ¢ BaHKOBCKOro cyeTa Unu 3avncrieHne Ha 6GaHKOBCKUI CYET KIMeHTa AeHer, kak pasoBas < 7 000 000 teHre
onepaumusi, Tak W onepaums, ocywecTBndemMass B TeYeHue cemu nocregoBaTernbHbIX
KaneHgapHbIX gHewn

5 3a4ncneHne unn nepeBod Ha 6aHKOBCKUIM CYET KNUeHTa AeHer, ocywecTtensemMmble omsndeckum < 2 000 000 TeHre

NN IOPULNYECKUM NNLOM, UMEIOLLIMM COOTBETCTBEHHO PEerncTpaumioo, MecTo XUTenbCcTsBa WUnm
MECTO HaxoxaeHma B OdpwopHON 30HE, a paBHO Bragewwmm cvyeTom B HaHke,
3aperncTpmpoBaHHOM B 0ppLLOPHON 30HE, NMOO NepeBo AEHET KITMEHTOM B NOJSb3Yy yKa3aHHOM
KaTeropuu nvy, Kak pasoBas ornepauusi, Tak U ornepauusi, ocyllecTensgeMas B Te4yeHne cemu
nocrnegoBaTerbHbIX KaneH4apHbIX AHeEN;



Anti-money laundering

ll. Transactions with money and (or) other property, subject to
financial monitoring

Ne Onepauuu c geHbramm u (UQIM) MHBIM UMYLLLECTBOM, noanexawme pmHaHCOBOMY NMoporoBas cymma (<)
MOHUTOPUHTY

6 nepeBodbl OeHer 3a rpaHuuy Ha c4yeta (BO BKMagbl), OTKpbiTble Ha aHoHumHoro < 2 000 000 TeHre
Bnajenbua, NOCTynfieHne [AeHer u3-3a rpaHvubl CO cyeTa (BKraga), OTKPbITOrO Ha
aHOHMMHOIO Briagernbla, COBeEpLUEHHble Kak pas3oBad onepauus, Tak W onepauus,
oCyLLeCcTBNsieMas B Te4eHMe cemMu nocrenoBaTtesfibHbIX KaneHaapHbIX OHENR;

7 nepeBodbl OeHer 3a rpaHuuy Ha cyeta (BO BKNagbl), OTKpbITble Ha aHoHumHoro < 2 000 000 TeHre
Bnagenboua, MOCTynneHne OeHer M3-3a rpaHuubl Co cveTa (Bknaga), OTKPbITOrO Ha
aHOHMMHOrO Bnagesnbla, COBEpLUEHHbIE KaK pasoBasi onepauusi, Tak M onepauus,
ocyllecTBnsieMas B Te4eHme ceMun nocnenoBaTesibHbIX KaneHaapHbIX gHEN;

8 nnaTeXxu n nepeBodbl AEHEr OCYLWEeCTBAAeMble KIMEHTOM B nonb3y Apyroro nuua Ha < 6 000 000 TeHre
0©e3B03Me3HON OCHOBE;

9 npnobpeteHne (npogaxa), BBo3 B Pecnybnuky KasaxctaH nmbo BbiBo3 13 Pecnybnvkn < 30 000 000 TeHre
KasaxcTaH KynbTypHbIX LEHHOCTEN;

10 onepauun, coBeplLlaemMble OpPUANYECKMMU JnuuamMu, C MoMeHTa rocygapctBeHHon <7 000 000 teHre
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Anti-money laundering

ll. Transactions with money and (or) other property, subject to
financial monitoring

Ne Onepauuu c aeHbramu v (UNM) MHBIM UMYLLIECTBOM, Noanexaiwme UHaHCOBOMY MOHUTOPUHTY NMoporoBas
cymma (<)

11 BB03 B PK nmbo BbiBO3 M3 PK HanuyHoW BanoTbl, OOKYMEHTApHbIX LUEHHbIXx Oymar Ha <7 000 000
npeobaBUTENS, BEKCENeun, YeKOB, 3a UCKITIOYEeHMEM BBO3a Unn BbiBO3a, ocyllectensgemoro HBPK,  TeHre
6aHkamu 1 HaumoHanbHbIM ONepaTopoM MoYThl;

12  ocyuwecTBreHne CTpaxoBOK BbIMmaTtbl UK MNOMyyYeHne CTpaxoBon npeMmnm <7 000 000
TeHre

13 BHeceHue, nepedncneHne AoOpOBOSbHLIX MEHCUOHHBLIX B3HOCOB B eAuHbIA HakonuTenbHbin <7 000 000
MEHCUOHHBLIN OHA U (UNKU) [OBPOBOMbHLIA HAKOMUTENbHBIA MEHCUOHHBLIN POHA, a Takke TeHre
OCYLLIECTBIIEHNE NMEHCUOHHbIX BbINMaT U3 €QUHOr0 HaKoMMUTENbHOrO MEHCUOHHOMO hoHaa u (Mnwu)
A06pPOBONLHOrO HaKOMUTENbHOrO MEHCUOHHOro oHAa 3a cYeT [O0OPOBOMbHBIX MEHCUMOHHbIX

B3HOCOB;
14 nonyyeHve unu NpegocTaBreHne MMyLlecTsa no 4oroBopy oMHaHCOBOIO JIN3UNHTA; < 30 000 000
TeHre
15 caenku no okasaHuo YCIyr, B TOM Yucne nogpsaa, nepeBo3ku, TPaHCNOPTHOW 3KCneanumm, 7 000 000
XpaHEeHNs, KOMUCCUKN, OBEPUTENBHOIO YNpaBieHUst UMYLLECTBOM, 3a UCKITHOYEHNEM CENMOBbIX TeHre
yCriyr no NUMyLLIECTBEHHOMY HarMy (apeHae) cenpoBbIX SYeek;
16  Kynnga-npoga)ka v MHble onepaumn ¢ aparoleHHbIMU MeTarnsiamu, AparoueHHbIMU KaMHAMU U 7 000 000
N3O0ENNAMUN N3 HUX; TeHre
17  cOenku c He4BWKXMMbIM U MHbIM MMYLLECTBOM, NoAanexaline obssatenbHon rocyaapCTBEHHON 150 000 000
perncTpawumu; TeHre
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Anti-money laundering

. Signs of suspicious transaction criteria

Mpn3Haku KpuTEPUEB NOAO3PUTENBHON onepaunn (BHe 3aBUCUMOCTU OT CYMMbI

TpaH3aKuun):

1. CoBepLueHune onepaumn (Coenkn), He UMerLLLEN 04EBNOHOINO 3KOHOMUYECKOro CMbICSa

2. CoBepllieHne JENCTBMUIA, HanpaBrieHHbIX HA YKNOHEHWE OT npoueayp puHaHCOBOro
MOHUTOPUHra, NPeayCMOTPEHHbLIX 3aKOHOM

3. CoBeplueHne onepaunmn (COenkn), MMeKLLLEN OCHOBaAHWE nonaraTtb, YTO JaHHas
onepauus (coenka) HanpaereHa Ha MHaHCUpPOBaHMeE Teppopunama u (Unu) .
9KCTpEMM3MA ) @

4. CoBepLUeHVe onepaLumn, No KOTOPOI MMEIOTCS OCHOBaHUS MonaraTb, YTO OHa 0%
HanpaBneHa Ha obHannunBaHne OeHer, NofTy4YeHHbIX HE3aKOHHbLIM NyTEM

5. Onepaumn, No KOTopbiM nony4vatenem geHer Nnbo ToBapos (paboT, ycnyr, oxpaHaemoun

NHPOPMAaLINK, UCKITIOYNTENBHbLIX NPaB Ha pe3ynbTaThl UHTENMNeKTyanbHON AeATEeNbHOCTH,
NMyLLEeCTBa, NepesaHHOro B UMYLLIECTBEHHbIN HaM (apeHay) ABNAeTCS HEPE3ULEHT, He
ABMAOLLNNUCA CTOPOHOM NO AOroBOpY, NpegycmaTpuBarolemMy NMMnopT (3KCNopT)
pe3naeHToM ToBapoB (paboT, ycrnyr, oxpaHaemMon MHOoPMaLNKU, UCKIIOYNTESNbHBIX NpaB
Ha pe3ynbTaTbl MHTENEeKTyansHON AeATeNlbHOCTU, UMYLLEeCTBa, NepeaaHHoro B
NMYLLLECTBEHHbIN HanUM (apeHay)
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