MHOOPMALIMOHHAA BE3OINACTHOCTD]
NHuctutyt UMBC, Kadegpa NCKT]
LLlymenko E.B.]

3akoHoaaTernbHbIE OCHOBLI 0becrnevyeHns MHOOopPMaLMOHHOW
b6e3onacHoCcTH

OcHOBHbIE€ HanpaBneHus NPaBoBOro obecrnevyeHus
MHPOpPMaLIMOHHON Be30NacHOCTH

OTBETCTBEHHOCTb 3a NPECTYNSIeHnsa B obnactu
NHJOPMAaLMOHHbLIX TEXHOMNOIMMU




3aJa4n B UHopMaLMoOHHOWU cdpepe

° yCcTaHOBNeHUe Heobxoammoro 6arnaHca mexay
NOTPeOHOCTLIO B CBOOOAHOM 0OMeHE MHdOpMaLMEN 1~
OOMYCTUMbIMW OFPaHNYEHNAMUN €€ PacrnpoCcTpaHeHUs,

° pa3padboTka HOpMaTUBHOU NPABOBOUN Oa3bl U
KoopAauHauusa aeatTenbHOCTU peaepanbHbIX OPraHoB
rocygapCcTBeHHOW BiacTn 1 ApYyrux OpraHoB, peLlatowmnx
3agayvun obecneyeHna MHbopmMmaLunoHHOM Be3onacHOCTU Npu
Beayuien ponu degeparnbHOro areHTCTBa
NpaBUTENbLCTBEHHON CBA3N N MHopMauun npu [NpesngeHTe
Poccuinckon denepauumn.
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MHdopmaLmns

UHdopmauuna - ceeaeHns o nuuax, npegmertax, dpakrax,
COObLITUSAX, ABMEHUSX N NMpoLeccax He3aBMCUMO OT POPMbl
X NpeacTaBneHns’.

(3akoH P® “O6 nHdpopmaunm, nupopmatmsaumm u
3awmTe nHdopmaymn’)

UHdopmauma nognagaet nog HoOpMbl BELLHOMO npaea,
4YTO AaeT BO3MOXHOCTb NPUMEHSATb K MHpopMaL M HOPMbI
YronoBHoro v 'pakgaHcKkoro npasa B NOSTHOM O00beMeE.
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MHdopmaLmns

‘K obbekTam rpaxxpgaHCKux npaB OTHOCSITCS
...MHOpMaUus; pesdynbraTbl UHTENEKTYarnbHOU
OEeATENbHOCTU, B TOM YMCIIE UCKITHOYUTESbHbIE MpaBa Ha HUX
(MHTennekTyanbHasa coOOCTBEHHOCTL)...". CT. 128, 4. 1 TK P®.
[laHHasa cTtaTtbs gaeT BO3MOXXHOCTb KBanudumumpoBaTb
nocsaratesnibCTBa Ha COXPAaHHOCTb U LIeNTIOCTHOCTb
MHopMaLMK, KaK NPecTynsieHnsa NPoTUB COOCTBEHHOCTM.
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MHdopmaLmns

[1ns obecrnevyeHnsa 4YeTKkon npaBoBon Oasbl NPUMEHEHNS K
MHpopmaunm HopMm BewHoro npaea B 3akoHe “O0
nHpopmauun...” (CT. 5,4.1) BBOOUTCA NOHATUE
“AOKYMeHTUpoBaHHasA MHdopmMmauusa (OOKYMEHT) -
3ahuKkcupoBaHHas Ha MaTepuanbHOM HocUTerne
nHdopmMmaums ¢ peKkBu3ntTamu, no3BOsIAOLWMMU ee
naeHTUpUUMpoBaTb’”.
PaspelueHne pasnuyHbliX KOHQIUKTOB B

— Oobnactm MHOPMALMOHHBLIX OTHOLUEHMN Ha 0ba3se
OEeNCTBYIOLLEro 3akoHogartesrlbCTBa BO3MOXHO TOJbKO
Anst AOKYMEeHTUpOBaHHOU WMHdopmMauuu
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MHdopmaLmns

(cT.4.1,c1.6.1.) UH(pOPMaALUOHHBLIE pecypcChl, T. €.
OTAENbHbIE AOKYMEHTbLI UM MacCUBbl OOKYMEHTOB, B TOM
yucne U B MHMPOPMALUOHHBLIX CUCTEMAX, SABMSSACH
OObeKTaMMN OTHOLLUEHUN (PU3BNYECKUX, HOPUONYECKUX UL, U
rocyoapcrsa,

noagnexar oba3aTesibHOMY y4eTy 1 3aliuTe Kak

MartepuarnbHOe MMYLLECTBO CODCTBEHHMKA
CoOCTBEeHHUKY NpeaocTaBnseTcsl npaBo

CaMOCTOSATESIbHO B npeaernax cBoen KoMneTeHUnm
yCTaHaBNMMBaTb PeXuUM 3aWUTbl MHPOPMALMOHHbBIX
pecypcoB 1 AOCTyna K HUM (CT.6.7).
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opraHu3aLnoHHO-NPaBOBbIE
MepOoNpUATUS

K opraHmsaunMoHHO-NpaBOBbIM MEPONPUATUAM MO
3awmnTe KoHguaeHUManbsHOU MHOPMaUNMM OTHOCATCSH
MEPONPUATUS NO pas3paboTke U NPUHATUIO onpeaeneHHbIX
AOKYMEHTOB npeanpuaTum 1 opraHmsauun,
pernamMeHTUPYHOLLUX CTeNneHb U NOPAAOK AoNyCKa
COOCTBEHHbIX COTPYOHMKOB, a TakKe CTOPOHHUX NNLL U

OopraHm3sauunm K KOHKPETHbIM MHJOPMaLMOHHbLIM
pecypcam.

§



doopMbl KOHUAEHUMAMNBbHbLIX
OTHOLLUEHUN

Boloenaetca Tpn popMbl KOHUAEHLUMAMNbHbLIX OTHOLLEHUMN:

Mexay COTPyAHMKOM NpeanpusiTus U caMmum
npeanpuUATUEM Kak lopuandeckum nuuom. PeanmsyeTcs
Ha NPaKkTUKe NyTemM coCTaBNEHUSA COOTBETCTBYHOLLErO
TPYAOBOro 0roBopa UM KOHTpakTa, 3aKkto4aemMoro ¢
COTPYAHNKOM NPEAnpUaTUS;



doopMbl KOHUAEHUMAMNBbHbLIX
OTHOLLUEHUN

Mexay KOHKPEeTHbIM COTPYAHUKOM U APYrMMu

COTPYAHUKAMMN 3TOro npeanpuaTua. OTu
OTHOLLEHNS pa3BUBAIOTCS Kak Mo BepTuKanu, Tak n no
ropu3oHTann. YkasaHHble OTHOLLIEHUA Ha3bIBaOTCS
KoHdomnaeHunanbHbIMU OTHOLLEHUSIMW MO CIYXXEOHbIM
doyHKumnam. KOpnanveckm aTM OTHOLLEHUSA
3aKpennarTca MHOroodbpasHbIMM aaMUHUCTPATUBHO-
NpaBOBbIMU PELLUEHNUAMU, HANPMMepP Npukasamm o
BbIMOSTHEHMW ornpeaeneHHbIX paborT, u

—__ pernameHTupyrotcs “JomKHOCTHbIMU UHCTPYKLUMUAMK'.
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doopMbl KOHUAEHUMAMNBbHbLIX
OTHOLLUEHUN

CknagbiBaloLMECS B paMKaX X0340roBOPHbIX paboT U

6a3|/|pyrou4|/|ec;| Ha Joropope Mmexany naptHepamu.
|'OpI/I,EI,I/I‘—IeCKI/I KOHCbI/I,EI,eHLI,I/IaJ'IbeIe OTHOLUEeHU4A
3aKperyideTcd B Buge 4YeTkKo CCbOpMyJ'II/IpOBaHHbIX
Tpe6OBaHI/II7I N 00A3aTENLCTB, KOTOpPbIE BblABUIAOT
AoroBapumBaroLLimnecqd CTOPOHbI, U dukcupytoT B orosope.



npoobriemMbl NPaBoOBOro
obecneveHunsa b

1. 3awmTa npaB Ha nony4yeHue uHcpopmauum -
npegnonaraet obecrneyveHne ycnoBum, NPEnATCTBYOLLNX
npegHaMepPEeHHOMY COKPbITUIO UM UCKaXXEHMUIO
NHopMaLNM NMpu OTCYTCTBUM AOS1s1 ATOr0 3aKOHHbIX
ocHoBaHuW. B cooTtBeTcTBMU CO CT.29 KoHCcTUTYUUn PO,
“Kaxabin umeeTt npaBo cBOOOAHO UCKaTb, NOSy4vaThb,
nepepaBsaTb, MPOU3BOAUTL U PAaCNPOCTPaAHATDb
nHdopmaumnio NOObLIM 3aKOHHbIM CNOCOOOM”.

§



OCHOBHbIE NpobnemMbl NPaBoOBOro
obecneveHus Vb

Kpyr nHpopmauumn, KOTopyro 3anpeweHo omHocumb K
UHopMayuu ¢ o2paHUYeHHbIM OO0CMYyrioM, ornpeaenex
“3akoHOM 00 uHdopmauun...”

3dKOHOAaTeJ1bHble U Apyrme HOpMmaTuBHbLIC aKTbl,

ycTaHaBnuBawlLLme npaBoBOW CTaTyC OpraHoB
rocyqapcTBEHHOW BracTtu, opraHoB MECTHOIO
camoyrnpaBneHus, opraHmsaymn, ooLLECTBEHHbIX
o0beanHeHUN, a Takke npasa, cBoOboabl U 06s13aHHOCTH
rpa)kgaH, nopsaoK nx peanusauuu;

§



OCHOBHbIE NpobnemMbl NPaBoOBOro
obecneveHus Vb

AOKYMEeHTbI, coaepawme nHdopmauuio o
Yype3BblYaMHbIX CUTyaUUSX, 3KOTOMMYECKYIO,
METEOPONOrMyeckyto, aemorpadonyeckyto, CaHMTapHO-
ANNMAEMUOSIONMYECKYIO U APYryto MHopMauuIo,
Heobxognmyto ans obecneveHnst 6e€3onacHoOro
PYHKUNMOHNPOBAHMNA HACENEHHbIX MYHKTOB,

NPOU3BOACTBEHHbIX OOBEKTOB, DE30NACHOCTU rpaXaaH u
HaceneHunsa B LenoMm;
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OCHOBHbIE NpobnemMbl NPaBoOBOro
obecneveHus Vb

AOKYMEHTbI, coaepxawme nHpopmMmauuro o
AeATeNbHOCTU OPraHoOB rocy4apCTBEHHON BNacTU U
OpraHoB MECTHOro camoynpaBrieHns, 00 UCrnofib30BaHNK
OIOKETHbLIX CPEACTB N APYrNX rocyaapCTBEHHbIX N MECTHbIX
PECYPCOB, O COCTOSIHUM SKOHOMMUKU U NOTPEDHOCTAX

HaceneHusd, 3a UCKII0YEeHNEM CBeAEHUN, OTHECEHHbIX K
rocygapcTtBeHHOU TanHe,

AOKYMEHTbI, HaKalJinBaeMbleé B OTKPbITbIX (bOHp,aX

Onoénuotek n apxmBoB, MHPOPMALMOHHbLIX CUCTEMAX
OpraHoB rocygapcTBEHHOM BNacTu, OPpraHoB MECTHOIO
camoynpasreHus, obLEeCTBEHHbIX 0bbeaNHEHNN,
opraHmsauumn, npeacTtaBnsaAoLLne odLECTBEHHbIN
MHTEPEC UMM HeobXoauMble A1 peanun3alun npas,
cB0obOO 1 00S3aHHOCTEN rpakaaH.

14
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OCHOBHbIE NpobnemMbl NPaBoOBOro
obecneveHus Vb

2. MNpepoTspalleHne pasrnalleHns rocyaapcTBEHHON TanHbl U
HapyLUeHW Npas rpaxgaH 1 opraHnU3aunim Ha COXpPaHHOCTb
KOH(PMOEHUMANBbHOCTN N CEKPETHOCTUN MHGOOpMaLNW.

FocymapcTBeHHasi TaMHa - 3alMuaeMble rocyaapcTBOM CBEAEHUS B
obnacTn ero BOEHHON, BHELLUHENONUTUYECKOW, SKOHOMUYECKOMN,
pa3BeblBaTenbHOWN, KOHTPpPa3BeablBaTENbLHON N ONepaTUBHO-
PO3bICKHOU OEATENbHOCTU, PpacnpoOCTpaHEHNE KOTOPbIX MOXET HaHEeCTH
ywepb 6esonacHocTn Poccunckon degepaunm.

CT1.23 KoHcTuTyumum P® npoBoarnallaeT rnpasa rpaxaaH Ha
“HeNnpPUKOCHOBEHHOCTb YaCTHOM XXU3HU, JINYHYIO U CEMEUHYIO TanHy” .

NHopMaums cocTaBnsieT CryebHylo UM KOMMep4YecKyro TauHy B crydae,
korga uHpopmauusa UMeeT AeNCTBUTENbHYIO UIM NMOTEHUMAarnbHYo
KOMMEPYECKYI0 LIEHHOCTb B CUIY HEeU3BECTHOCTU ee TPeTbUM nuuam, K Hel
HeT cBOOOOHOrO AocTyna Ha 3akKOHHOM OCHOBaHMM M obnapaTtenb

I/IH(bOpMaLIMI/I nMpuHNMaeT Mepbl K OXpaHe ee KOHd)I/I,D,EHLl,VlaanVQCTI/I
(TK P®,cT.139, n.1). %
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OCHOBHbIE NpobnemMbl NPaBoOBOro
obecneveHus Vb

3. ObecneyeHune 3aNLLEHHOCTU OT BHELUHUX U
BHYTPEHHUX Yyrpo3 B chepe hopMuUpoBaHus,
pacnpocTtpaHeHUus1 U UCNOSIb30BaHUA
UH(OpPMaLMOHHbIX pecypcoB. [laHHOe HanpasneHue
npeanonaraeT peannsauymio Mep 3aLlmTbl HOCUTENEN
NH(POPMAaLIMOHHBLIX PecypcoB (OOKYMEHTOB, NPOrpamMmHOro
obecrnevyeHns, JaHHbIX B KOMMNbIOTEPHBIX CUCTEMAX U CETSX,
peyYeBon MHopMaLmMn 1 T.4.) OT MOKYLUEHUN HA HUX KaK CO
CTOPOHbI COBCTBEHHOIO NepcoHara, Tak  Co CTOPOHbI
NOCTOPOHHMUX NnL,.
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OCHOBHbI€ HanpaBrieHus
npaBoBoro obecrneveHunsa b

NpaBa co6CTBEHHOCTU, BNageHUsA U pacnopsxeHus nHcpopmaumen
CTeneHb OTKPbLITOCTUN MHOpMaLUMN

Mopsaok oTHeceHUst UHcbopMaLUK K KaTeropum orpaHM4eHHoro
pocTtyna
OpraHusauus pabor no 3awmte nHdopmauumn

FocypapcTBeHHOE NuUeH3npoBaHue AeATeNIbHOCTU B obnactu
3alunTbl HopMaL U

Mopsaaok co3gaHna cneunanbHbIX CIYXO

MpaBa n OTBETCTBEHHOCTb AOMMKHOCTHbIX UL 3a 3alunTy
UHd(popmaLumn

)
{'/‘

=N



MOHATUSA UMYLLECTBEHHbIX MNpaB B
MHdopMaLMOHHOW obnacTu:

CO6CTBEHHUK MHAOPMALIMOHHBIX PECYpPCOoB, MHAOPMALIMOHHBIX

CUCTEM, TEXHOMNOIMMN N CpeacTB X obecneveHnst — cyObekT, B
NOSIHOM OBbEME peanuayowmin NOSTHOMOYUSA BriadeHuns,
NOfb30BaHUS, PpacrnopsikKeHns1 ykazaHHbIMN 0ObekTamu;

Bnageney NHOOPMaLMOHHbLIX pecypcoB, UHAOPMALMOHHbIX

CUCTEM, TEXHOMNOIMMN N CPEeACTB X obecneveHnst —CyobexkT,
OCYLLECTBNAOLWMIA BNageHne 1 nosfib3oBaHne obbekTamm u
peanmayloLnm NONTHOMOUYNST pacnopsiXXeHns B npegenax,
YCTaHOBMNEHHbIX 3aKOHOM,;

nonb3oBaTtenb (NoTpebuTens) MHpopMaumn — CyObeKT,

obpallaowmmncs K tHpopmMaLUMoOHHON CUCTEME UNU NOCPEAHNKY
3a nony4yeHmem Heobxognumom emy nHopmaumn m
NOMb3YHLLMNCA €ElO.

“

=N



[Topaaok co3gaHusa cneumanbHbIX
CIy>X6

NMopsaaok co3paaHnsa cneuunanbHbIX CIYX0, obecrneymBaomx 3almnTy
NHdOPMaLNUK C OrPaHUYEHHbIM AOCTYNOM Ha MHGOPMAaLNOHHbIX
oObeKTax; NopsAoK KOHTPOSA 3alUNLLEHHOCTN MHPopMaLMKN C MPUHATUEM
Mep Mo nNpuocTaHoBKe 06paboTkn MHopMaunKn B criydae HEBLIMONMHEHUS
TpeboBaHUM NO 3aLuTe MHOPMaLMK;

[na opraHnsaunn, obpabarbiBatomx MHGQOPMaLNIO C OrPaHNYEHHbIM
OOCTYNOM, KoTopas siBnseTca cCOOCTBEHHOCTLIO rocyaapcTBa, “3akoHOM 06
NHdopMaunmn” ycTaHOBIEHO TpeboBaHMe co3gaHnA cneunanbHOU CryXO0bl,
obecrneymBatowen 3awmty nHpopmaumm (cT. 21, 4. 4).

B cooTtBeTcTBUMM cO CT. 21, 4.5 “3akoHa 06 nHdopmaumn” cobCTBEHHUK
NHdOPMaLIMM MMEET NPaBO OCYLLECTBIISATb KOHTPOIb 3a BbINOSIHEHNEM
TpeboBaHui Mo 3almnTe NHOPMaLUUM 1 3anpeLwaTtb NN NpPUocTaHaBnMBaTb
0bpaboTky MHOpMaUnKM B criydae HeBbINOSTHEHNA 3TUX TpeboBaHuin. HacTb 6
9TOM XXe CTaTbW rMacuT, YTo COOCTBEHHMK U Brnageney AoKyMeHTUPOBaHHON
MHdopMaLnm BnpaBe obpallaTbCa B OpraHbl rocyaapCTBEHHOM B1ACTU OS1S1 OLEHKY
BbINOSIHEHNS MPAaBUNBLHOCTN HOPM U TpeboBaHMKM NO 3aLUuTe ero MHopmauum B
MHOPMALIMOHHLIX CUCTEMAX.




3akoH “ Ob nHpopmauunn...” rMacuT:

AOKYMEHTUpOBaHHaA MHPOPMaLUA orpaHU4YeHHOro AocTtyna rno ycrnoBusam

ee NpaBOBOro pexuma noapasnenseTrcs Ha MHpOopPMaLMI0, OTHECEHHYIO K
rOCYOAPCTBEHHOW TAUHE, n KOH®UOEHUWANBHYIO (cT.10, u. 2).

KOH(puaeHuuanosHas nHgopmMauus - LOKYMeHTUpoBaHHada nHpopmauma,

OOCTYM K KOTOPOW OrpaHnNYnBaEeTCsl B COOTBETCTBMU C 3aKOHOA4ATENbCTBOM
Poccuinckon ®egepaunm (cT. 2);

NMEPCOHAIJIbHbIE OAHHDbIE o rpaxgaHax, BknioyaemMble B COCTaB

denepanbHbIX MHPOPMaLUMOHHLIX PeCypcoB, MHPOPMaLMOHHbLIX peCypCcoB
COBMECTHOrO BefleH!sl, THbOopMaLMOHHbIX pecypcoB cybbekToB Poccuinckon
denepaumm, MHPOPMALMOHHbBIX PECYPCOB MECTHOIO CaMoyrnpaBrieHus, a
Takke rnonyvyaemMole n cobrmpaemble HerocyaapCTBeHHbIMU OpraHn3aunsamu,
OTHECEHbI K KaTeropum KoHdumnageHumansHon nHgopmauum (cT. 11, 4. 1);

He gonyckalTcsa cbop, XpaHeHMe, UCNONb30BaHME N pacnpocTpaHeHNe
nHdopmauum o YACTHOM XU3HW, a paBHO MHDOPMALMKM, HapyLLAOLEN
NNYHYIO TANHY, CEMEWUHYIO TANHY, TAUHY NMEPEMNUCKW,
TEJIE®OHHbIX MEPETOBOPOB, MOYTOBbIX, TENEMPA®PHbIX 1 nHbIX
coobueHnin, dmanveckoro nuua 6e3 ero cornacusa, KpoMe Kak Ha OCHOBaHUK
cynebHoro peweHus (cT. 11, 4. 1).

20
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OTHeceHne nHdpopmaLnm K KaTeropmsim

OTHeceHue I/IHCbOpMaLI,VIVI K Kateropmdam OoCyLLUECTBIIAETCA.

K rocyaapCcTBeHHOU TanHe - B COOTBETCTBUU C

3akoHoMm Poccunckon epepaumm “O
rocygapCTBEHHOW TanHe”; NPUHATLIM B utorie 1993
roga, KOTOpbIM YCTAHOBITIEHO TPWU CTEMEHM
cekpeTHOCTU ceeaeHuit: “OCOBOU BAXXHOCTW,
“COBEPWIEHHO CEKPETHQO” n “CEKPETHO”.

K KOHcdmaeHUumManoHou nHdopmauum - B

nopsiake, yctaHoBreHHOM FpaXaaHCKUM

koaekcoMm Poccumnckonm Pegepaumnmn, BBEOEHHbLIM

B oencrteue ¢ 1995 roga, KOTopbIM NpeaycMoTpeHa
kateropusi “CNY>XEBHAA TAMHA” B couetaHumc
kateropven “KOMMEPYECKAA TANHA”. ¥ 27oe
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B DCTVNe

34 KO HOBNM, ® SAKOHOHOAT.H OP HO FI. ®* EBOGHOH (o) » i

cO OCTESH H H - a KTHLYCTa Ha BJI. CTa Ty ® EO BH 60 70 JIH TH |
KOM JIHOO EJIa CTH, Ijia Ea M CEO 50 OBl ® BIOHO MHUYCKOH,
VIO JIHO MO - Tpa Ada H . F pa scbglma TOIBLO H,
TS MBS JTH LD M ®* mHGJo M., H® SXO MM Ma & ® B KO H T}¥A 3 BglEAa -

WIAO SEIEEH H A 06 O ITa ©- TEIBL O ¥ |
HO CTH Ipa XA H |,

® O ONET.TOC.O [ WAaHOBE,

PAacCXO Op Ea HH K I'OC. PEYP-
COE,COCT. MO HO MHKH

® moK.oTKP. 4o HOp B G GII.
H apPrHEO E, Toc. HH{. cHC.

momezcuoHanb [PCOHANEK 2 A BTOPCK D&
HafaA TamMHa JAHH BHUH A
FBaxxo ecka =, CEQIELH A O wa - CNGrTBMA M cn 51 L2 KOC"‘;:N;Q;L‘Q M NMAPKRIEH O &
TOIED H H ¥ Igoaro - CTHO M BHSHH, CYDNPOM3- ¥ = b o dwizra aIe
EO ¥ IOp. JIHYHAa AH C6 BO I TBA TauHa HOTIO O IyG-
ME{HAa A Ta HHa JIMHKO Ba HH A
Heunmaoum thaaom e
KOMMPUYEK OM UHH O - K O MM@PUYEK VIO
CTI UMHOCTb
KoHGuOst I a JIHI O HITH OrysSHa a Ta HHa
JUTT
I

N DN



KOHTpOrb 3a COCTOAHMEM 3aLUThI

CT. 21,4.3 “3aKkoHa 06 nHpopmauun’ npegycMoTpeH
KOHTPOJSIb CO CTOPOHbI OpPraHoOB rocyaapCcTBEHHOW BracTu 3a
cobntogeHnem TpeboBaHUM K 3awwmTe UHoOpMauunm C
OrpaHU4YeHHbIM OOCTYNOM, NOPSAAOK KOTOPOro onpeaensier
[MpaButenbcTtBo Poccumckon denepaumu.

KOHTpOmnb 3a COCTOSAHMEM 3aluThl JOIKEH OXBaTbIBaTb Kak
rocynapcTBeHHble, TaK U HerocyaapcTBeHHble
CTPYKTYPbI U Y4UTbIBATb BCE TPU COCTaBNsOLLINE
MHPOPMALIMOHHBIX PECYPCOB C OrPaHNYEeHHbIM JOCTYMOM:

MHopMaLnIo, COCTaBMAAIOLLYIO FOCYAAaPCTBEHHYHO TalHY;

KOHJOnAeHUManbHYy0 JOKYMEHTUPOBAHHYIO
NHopMaLUIo;

< )

NnepcoHalibHble OaHHbIE.

23



3akoH “O rocyaapcTtBeHHOU TauHe”

[TofTHOMO4YKMSA OpraHOB rocy4apCTBEHHOW BNacTu N AOMKHOCTHbIX
nuuy B ob6rnactn OTHECEHUS CBEAEHUN K rOCY4apCTBEHHOW TanHE U
nx 3awmTbl onpegeneHsl B 3akoHe “O rocygapcTBeHHOW TauHe”, rae

onpeneneHx:

nepevyeHb CBeAEHNMN, COCTaBNAKOLWMX rOCYAapCTBEHHYIO TalHY;

NPUHLMUMNbI OTHECEHUSA CBeAEHUN K rocydapCTBEHHOW TanHe n
3aceKkpeynBaHUA caMumx CBeOdEeHUN, a TaK Xe UX HOCUTENEW;

NOPSAAOK pacceKkpeunBaHUA CBEOEHUN N UX HOCUTENEWN;

nopsaAoK AO0CTyNa OOMKHOCTHLIX NUL, U rpaXdaH K
rocygapCTBeHHOW TanHe,

CTeneHu CeKpPeTHOCTU CBeAeHUU, COCTaBNSAOLLNX
rocygapCTBEHHYIO TauHY. ” o
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OpraHusauus paboT no 3almTe
MHOpMaL N

OpraHusauusa paboT no 3awute nHpopmMmaLuumn, CTPyKTypa 1 OCHOBHbIE
doyHKUMKN rocyoapCTBEHHOW cncTeMbl 3awwmTbl MHpopmauun (FC3N),

rocyJapCTBEHHbIEe OpraHbl ynpaBneHusi B 0onacty MHoopMaLMOHHOM
6e3onacHoCTU, UX NpaBa U 00s13aHHOCTM.

MeXBeO4OMCTBEHHAsA KOMMCCUA NO 3aliuTe rocygapCcTBeHHOU
TaWHbl;

opraHbl begepansHON ncnonHuTensHou ernactu (PegepanbHasd

cnyxba 6esonacHocTn Poccunckon denepaummn, MnHncTepcTso
obopoHbl Poccunckon ®epepaunmn, degepanbHOe areHTCTBO
npaBUTENLCTBEHHON CBA3U U MHJopMauun npu lNpesngeHTe
Poccuinnckon ®eaepaunn), Cnyxbdba BHeLIHeN pa3Beakm Poccnnckon
®enepaunn, N'ocypapcTtBeHHas TeXHUMYECKass KOMMUccusa npu
[Mpe3nageHTe Poccunckon deaepaymm n ux opraHbl Ha MecTax;

opraHbl rocyJapCcTBEHHOM BNACTU, NPeanpusaTms, YYpexaeH

opraHn3aunn N X CTPykTypHble nogpasgerieHnsd no 3alnTte E




[ ocTexkomuccua Poccum

Ha NocTtexkomuccuro Poccumn Bo3noXxeHbl cnegyrowme
00Sf13aHHOCTM:

npoBeaeHne eanHon TEXHNYECKOW NONUTUKN U KoopAuHauua paboT no
3awuTte nHdopmMmauum;

opraHu3aums 1 KOHTPOrb 3a nNposegeHnemM paboT no 3awuTe

NHopMaLun B opraHax rocygapCTBEHHOIO yrnpaBieHus,
00beaNHEHNSIX, KOHLEPHAaX, Ha NpeanpuaTuax, B opraHm3aumax u
yupexgeHuax (He3aBMCUMO OT popM COBCTBEHHOCTM) OT YTEYUKU MO
TEXHUYECKUM KaHanam, oT HeECaHKLIMOHMPOBAHHOIO AOCTyna K
nHpopmauumn, obpabaTbiBaEMON TEXHNHECKUMU CpeaCcTBaMU, N OT
cneumarnbHbIX BO3AEUCTBUN Ha MHpOPpMaLNIO C Lenblo ee paspyLUeHus,
YHUUTOXEHUSA U UCKAXKEHUSL.
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[TopaaoK NULIEH3NPOBAHUSA
CpeacTB 3alinTbl MHdOpMaLUn

[TopsagoK NMUEH3NPOBaHNA CPeaCTB 3aLlUunTbl MHGOpMaLMn onpeaenseTcs
[TocTaHoBneHnamu lNpasutenbctea Pd:

-- N2 1418 “O nuueHsnpoBaHUN OTAENbHLIX BUOOB OEATENbHOCTU,

-- Ne 333 “O nuueH3npoBaHUM OEATENBHOCTN NMPEeanpPUATUN,
yupexaeHum n opraHmsaumn no NnpoBeaeHnio padoT, cBA3aHHbIX C
MCMNOSIb30BaHMEM CBeAEHNIN, COCTaBNAKLLNX rOCYOAAPCTBEHHYIO TANHY,
co3faHnemM CpeacTB 3alunTbl MHOPMaLNK, a TakkKe C OCYLLECTBIIEHUEM
MEpPOnpUATUIA U (UNIN) OKa3aHWeM YCIyr rno 3alimTe rocygapCcTBeHHON
TauHbl”,

-- Ne 770 “O06 yTBEPXOEHUM NOSMOXKEHUS O NIMLEH3NUPOBAHUN
OEeATENbHOCTU (PU3NYECKNX N IOPUANYECKUX NNLL, HE YMONTHOMOYEHHbIX Ha
OCYLLECTBIIEHNE ONepPaTUBHO-PO3bICKHOWN OeATEeNbHOCTU, CBA3AaHHOW C

— pa3paboTkoi, NPON3BOACTBOM, peanunsaumen, NnpuobpeTeHnem B LIENAX

npogaxu, BeBo3a B PP 1 BbIBO3a 3a ee npedernbl cneyyanbHbIX
TEXHUYECKMX CPEACTB, NpeaHa3Ha4YeHHbIX (pa3paboTaHHbIX,
NPMCNOCOBNEHHbIX, 3arnporpaMMnUpPoOBaHHbIX) OS19 HErNTacHOro Nony4vYeHnsd
NHopMaLmmn B NpoLEeCcce OCYLLECTBIEHNS OnepaTUBHO-PO3bICKHON
neaTenbHocTU,

-- pAAOM AOOKYMeHTOB [ocTexkomuccum Poccun. - 27

< )




[TopaaoK NULIEH3NPOBAHUSA
CpeacTB 3alinTbl MHdOpMaLUn

Bonpocbl cepTucpmnkaumm cuctem nHopmMmaunoHHon 6e3onacHoCcTH
onpepgensitoTca NoctaHoBneHuem lNpaButensctea Ne608 “O
ceptudukaumm cpeancTs 3aWwmTbl MHPopmauun’, TpedboBaHNAMU
3akoHoB “O cepTudgpukauum npoaykrtos un ycnyr’ n “0O 3awmrte
npaB notpedutenen”, paaom pykoBoAsLLNX OOKYMEHTOB

[ ocTexkomunccumn Poccun.

B cnyyae ncnonb3oBaHns He cepTUPULUPOBAHHBLIX
NHMOPMALMOHHBIX CUCTEM N CPEACTB X 0becneyeHnst puck, B
COOTBETCTBMU C 3 YacTblo cTaTbn 22 “3akoHa 00 nHdopmauumu...”,
NEeXNT Ha cOOCTBEHHUKe (BrnaaenbLue) 3TUX CPeacTB.

Puck, cBa3aHHbIM C UCNOMNb30BaHMEM MHOPpMaUNK, NOTyYEeHHOU N3
HE CepTUOUNLNPOBAHHOW CUCTEMbI, NEXUT Ha noTpebutene
NHdopmauun.
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[TopaaoK NULIEH3NPOBAHUSA
CpeacTB 3alinTbl MHdOpMaLUn

Obs3aHHOCTM Mo onpeaeneHnto Nnopsiaka N OCyLLECTBIIEHNIO
NUUEH3NPOBAaHNA N cepTUdnKaLnn 3aKpbITbIX CACTEM U
KOMMJIeKCOB TeJfIleKOMMYHUKaLMU, a TakK Xe Mo
OCYLLECTBNEHMNIO NIMLEH3NPOBAHUA OEATENBHOCTU MO
BbISIBIIEHUIO 3NIEKTPOHHbIX YCTPOMUCTB NepexsaTta
nHdopmaumum B COOTBETCTBUM C 3aKOHOM “O
dPepepanbHbIX OpraHax npaBUTEsNIbCTBEHHOU CBA3U U
UH(opmaunn’ BO3NOXKEHbI Ha doeaeparibHble OpraHbl
NpaBUTENbCTBEHHOWN CBA3N N MHOpMaLUW.
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OTBETCTBEHHOCTb 3a MPECTYMNSIEHNSA B
obnact MHOPMAaALMOHHbIX TEXHOMNOIMN

CocTtaBbl KOMMNBbIOTEPHLIX MPECTyNfeHnn (NepeveHb NPU3HaKos,
XapakTepunayruwmx odLLEeCTBEHHO OonacHOe AesiHNE KaK KOHKPETHOE
npectynneHune) npueeaeHsl B 28 rnase YK PO (BeegeH 1.1.97r.),
KoTopaa Ha3biBaeTcs "lpectynneHus B cpepe KOMNLIOTEPHON
nHdpopmauun™ 1 cooepXxnT Tpu cTaTbu:

"HenpaBomMepHbIU OOCTYN K KOMMNbOTEPHOU MHopmauun® (CT.

272)

"Co3aaHue, ncnonb3oBaHWe U pacnpocTpaHeHue BpeaoHOCHbIX

— nporpamm ansa IBM" (ct. 273)

"HapyweHue npaBun akcnnyatauuu 3BM, cuctembl 3BM unu nx
cetTn” (CT. 274)
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HenpaBomMepHbIN OOCTYN K
KOMMNbOTEPHOW MHAOPMaL MK (CT. 272)

Ctartba 272 YK npegycmaTpuBa€eT OTBETCTBEHHOCTb 3a HENMpaBOMEPHbIN
OOCTYN K KOMMNbOTEPHOW MHpopMaunmn (MHpopmMaunm Ha MaMHHOM
HocuTerne, B OBM unun cetn 9BM), ecnn 310 NOBMAEKNO YHUUYTOXEHME,
brnokmpoBaHue, mogmndunkauuo NMbo KonnposaHne NHMopmaLunu,
HapyweHne pabdoTbl BbIYUCIIUTESbHbBIX CUCTEM.

[lpecTynHoe gesHue OOMKHO COCTOATL B HenpaBOMEpPHOM AOCTyne K
OXpaHAeMON 3aKOHOM KOMMbITEPHON MHPOPMaLUMN..... MTPU YCNOBUMU, YTO
ObINN NPUHATBLI MepPbl UX OXPaHbl, ECINN 3TO AesHME NOBEKMNO
YHUYTOXEHME Nnn GnokmposaHue nHpopmaymn.

HenpaBomMepHbIM npu3sHaeTcs 4OCTYnN K 3alnLLEeHHON KOMMbIOTEPHOU
nHdopmauunm nmua, He obnagaroLlero NpasamMm Ha nonyyeHne n paboty ¢
OaHHoW nHdopmaumnen, NMbo KOMMNbITEPHON CUCTEMOMN.

BaxkHbIM siIBNS€TCS Hanu4ne npuYnHHOU CBA3U MeXay
HeCaHKLMOHNPOBaHHbLIM AOCTYMNOM 1 HACTynieHneM npeaycMoTPEHHbIX
cTaTben 272 nocnegcTsun...
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HenpaBomMepHbIN OOCTYN K
KOMMNbOTEPHOW MHAOPMaL MK (CT. 272)

HenpaBomMepHbIN JOCTYN K KOMMbIOTEPHON MHPOPMaLNU OOSMKEH
OCYLLECTBNATLCSH YMbIWIeHHO. CoBepLuas 3To npecTtynreHne, nnuo
CO3HAaEeT, YTO HenpaBOMEPHO BTOPraeTCAa B KOMMbIOTEPHYHO CUCTEMY,
npeaBNAUT BO3MOXHOCTb U HEN3OEXHOCTb HACTYNNEeHUs
yKa3aHHbIX B 3aKOHe NoCneACcTBUM, XXenaeT U CO3HaTesIbHO
AOoMnycKaeT UX HacTynneHne nnbo OTHOCUTCA K HUM 6e3pa3nnyHo.

MoTusbl 1 Lenun JaHHOro NPecTynnieHnsa MoryT ObiTb FTIIOObLIMU, YTO
NO3BONSAET NPUMEHATbL CT. 272 YK K BCEBO3MOXHbIM KOMIMbIOTEPHbLIM
nocAaraTenbCTBaM.OTO U KOPLICTHbLIA MOTUB, LieMNb NOMYy4YnTb Kakyo-nmbo
NHOPMaLNIO, XenaHne NPUYNHUTL BPe[d, XefaHne NpoBeEPUTL CBOU
npodeccmoHarnbHble CNOCOBHOCTN.

CTtaTbs COCTOMT U3 ABYX YacTewn.

B nepBo# YyacTtn Hanbonee cepbe3HoOe BO3OENCTBUE K
NPEecTYNHUKY" COCTOUT B NULLEHUM cBOBOALI A0 d8yX siem.

32

< )




HenpaBomMepHbIN OOCTYN K
KOMMNbOTEPHOWN NHAOPMaLnK (CT. 272)

YacTb BTOpas npeaycmaTpmBaeT B Ka4eCTBE MPU3HAKOB,
YCUINBAKOLLIMX YrOSTOBHYO OTBETCTBEHHOCTb, COBEpLUEeHUEe ero
rpynnou nuuy 6o ¢ ncnosib30BaHMEM CBOEro CryxebHoro
MOJI0OXXEeHUS, a paBHO MMEKLMM OOCTYN K MHPOPMaLMOHHON
BbIYMCNUTENBHON CUCTEME N OOMNYCKAET BbIHECEHWE MpUrosopa ¢
nvweHnem cesodboabl 0o nsmu sem.

CybbeKkTamMmu KOMIMbIOTEPHLIX MPEeCcTYynneHnn, MoryT ObITb J1UUa,
oocmuzawiue 16-nnemHez2o 8o3pacma, OOQHaKO YacTb BTopasi CT. 272
npegycMmaTpuBaeT Hanu4vne OOonorHUTENbLHOro Npu3Haka y cyobekTta
COBEpPLUMBLLErO JaHHOE NPEeCTYNiieHne - CryXXebHoe nonoxeHue, a
paBHO goctyn K 9BM, cucteme 3BM nnu ux cetn,
CNoco6CcTBOBAaBLUMX €ro COBEpPLUEHMIO.

Ctatba 272 YK He peaynupyem cutyaumio, korga
HenpaBOMEPHbIN AOCTYN OCYLLECTBNSETCHA B pe3ynkrate
HEeOCTOPOXHbIX AEeUCTBUN, YTO 3aTPYAHAET paccrnegoBaHme

0OCTOATENLCTB KOMMbLIOTEPHOIO NPECTYMHUKA. £ >
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Co3aaHune, ncnonb3oBaHue n
pacnpocTpaHeHne BpeaOoHOCHbIX
nporpamm ana 9BM (cT1. 273)

Ctartbs npegycmMmaTpuBaeT YroNoBHYK OTBETCTBEHHOCTL 3a cO3AaHue
nporpamm ans 9BM unmn nx mogudunkaumro, 3aBeaomMo
npuBoasiLime K HeCaHKUMOHNPOBAHHOMY YHUUTOXEHUIO,
GnoknpoBaHuio n moaucmnkaumm, nMbo KoONUPoOBaHMIO MHdOPMAaLMN,
HapyLeHUo paboTbl NHPOPMALIMOHHBIX CUCTEM, @ paBHO
UCNOJSib30BaHUEe TaKUX NporpaMm Unm MaluHHbIX HOCUTEeren ¢
TakKMMM nporpamMmmamum.

[log co3gaHnem BpeaoHOCHLIX nporpammam B cMbicrie CT. 273 YK PO
NOHUMAIOTCS NporpamMmel crneumnarnbHO paspaboTaHHblie OANA HapyLIeHns
HOPMasibHOro PYHKLMOHNUPOBAHUA KOMMbIOTEPHBLIX Mporpamm.

[Ona npuenevyeHnsa K OTBETCTBEHHOCTU MO 273 CT. HeobA3aTenbLHO
HaCTynsfieHne Kaknx-nmbo otpuuaTtenbHbIX NOCNeacTBUA ANa BnagensLua
NHopmMaunmn, gocTaTtovyeH cam hakT co3gaHuda nporpaMmm unu
BHeCeHMe N3aMeHeHUN B CyLecTBYOLMe nporpamMmmbl, 3aBeJOMO
NPUBOAALLNX K HEraTUBHBIM NOCNEACTBUAM, NEPEYNCINIEHHBIM B CTATbE,



Co3aaHune, ncnonb3oBaHue n

pacnpocTpaHeHne BPpeagoOHOCHbIX
nporpamm ansa 9BM (cT. 273)

[log ucnonb3oBaHuem nporpamMmmbl MNOHNUMaAETCA BbIlNYCK B CBET,

BOCMNpou3BeaeHne, pacnpocTpaHeHne N nHble AeNcTBmS No nx
BBeEeHUIO B 06OPOT.

YronoBHasa OTBETCTBEHHOCTb MO 3TON CTaTbE€ BO3HMKAET YXe B

pe3ylyibrtaTte co3aaHunA nporpamMmmbl, HE3AaBUCUMO OT TOro
NCNOJ1Ib30BasiaCb 31a NporpamMmmMa uin Her.

[MpecTynneHne, NnpeaycMoTPEHHOE YacTbto 1 CT. 273, MOXET ObITb
COBEPLLUEHO TONBLKO YMbILWEHHO, C CO3HAaHMEM TOro, YTO co3aHue,
NCNonNb3oBaHME UNN pacnpoCTPaHEHNE BPEOOHOCHbLIX NporpaMmm

3aBelOMO JO/MKHO NPUBECTU K HApYLLUEHUIO HEMPUKOCHOBEHHOCTH
NHpopmMaunu.
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Co3aaHune, ncnonb3oBaHue n
pacnpocTpaHeHne BpeaOoHOCHbIX
nporpamm ana 9BM (cT1. 273)

Llenn n MOTUBbLI He BIUAKOT Ha KBanudumkaumio nocaraternbCTea no JaHHoM
ctatbe. Camble briaropogHble nobyxaeHnsa (bopbba 3a 3KONMOrMyYecKyro
YUCTOTY MNaHETbI) HE UCKITKYaT OTBETCTBEHHOCTU 3a caMo Mo cebe
NpecTyrnHoe AesiHue.

MakcumarnbHO TshKenblM Haka3aHWeM ON49 NPECTYMNHUKA B 3TOM Criyyae
OyneT nuweHne ceoboabl 4O TpeXx neT.

YacTb BTOpasa CT. 273 B KayecTBe OOMOMHUTENBLHOIMO KBannduuupytoLero
Npu3Haka npegycMaTpuBaeT  HaCTYMNEeHUe TSKKUX  MOocrneactsum  no
HEOCTOPOXHOCTU - JIMLO CO3HaeT, YTO CcOo3JaeT BPEOOHOCHYIO Mporpammy,
ncnonb3yeT NMbOo pacrnpocTpaHSaEeT Takyko NporpaMmmMy Unn ee HoOCUTeNn u, NMbo
npeaBUANT BO3MOXHOCTb HACTYMMIEHUA TSXKKMX nocneactsmin, Ho 6es
OOCTaTOYHbIX K TOMY OCHOBaHMMW CaMOHaAesiAHHO pacCYMTbIBaeT Ha MX
npepoTBpawieHne, nNnMbo He npeaABMOUT ITUX MNOCNEACTBUMU, XOTHA Npu
HeobXxoaMMON BHMMATENBHOCTU U NPEeayCMOTPUTENBHOCTN AOMKHO U MOINO
UX NpeaycMoTpeTh.

o aTOM YacTu cyd MOXET Ha3HauuTb MakcumarnbHOe HakasaHue B BuAe
cemu siem siuweHuUsi ceo600kbl. L
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HapyLwieHune npasun akcnnyataumm 3BM,
cucrtembl IBM unun nx cetu (ct. 274)

Ctatbsl 274 YK yctaHaBnNMBaeT OTBETCTBEHHOCTb 3a HapylueHue
npasun 3kcnnyataumm OBM, cuctembl OBM unm wmnx cetn nuuom,
NMEIOLLIMM OOCTYMN K HUM, MOBMEKLIEE YHUUTOXEHUE, BriokMpoBaHne unm
MOONMUKALMIO OXpaHAEMON 3aKOHOM MHopmMaunn, ecrin 3TO AesiHue
NPUYUHUNO CyLUEeCTBEHHbLIN Bpea.

,D,aHHaFI yrofioBHad HopmMa He COAEPKNT KOHKPETHbLIX TEXHNYECKNX
Tpe6OBaHI/II7I N OTCbll1aeT K BEAOMCTBEHHbIM MHCTPYKUNAM U MNMpaBuiiam,
orpeaendarowmnMm nopaaokK pa6OTbI, KOTOPbIE AOOJ1KHbI YCTaHaBJINBATbCA
crneunasnibHO ynojiIHOMO4Y€HHbIM JIMUOM U AOBOANTBLCA A0

______nonb3oBaTtenemn.

Me>|<,u,y CbaKTOM HapyweHunda mn HactynmeBwunmM cCyLlecCTtBeHHbIM Bpeanom
AOMMKHA ObITb yCTaHOBJIEHa NpPpUYUNHHaAA CBA3b U MNOJNMHOCTLIO
AOKa3aHO, YTO HaCTynuBeLlune nocneacrtBuA ABIAIOTCA pe3ysfibTaTOM
MMEHHO HapyLlleHUA npaBui 3KCnnyatauumn.
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HapyLwieHune npasun akcnnyataumm 3BM,
cucrtembl IBM unun nx cetu (ct. 274)

[MpecTynHUK JOMKEH coBepLUaTh CBOE AeSHUSA YMbILWIIEHHO, OH
CO3HaeT, YTO HapyLLaeT npaBuna aKcnnyatauun, npeasuanT
BO3MOXHOCTb UM HEN3BEXHOCTb HEMPaBOMEPHOIro BO3OENCTBUS Ha
MHopMaLMIO N NPUYMHEHME CYLLECTBEHHOIO Bpeaa, XenaeT unm
cO3HaTenbHO A0MNyCKaeT NPUYNHEHWE TaKoro Bpeaa UM OTHOCUTCS K

ero HacTynneHuto 6e3pasnnyHo.

[lpecTynneHne HakasbiBaeTCs JUWIeHMeM fMpaBa 3aHUMMaTb
onpepeneHHbleé OOIMKHOCTU UNU 3aHMMATbLCA onpeneneHHoun
AEATENIbHOCTbLIO Ha CPOK A0 NATU JeT.

B 4yactu BTOpoM cTatbM 274 npegycmaTpuBaeTcd
OTBETCTBEHHOCTL 3a HEOCTOPOXHble AesHuA. [0 Hel [OOSKHbI
KBanuduumposaTbCs, Hanpumep, OeucTteus crneuuanucrta no
oBCnyXXnBaHUO CUCTEMbI YNPaBNEHUS TPAHCNOPTOM, YCTaHOBUBLLETO
NHOULUNPOBAHHYIO nporpammy 0e3  aHTUBMPYCHOW MPOBEPKMU,

NnoBJieKwee Cepbe3HYO TPAHCMOPTHYHO aBaputo. P 38
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HapyLwieHune npasun akcnnyataumm 3BM,
cucrtembl IBM unun nx cetu (ct. 274)

[lpeayCMOTpEeHHbIE COCTaBbl KOMMbIOTEPHbLIX MPECTYMNIEeHNN He
OXBaTbIBAKOT MOJSIHOCTbIO BCEX BMOOB COBEPLUEHUA KOMMbHOTEPHbLIX
nocsaratenbCcTB. XOTH, BO3MOXHO, B 3TOM cny4dae byayT "okasblBaTb
nomowib" ctatbn 146 YK PO (HapyweHne aBTOPCKUX U CMEXHbIX
npas) nu 147 YK P® (HapyweHne nsobpeTtaTenbCKnMx M naTeHTHbIX
npaB), Qawwue BO3MOXHOCTb YrofiIoOBHOrO MpecrnenoBaHns 3a
He3aKoOHHOE UCMOoNbL30BaHMe NporpamMmHOro obecrnevyeHms.
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