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Komnwviomepnutii 6upyc — 610 8pedoHOCH020
nPOSPaAMMHO20 0becneueHust, CNOCOOHBIU CO30A8aAMb
KONUU CAMO20 ceOsl U BHeOPAMbCs 8 KOO Opy2ux
npocpamm, cucmemmvle 001acmu namamu,
3a2py30uHble CEKMOPbl, A MAK Hce PACNPOCMPAHIMb
C80U KONUU NO PA3SHOOOPA3HBIM KAHALAM CEA3U, C
Yenbio HapyuieHusi pabomuvl NPOSPAMMHO-ANNAPATNHBIX
KOMNJIEKCOo8, YOaneHus (haiiios, npueeoeHus 8

He200HOCMb CIMPYKMYP pameujeHuss OaHHbIX, 3 ke
OJIOKUPOBAHUSL PAOOMbL NONIL308AMeENel UTU JiCe (9]
npugeoenue 8 He200HOCMb ANNaApamHulX KOMNIEKCO8 "_"Q'I@' :
KoMnbiomepa. sl
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Kiaaccupukanusa T

HpiHe cyliecTByeT HeMano pa3sHOBUIHOCTEN BUPYCOB, Pas3il
110 OCHOBHOMY CITOCOOY pacrnpoCTpaHeHus U (PyHKIMOHAIBHOCTH
PacTér n QyHKIIMOHAIBHOCTH BUPYCOB, KOTOPYIO OHH Meper — =~ "
JAPYTUX BUJIOB POrPaMM.
B Hacrosinee Bpemsi He CyIIEeCTBYET €AMHON CUCTEMBI KilacCU(pUKALIMU U
MMEHOBaHUs BUPYCOB. [IpuHATO pa3nensiTb BUPYCHI:
0 TIOpakaeMbIM 00beKTaM ((pailioBbie BUPYCHI, 3aTPy304HbIE BUPYCHI,
CKPHUIITOBBIE BUPYChI, MAKPOBUPYChI, BUPYCHI, TOPAXKAIOIINE UCXOIHBIN
KOZ);
(aiisIoBBI€ BUPYCHI ACIAT [10 MEXAHU3MY 3apaKCHUS: TAPa3UTUPYIOLIUE
N00aBIAIOT ce0s B UCTIOMHAEMbIN (Paiisl, mepe3antchiBatOIIe
HEBOCCTAHOBUMO MOPTIT 3apaXEHHBIN Paiii, «CIyTHUKW UAYT OTACIbHBIM
(aiinom.
10 MOPaXKaeMbIM ONEPALMOHHBIM cucTeMaM U miatdopmam (DOS,
Microsoft Windows, Unix, Linux);
10 TEXHOJIOTUSIM, UCIIOJIb3YEMbIM BUPYCOM (ITOIMMOP(HBIE BUPYCHI, CTEJIC-
BUPYCHI, PyTKUTHI);
IO SI3bIKY, HA KOTOPOM HamucaH BUpYC (accemOiep, BBICOKOYPOBHEBBIH SI3bIK
MPOrPaMMHUPOBAHUS, CKPUTITOBBIH S3BIK);
10 JOTIOJIHUTEJIbHOM BPEIOHOCHON (DYHKIIMOHATBLHOCTH (O3KI0PHI,
KEUJIOTTEPHI, IIMUOHBI, OOTHETHI).
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NMpuMmepbl KOMNbIOTEPHbIX
BUPYCOB

Penetrator (pannosBbin BUPYC)
TpossHCKass nporpaMMa (3arpy304Hbin)
Macro.Word97.Thus (MakpoBupyc)
Trojan.Winlock.6412 (3arpy304Hblii)




KoMrbroTepHbI BUPYC, CO34aHHbBIM POCCUUCKUM CTYAEHTOM [AMUTPUEM
YBapoBbIM. Bupyc 6bi1/1 HarimcaH Ha Visual Basic n npegHa3Ha4yasics
A5 oniepauynoHHbix cuctem Windows ¢ rnnpoyeccopom x86. [laHHbIN BUPYC
BHEAPSAETCS B ONepauynoHHYO CUCTEMY U BbIMOJIHAET AECTPYKTUBHbIE
AencTBusi Hag avinamu .avi, .doc, .jpg, .jpeg, .mp3, .mpeg, .mpg, .pdr,
.rar, .vob, .zip, B HO4Yb Ha repBoe sIHBapsl.

Xapakrepucruka:
Bupyc pacripocTpaHsieTcs ¢ rniomolybro panina flash.scr, Tem cambiM
MacKupysiCb o/ rnporpamMmy — CKpuHceusep. Takxxe 6bl/in OTMEYEHbI
eAMHNYHbIE C/lyYaun, Korga BupyCc MackupoBasicsi rnoa gava mp3.
[Mpn 3anycke ucnosiHgeMoro amnna Bupyc BHeapsieTcs B
nanky «\Documents and Settings\All Users\/IoKyMeHTbI\»,
dannom Documents.scr, ans onepaunoHHon cuctembl Windows XP,
npeaBapuUTeNbHO BHEAPSASCb B ONepaTUBHYIO NaMsaTb 1 B pa3aen
aBTO3arpy3kun. 3apaxeHue panioB HauMHaeTcd nnuwb 1 gHBapA.
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TposiHCkasi nporpaMma (Takxxe — TPOSIH, TPOSIHEL, TPOSIHCKNI KOHb) — BPE/OHOCHas
rnporpamMma, pacrpocTpaHsieMas 1t04bMu1, B OTJINYNE OT BUPYCOB M YEPBEN, KOTOPbIE
PacripoCTpaHsItoTCs CaMorpon3BOJIbHO.

«TpOSsIHbI» — CaMbIn MPOCTOU BUA BPEAOHOCHbLIX MPOrpamMm, C/1I0XKHOCTb KOTOPbIX
3aBUCUT UCK/TOYUTE/IbHO OT C/IOXXKHOCTU UCTUHHOM 3a4a4m1 n CPEACTB MacKUpOBKMU.
Camble NMpUMUTUBHbLIE <KTPOSIHbI» (Haripymep, CTUPAarLIMe COAEPXKXUMOE ANCKa P
3arycKke) MorytT UMeTb MCXOAHbIN KOA B HECKOJ/IbKO CTPOK. TpOsSiHCKasi NporpaMmMa MOXeT
UMUTUPOBATb UMS N MKOHKY CYLLECTBYIOLLEN, HECYLLECTBYIOLLEN, NN NPOCTO
npuBneKaTesibHOW NporpamMMbl, KOMMNOHEHTa, Unn ganna AaHHbiX (Hanpumep
KapTUHKW), KaK ANd 3arnycka nosib3oBaTenem, Tak U Aas MaCKMpPOBKU B CUCTEME CBOEro
NPUCYTCTBUS.

TpossHCKasa nporpaMma MoOXeT B TOM UM UHON Mepe UMUTUPOBATb UM AaXe

MOJSIHOLIEHHO BbIMOIHATL 3a/a4y, NoJ KOTOPYH OHa MackmpyeTtcs (B NocneaHeM ciy4vae
BPEAOHOCHbI KO BCTpauBaeTCs 3N0YMbILUNEHHUKOM B CYLLIECTBYIOLLYIO MPOrpaMmy)

PacnpocrpaHeHue:

TposiHCKne rporpaMmbl pacripoCTpPaHsOTCS JIKAbMU — KakK HENoCpeEACTBEHHO
3arpy>xaroTcsi B KOMMbOTEPHbIE CUCTEMbI 3/10YMbILLIJIEHHUKAMU-UHCaNAepamMu, TaKk U
noby>kAaroT osib30BaTesIeN 3arpyXXatb U/uimn 3aryckartb X Ha CBOMX CUCTEMAaX.
15 AOCTUXKEHMS TOC/IEAHEIO, TPOSIHCKMNE MPOorpamMMbl MOMELLAIOTCS
3/10YMbILLUJIEHHNKAMN HaA OTKPbITbIE U/IN MHAEKCUPYEMbIE pecypchl (pani-cepBepbl u
cucTemMbl arizioobMeHa), HOCUTEIM MHBOPMaLnmn, rMPUCbIJIaroTCs C NMOMOLLBIO C/1yXK6
obmMmeHa coobLyeHusiMu (HaripuMep, 371EKTPOHHOM OYTOM), NornagaroT Ha KOMIbIOTEDP

yepes bpelun 6e30nacHOCTU MIn 3arpyXaroTcs CaMmUM 0J/1b30BaTE/IEM C aApPECOB
[0J1YYEHHbIX OAHMUM U3 MEepPeYnC/IEHHbIX Cr1ocob60B.



Llenbro TPDOSIHCKON NporpaMmmbl MOXKET O6bITh:

3aKkaymBaHue n ckaymBaHune ansios

KOIMUPOBaHMeE JI0XKHbIX CCbIJIOK, BEAYIMX HA M104A€E/bHbIE BE6-CalThl, YaTbl
Wan Apyrue canTbl C perncTpaymnen

co3qjaHne rnoMmex pa60Te roJsib3o0Baresisd

MOXULLIEHNE AaHHbIX, NMPEACTaB/ISIOLUNX LULEHHOCTb UJIN TalHY, B TOM YUCJIE
MHpopMaLumnn 4715 ayTeEHTUDUKaUMU, 47151 HECaAHKLMOHUPOBaHHOIro A4OCTyria K
pecypcaM, BblyXXKUBaHWNE AeTasien KkacatesibHoO 6aHKOBCKUX CYETOB, KOTOPbIE
MOryT 6bITb UCIOJ/1b30BaHbl B MPECTYIHbIX LEJISIX

PacripocTpaHeHue Apyrux BpeAOHOCHbIX MporpamMm

YHUYTOXEHNE AaHHbIX (CTUpaHue nan repernncbiBaHne aHHbIX Ha ANCKE,
TPY/AHO 3aMeyqyaeMble rNoBpeXAeHUsT ¢arsioB) n obopyoBaHUs, BbIBEAEHUS U3
CTPOSI U1 OTKa3a 0b6C/1y)XKUBAHWS KOMIMbIOTEPHbBIX CUCTEM, CETEU

cbop aapecoB 3/1EKTPOHHOM MoYTbI U UCIMOJ/Ib30BaHNE UX AJ151 PACChIJIKU CriaMa
LLIMMMOHCTBO 33 I10/1b30BaTE/IEM M TaMHOE COObLEHNE TPETbUM STNLIaM
CBEZIEHMNU, TAKUX KaK, Haripumep, ripuBbI4YKa rnoCceLleHNS CanToOB
AE3aKTUBaLIMS NN co3gaHmne rnomex pabore aHTUBUPYCHbLIX MPorpamMm



MaKpo-BUpyC, COAEPXUT Tpu npoueaypsl
Document_Open
Document_Close
Document_New

3apakaeT 06/1acTb CUCTEMHbIX MakpOCOB MPU OTKPbITUX 3apa)XeHHOro
AoKyMeHTa. OcTanbHble NOKYMEHTbI 3apaXaeT Npu UX OTKPbITUE, 3aKpbITUK
N CO3A4aHUMN.

13-ro gekabps Bmpyc vweTt 1 yganseT Bce ansibl B KOPHEBOM KaTasiore u
BCex nogkartasnorax aucka C:















