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1. NloHATHME BpeaOHOCHOro NnporpaMmmMHOro
obecne4vyeHus

K BpegoHOCHOMY nporpaMmmMHoOMY
obecnevyeHmnto OTHOCATCH CETEBbLIE YEPBU,
KOMMbIOTEPHbIE BUPYChIl, TPOAHCKNE
nporpamMmbl, XakepCKnUe yTUnuTbl U
npovme nporpamMmmbl, HAHOCSILLME KaKoMn-
nnbo Bpea KOMMbIOTEPY, Ha KOTORO!
OHW 3anycKalTCH, UNn Apyrum
KOMMNbOTEPaAM B CETW.

(http.//www.viruslist.com/ru)
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XPOHUKUN «YYMbI» KOMNbIOTEPHOINO BEKa

« »
nogsena «BuUpycHble» utorn 2005
r. E.Kacnepckumn koHcTaTupoBarn
OBOMHOE yBEeNuYeHne KonmyecTsa
BpegoHOCHbIX nporpamm B 2005 T.
B mecsay nx nosensietcs 6onee 50
ThbIC., M BCE Yalle co3[atTCs OHU
He XxakepaMun-camoy4ykamu, a
OpraHn3oBaHHbIMMW MPECTYMHbIMU
rpynnamMm ¢ Lernbio U3BreYeHuns
KOMMEPYECKOWN BbIroabl.
NCTOYHNK:

bonee yeTbipex TbicaY
KOMMaKT-ANCKOB C KOM-
NblOTEPHBIMU BUPYCaMMU
N3bATLI Y NpodaBLa Ha
paguno-pblHKe. LleHbl 3a
KOMMaKT-ANCKN C
obnoxkamm «
» CTOUNN He
O0pOXe, YeM AUCKU C

dunbmMamm nnn mMy3sbIKOMW.

NCTOYHUK:

E>xerogHoO amepukaHCcKum

ExxerogHo

amepukaHckumn HCTuTyT
KOMMbloTEpHON 6e30nacHoOCTu
COBMECTHO C KOMMbKOTEPHbLIM
nogpas-geneHvem

npoBoanNT
BecbMa nogpob-Hoe
nccnenoBaHmMe KOM-NbOTEPHON
npectynHocTu Mo ntoram 2005
I. NIepBO€ MeCTO Mo YyObITKaM
Tpaan-LUMOHHO 3aHMMaloT
BUpYCbl. B cymme OHM HaHecnu
notepu B 42 757 767 fonnapos

{38,;86% OT BCex yObITKOB 13-3a
NT-yrpos).
NcTOYHMK:




2. Knaccudukaumsa BpegoHOCHOro
nporpaMmMHOro obecne4vyeHus

BpeooHoOCHoe nporpamMmMHoe
obecneyeHue

Knaccuueckue Mpouwne

TposiHCKue
nporpamMmbi

KOMNbHOTEPHbIE CeTteBble yepBu

BUpYChI

BPeAOHOCHbIe
nporpammbil

- C6op nHdopmaummn DoS.Perl.
Mocreayio- Win32.Fu " ee nepepava Trojan-Proxy MpOHMKHO- L Worm.Win32. «3amyco- b Avirt
Wi 3anyck nLove. 3r0YMBbILLMEHHUKY | 2 . BEHWE Ha Lovesan puBaH1e»
3662 Win32. yAaneHHble cetn
CBOEro koaa Mitglieder KOMIMbIOTEPbI HackTool.Win
: L 32.CrackSear
Win32. I-Worm.Swen > ch.a
Xorala Pa3spyLueHne nnm
[anbHenwee 3roHaMepeHHasi Backdoor. 3anyck cBoen CeTeBble
BHeOpeHue B mMoaudvKaums P Agobot.gen KOnuu Ha aTaku Flooder.
apyrue Win32 P yaaneHHoMm | g Win32
in32.Pa KOMIMbIOT! .Fuxx
Kop;ﬂeﬂcgpg;:;) . tito. 0 torepe L I-Worm.Sobig.f Banomuumku
HapyLweHue Trojan-Downl ' yAaneHHbIX
paboTto- | oader.BAT.Ft KOMIMbO- | DoS.Win32
CrMocoBHOCTM p.ab Tepos .DieWar

Win95.
P Spaces.
1245

[anbHenwee
pacnpocTpaHeH
ne Ha gpyrue

KOMMblOTEPA

VMcnonb3oBaHue KOMMbIOTEPbI B daTanbHble

pecypcoB cetn ceTeBble
KOMMbloTepa B aTaku
HebnaroBMaHbIX

uenax




Knaccuuyeckue
KOMMNbIOTEPHbIE BUPYCbI

K naHHoM kaTteropum
OTHOCATCA NporpamMmeil,
pacnpocTpaHsitoLLne cBon
Konum no pecypcam
NnoKanbHOro KoMnblTEPa C
Lenbto: nocneaytowiero
3anycka cBoero koga npu
Kaknx-nmbo gencTBusx
nonb3oBaTens; AanbHenwero
BHeApeHus B gpyrue
pecypcbl KOMMbOTEPA.

CeTeBble 4YepBUu

K maHHoW kateropum
OTHOCATCA Nporpammsi,
pacnpocTpaHsaoLLMe CBOM
KOMWM Mo NoKasnbHbIM W/unm
rnoGarnbHbIM CETSAM C LienbHo:

NPOHUKHOBEHNSA Ha
yAaneHHble KOMMbTePbI;
3anycka cBoeu Konumu Ha
yAaneHHOM KOMMbIoTepe;
JanbHenLwero
pacnpocTpaHeHus Ha apyrue
KOMMbIOTEPDLI CETHU.

TposiHCKMe nporpamMmbil

B oaHHylo kaTteropuio
BXOAAT NporpamMmbl, ocy-
LLEeCTBMSAOLLME HECaHKLIMO-
HUPOBAaHHbIE MNonb3oBaTe-
nem gencTeusi: cbop MH-
cdopmaumu 1 ee nepedady
3MOYMBILLIIEHHMKY, ee pas-
pyLLUeHWe unu moaguduka-
LmMio, HapyLleHne paboTto-
CNocoBHOCTU KoMMbioTepa,
1Cnonb3oBaHWe PecypcoB
KomMbloTepa B Hebnaro-
BUOHbIX LieNsix.

Mpouyne BpeaOHOCHLIE
nporpamMmmbl

K naHHOM KaTteropum
OTHOCATCA:

YyTUNUTbI aBTOMaTU3aLumm
CO30aHna CeTEBLIX YEPBEN,
BUPYCOB U TPOAHCKUX
nporpaMmm

onbnmotekn,
pa3paboTaHHble Ans
cOo31aHnsA BPe4OHOCHOIo
Mno;

YTUNUTbI CKPbITUS Koga
3apaxKeHHbIX pannos ot
aHTMBUPYCHOW NPOBEPKN




3. KoMnbTEepHbIe BUPYChI

CyLLecTBYET HECKOMNbKO OnpeaeneHnin KOMnbTEPHbIX
BMPYCOB.

«KoMnbloTEPHBIN BUPYC — 3TO CneunanbHO HanncaHHas,

HebornbLUas No pasMmepam nporpamMmma (T. €. HEKoTopasi COBOKYMHOCTb
BbIMOSIHAEMOro Kofa), KoTopas MOXET «MpUnncbiBaTb» cebs K Apyrum nporpaMmmam
«3apaxaTtb» UX), co3gaBaTb CBOW KOMUU N BHEOPATb UX B dbaisibl, CUCTEMHbIE 0DacTu
KOMMbOTEpPa U T. 4., @ TakKKe BbIMOMHATL pasfindHble HexXenartesibHble 4eNCTBUS Ha
komnbtoTepey (3, 208).

«KomnbloTepHbIM BUPYCOM HasblBaeTcsi crnocobHasa K caMoOBOCMPOM3BOACTBY U
pa3MHOXEHMIO NMporpamMma, BHeapsoWasacs B gpyrue nporpaMmmbl» (2, 145)

«KomnbloTepHbI BUPYC - doparMeHT UCMONHAEMOro koaa, KOTOpbI KonupyeT cebs B
Opyryto nporpaMmmy (rnaBHyto nporpammy), moanduumpys ee npu atom. [lybnmpys cebs,
BMPYC 3apaxkaeT apyrue nporpaMmbl. BUpyc BbINONHAETCSA TOMNbKO NpY 3amnycke rmaBHOM
nporpamMmbl 1 BbI3bIBAET €€ HenpeackasyeMoe noBeaeHne, NPUBOASLLEE K YHUHTOXEHUIO
N UCKaXXeHWU0 AaHHbIX U nporpamm» (http://www.glossary.ru).

«KoMnblOTEPHBIN BUPYC - NporpamMmma, MMerLlast BO3MOXHOCTb CO34aBaTb CBOU
aybnukatbl (He 06s3aTenbHO coBnagatoLme ¢ OpuUrMHanom) n BHeApPsSTb UX B
BblYUCNUTENbHbIE CETU N/UNK doannbl, CUCTEMHbIE 06NacTX KOMMbOTEPA N NpoYmMe
0OBEKTbI C LENb UCKaXXEHNSA U YHUYTOXEHNSA OaHHbIX U nporpamMm.(Crnosapb
npuknagHon nutepHetnkn / Hexaes C.A., KpusoweunH H.B., AHgpees U.J1., Ackesnd A.C.)
[Mpun aTOM AyGnuKaTbl COXPaHSAT CNOCOBHOCTL K AanbHENLWEMY pacnpoOCTPaHEHUIO.
Takne nporpamMmmel, Kak NPaBuIo, COCTaBSAOTCS Ha S3blke accembrepa, HUKaKnx
COOOLLIEHMI Ha 3KpaH Ancnnes He BblaatoT. [epeHocAaATcs Npu KONMPOBaHUK C ANUCKA Ha
anck nmbo no cetn NHTepHeT.(Crnosapk npuknaaHon nutepHetnkn / Hexaes C.A.,
KpmBowewnH H.B., Anopees W.J1., AckeBuy A.C.)




NMepBbIN BUpyc ana PC

[Nepsbiit BUpyc ansa PC 6bin obHapyXeH poBHo 20 neT Hasapj - B
saHBape 1986 roga. HasbiBanca oH Brain.A n pacnpocTtpaHancs
"nepeKkpecTHbIM OnblfieHneM" - Yepes OUCKETDI.

NHUUMpPYS 3arpy304HbIA CEKTOP MaLUMHbI, BUPYC NpUcTynan K
KONMpoBaHMio cebda BO BCe AOCTYNHble doannbl. Bupyc bbin
be3onaceH, He NMPUYNHASN HUKakoro ocoboro Bpeaa, HO UMEHHO OH
cTan pogoHadanbHUKOM OSIMHHON BEPEHULbI CBOUX
nocnepgosareneu, 3a npoweawune 20 neT ycrnesLmnx
"9BONOLUMOHNPOBATL" B MOPOM BECbMA arpeccuBHbie "ocodbn”.

Bupychbl e, nopaxaroLune 3arpy304HbIn
cekTop, bnaronony4Ho "BbiMepnun" yxe c
1995 roga, korga nPoOTUB HUX NMOSABUIIUCH
0O0CTaTOYHO 3 EKTUBHLIE CpeacTBa
6opbbbI, @ caMn ANCKETLI NOYTU NepecTanm
NCNONb30BaTbCH - NOABUNACH TEXHOMOMA
ONTUYECKNX HOCUTENEMN. i

(Ithews.com.ua) N B,




UcTopua KoMmnbrOTEepHbIX BUPYCOB - OT
APEeBHOCTU A0 HalUnX AHEW

Ha caunTe http://apisoft.nnov.ru

a AlN-Codpt - Cratby 1 0630phi - Microsoft Internet Explorer

«O nosiBNeHnn nepBoro T
KOMMBIOTEPHOTO BUPYCa MHOTO BT
pasHbIX MHEeHMW. [JonoannHHO

TONbKO U3BECTHO, YTO HA MaLLNHE
Yapnb3a babbungxa,
cunTaroulerocsi nsobperarenem
NepBOro KOMMeTEPA, Ero HE
6bi10, a Ha Univax 1108 n IBM
360/370, B cepeanHe 1970-x rogos
OHWN yxe Oblnn. MHTepecHo, 4YTo
noesa KOMNbITEPHbIX BUPY-

COB NosiBUacb HAMHOIo paHbLUe
caMux NepcoHarbHbIX
KOMIMbIOTEPOB ».
(http://apisoft.nnov.ru)

Grarby 1 0630pb1
HCTOpMN KOMIMbHOTEPHDbIX BAPYCOB - OT APEeBHOCTU A0 HalMX AHeﬁ

e Cratea NO1
. TA NO2
o CTatea NO3
o CTaTea N24
. TeA NOS
o Cratea N96
e Cratesa NO7
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Knaccudukauma BupycoB

OOnH U3 aBTOPUTETHENLLNX
«BMpYyCOSioros» CTpaHbl EBreHnmn Kacnepckuu
npeanaraeTt ycroBHO KnaccnduumuposaTb
BUPYChbI MO crneayrwmm npmsHakam:

[Ino cpene obutaHusa BMpyca;

[Ino crnocoby 3apaxeHusa cpeabl 0OUTaHUS;
[Ino AecTpyKTUBHLIM BO3MOXHOCTSIM;

[Ino ocobeHHOCTAM anroputma Bupyca.

KAIPZR{KY 3



Cpeaa cyuwiectBoBaHMS BUPYCOB

OﬂepaLl,I/IOHHaFl cucrtemMa unun npuroxeHmne Moxet noaBeprHyTbCA BUPyCHOMY HanageHMo B TOM
Cllydae, eClimt OHa nMeeT BO3MOXHOCTb 3anyCTUTb NporpamMmmy, He ABNAKLYHCA YaCTbio camou
CUCTEMBbI. ,D,aHHOMy YCJ10BUIO yOOBNETBOPAKT BCE NonyndpHble «KHAaCTOJIbHbIE» OnepaunOHHbIe
CnUCTeMbl, MHOIne O('bI/ICHbIe NPUNoOXeHums, rpacbvlqecme penakTopbl, CACTEMbI MPOEKTUPOBAHUA N
npoyume nporpamMmMHblie KOMMJIEKCbI, MMeKLLIMe BCTPOEHHbIE CKPUNTOBbIE A3bIKA.

KOMI'IbI-OTeprIe BUPYChbI, 4epBU, TPOAHCKMNE NporpamMmmbl CyLLECTBYIOT OJ14 OECATKOB
ornepaunoHHbIX CUCTEM U I'IpMJ'IO)KGHVIVI. B 10 Xe BpemMA CcyllecTtByeT OrpoMHOE KOJfiM4eCcTBO
Aapyrnx onepaunoHHbIX CACTEM U I'IpMJ'IO)KGHVIVI, OnA KOTOPbIX BpeOOHOCHbIE NMporpamMmMbl NoKa He
06Hapy)KeHbI. UTto aBnsieTcs I'IpM‘-IMHOﬁ cyuwecTtBoBaHUA BpeaHbIX nporpaMm B O4HUX CUCTEMaX U
OTCYTCTBUA UX B ,El,pyFI/IX?

[MprymHOM NosiBNeHna NoA0BHbLIX MPorpamMM B KOHKPETHOM OnepaunoHHOM cucTeme unm
NPUNOXEHNN ABNAETCH OQHOBPEMEHHOE BbINOSTHEHNE CIieayoLLNX YCNOBUN:

NonynApHOCTb, LUMPOKOE pacnpocTpaHeHne JaHHOW CUCTEMDI;

HanuMyne pasHoobpasHoOM 1 OCTATOYHO NOSTHOM AOKYMEHTaLMN NO CUCTEME;

He3alNLeHHOCTb CUCTEMbI UIK CyLLleCTBOBaHNE N3BECTHbIX y$|3Bl/IMOCTeI7I B cucteme 6e30nacHOCTMW.

Kaxooe nepeyncrnieHHoe ycrioBue siBnsieTcss HeobxoauMbIM, a BbINOMHEHNE BCEX TPeX YCroBUiA
OOHOBPEMEHHO SIBMNSETCHA A0CTATOYHbIM AN NOSABNEHNs pa3HOObpasHbIX BPEAOHOCHbIX
nporpamMmm.



KTo co3paaeTt BupycCbl ? P\ ViR

KTo n nouemy cozgaet Bpe4OHOCHbIE NPOorpaMmbI?

OcHoBHasi Macca 8UpyCco8 N TPOSIHCKMX MporpaMmM B MPOLUSIOM co3faBanach CTyAeHTaMu U LKOMNbHMKaMMU,
KOTOPbIE TOMbKO YTO U3YYMIN S3bIK MPOrPaMMUPOBaHNSA, XOTeN Nonpo6oBaTb CBOU CUSbI, HO HE CMOITN HAWTU
ANs HUX 6ornee OoCToNHOro NpumeHeHus. OTpageH TOT akT, YTO 3HaYUTENbHAs YacTb NOAOGHbLIX BUPYCOB UX
aBTOpPaMu He pacnpoCTpaHsnach U BUPYCbl Yepe3 HEKOTOPOE BPeMSl yMUpanu caMu BMECTe C AUCKaMn, Ha
KOTOPbIX XpaHUMCb. Takne BUPYCbl MMCanuCh U NULLYTCS MO Cel AeHb TONbKO AN CaMOyTBEPXKOEHUS UX
aBTOPOB.

Bmopyto epyniny co3gartenen BUPYCOB Takke COCTaBNAKT Monodble Nnoaun (Yawe — CTyAeHTbl), KOTopble eLe He
MOMHOCTBIO OBNagenn NCKYCCTBOM NpOorpaMmMupoBaHms. EQMHCTBEHHAA NpyMYKnHa, TONKalLWwas nx Ha HanncaHue
BMPYCOB, 3TO KOMMSIEKC HEMOMHOLEHHOCTU, KOTOPbI KOMMNEHCUPYETCA KOMMNbIOTEPHbBIM XYNUraHCTBOM. M3-nog,
nepa NnogobHbIX «yMemnbLEB» YAaCTO BbIXOAAT BUPYCbl KpaHe NPUMUTUBHBbIE U C 6ONbLLIMM YNCIOM OLLIMOOK
(«CTyaeH4Yeckme» BUPYChI).

CTtaB cTapLue u onbiTHEE, MHOIME 13 NogOOHLIX BUpyconucaTenen nonagatT 8 mpemaeko, Hambonee onacHyr
rpynny, KoTopas co3gaeT 1 3anyckaeT B MUp «npoceccuoHanbHble» BUPYCbl. OTU TLATENbHO NPOgYMaHHbIE U
OTNaXXeHHbIE NporpamMMbl CO34atTcs NPodeCCMOHanNbHbIMK, YacTO OYEHb TaNaHTIMBLIMU NPOrpaMMNCTaMN.
Takne BMpYCbl HEpPeaKo MCMNONb3YT 4OCTATOMHO OPUTrMHAarbHbIE anroOpUTMbl MPOHUKHOBEHUSA B CUCTEMHbIE
obnacTtu gaHHbIX, ownbKkn B cuctemax 6e3o0nacHOCTM OnepauuoHHbIX cpen, coumanbHbi MHXUHUPWHT U NpoYne
XUTPOCTW.

OTaenbHO CTOUT Yemeepmasi epyrina aBTOPOB BUPYCOB — «UCCriefoBaTenmn», OBONbHO COOOpasnTenbHble
NPOrpaMMMICTbI, KOTOPbIE 3aHNMAalOTCS M306PETEHMEM NPUHLMNNATBHO HOBbIX METOLOB 3apaXkeHWs!, CKPbITUS,
NpOTMBOAENCTBUS aHTMBMPYCcaM U T. 4. OHU e NpuaymMblBatoT criocobbl BHEAPEHMS B HOBbIE ONepaLMOHHbIe
cMcTeMbl. TU NpoOrpaMMUCTbI NULWLYT BUPYChl HE paan cobCTBEHHO BUPYCOB, a CKOpee paau uccrnenoBaHus
NOTEHUMANOB «KOMMbOTEPHON dhayHbl». YacTo aBTopbl NOAOGHLIX BUPYCOB HE pacnpoCTPaHSIOT CBOWM TBOPEHMS,
OfHaKO aKTMBHO nponaraHaupyrT CBOU MOEN Yepe3 MHOTOYMCIEHHbIE MHTEPHET-PECYPChI, NOCBSLLEHHbIE
CO3[aHui0 BUPYCOB.



4. [pn3Hakn NOABMEeHNA U CNOCOObLI 3apaXeHUs

BUpycamum

HenpodbeccmnoHany cnoXHo oGHapyXnTb NPUCYTCTBUE BUPYCOB Ha
KOMNbLKOTEPE, MOCKOSIbKY OHM YMENO MacKUpYyoTca cpeamn 00bIYHbIX
doamnnos.

lNpu3Haku 3apaxeHuns

BbIBOA Ha 3KpaH HeENpPeayCMOTPEHHbIX COObLLIEHNN NNK
N300paxxeHun;

nogada HenpeayCMOTPEHHbIX 3BYKOBbIX CUIHAsIOB;
HeOXnaaHHOe OTKPbITUE 1 3aKkpbiTue notka CD-ROM-
YCTPOWCTBA;

NPOWn3BOSIbHbIN, 63 BaLlero y4yacTtusd, 3arnyck Ha
KOMMNbKOTEPE KaKUX-NTIMOO NnporpamMmm;

Npwv HaNM4YMn Ha BaLleM KOMMNbIOTEPE MEXCETEBOIO
9KpaHa, noaBneHmne npeaynpexngeHnn o nonbiTke Kakou-
nmbo n3 nporpamMmm BaLLEro KOMNbOTEPA BbINTU B
WHTEPHET, XOTHA Bbl 3TO HUKAK HE NHULIMMPOBarMu.



Ecnu Baw KoMnblOTEpP 3apaxeH

He naHnkymnte! He nogaaBaTtbCs NaHUKe — 30510TOE NpaBuio, KOTOpoe MOXET n3baBuUTb
BacC OT NOTEPU BaXKHbIX OAAHHbLIX N NULLHUX NepeXxuBaHni.

OTKNIOYMTE KOMMbIOTEP OT UHTEPHETA.
OTKIOYNTE KOMMNBIOTEP OT JTOKarbHOM CETU, ECINN OH K HEW ObIN NOOKIHOYEH.

Ecnu cumnTom 3apaxeHna COCTOUT B TOM, YTO Bbl HE MOXETE 3arpy3nTbCs C XXECTKOro
Ancka KoMmnbtoTepa (KoMnbloTep BblAAET OLWNBKY, Koraa Bbl €ro BKAovaeTe), nonpodbynte
3arpy3uTbCa B pexmme 3allnTbl OT cboeB nnu ¢ gncka aBapunHom sarpyskn Windows,
KOTOPbIM Bbl CO3aBasiv npu ycTaHOBKE ornepaumoHHON CUCTEMbI Ha KOMMbIOTEP.

[Mpexae yem npegnpuHMMaThb Kakne-nnmbo ENCTBUS, COXpaHUTE pesynbraThl Ballen
paboTbl HA BHELWHW HOocuTeNb (anckeTy, CD-auck, donaw-kapTty un np.).

Ckavante n yCTaHOBUTE ﬂp06HyI-O UJTN Ke Kynmte rnosriHyr BepCcuio AHTI/IBI/IpyCa, €CJlnN Bbl
JTOro eule He caenaljim n Ha BaleM KOMIbroTepe HE YCTaHOBITIEHO OPYTrnx
dHTUBUPYCHbIX NMporpamMmm.

[Mony4nTte nocnegHne obHOBNEHMSA aHTUBUPYCHBbIX 6a3. Ecrnn 9To BO3MOXHO, ANs NX
nonyvyeHns BbIXOAUTE B MHTEPHET HE CO CBOEro KOMMboTepa, a C HedapaXKeHHOro
KoMMbloTepa Apy3en, MHTepHeT-Kade, ¢ paboThl. Jlyylie Bocnonb3oBaTbCs ApPYrm
KOMMbIOTEPOM, NOCKOSIbKY NPU MOLKITHOYEHUN K UHTEPHETY C 3apa)eHHOro KomnbloTepa
€CTb BEPOATHOCTb OTMNPaBKM BUPYCOM BaXXHOW MHPOpMaLUM 3NOYyMbILLUSTIEHHUKAM WS
pacnpocTpaHeHns Bupyca no agpecam Baillen agpecHon KHUrn. MiIMeHHo noatomy npu
NOL4O3PEHUN Ha 3apaXkeHue nydlle BCcero cpasy OTKIMYNTLCA OT UHTEPHETA.

YcTtaHOBUTE pekoMeHayeMbIW YPpOBEHb HAaCTPOEK aHTUBUPYCHOM NporpamMmbi.
3anycTuTe NosHy NPOBEPKY KOMMNbIOTEpPA.



5. [lporpaMMHbIe aHTUBUPYCHbLbIE
cpeacTBa

[TporpamMMHbIV NAKeT, NpeaHa3HayYeHHbIN a9 9MEKTUBHOW 3aLUNThI,
nepexesaTa 1 ygarneHuda u3 onepaumoHHON CUCTEMbI KOMMNbOTEPA
MaKCUMasibHOro Koninyectea BPeaoHOCHbLIX (UM NOTEHUMASbHO
BPeOOHOCHbIX) NpOorpamMm.

B HacTosilee BpemMa DOMbLUMHCTBO BEAYLLUUX aHTUBUPYCHbBIX NporpamMmm
coyveTaet B cebe (pyHKUMN NOCTOAHHOW 3almnTbl (AHTUBUPYCHbLIN MOHUTOP) U
doyHKUMKM 3aWmnThl N0 TpeboBaHUIO NonbL3oBaTens (AHTUBUPYCHbBIN CKaHeP).

MocTosiHHas aHTMBUPYCHAas 3allMTa 3anyckaeTcsl aBTOMaTUYECKM Npu
cTapTe ornepaLlnoHHOW cUcTeMbl U paboTaeT B kayecTBe (hOHOBOrO
CMCTEMHOrO npoLecca, NpoBepsisi Ha BPeJOHOCHOCTb COBEpLLaeMble
OPYrMMuM nporpamMmmamMmm aenctems. NocTostHHas aHTUBUPYCHAas 3almTa
NpoBepsIET He TOMNbKO dalnbl Ha PasnMYHbIX HOCUTENSX MHADOPMAaLIUN, HO K
onepaTuBHY NamMsaTb KomnbloTepa. OcHOBHas 3aga4a NOCTOAHHOW
aHTUBUPYCHOW 3aLUMTbl KOMMbOTEPA: 0becrnevYnBaTb MakCMMarbHYO
6e30nacHOCTb NPU MUHUMANbLHOM 3amefieHnn paboThbl I'IpOBepﬂeMbIX Ha
BPEAOHOCHbIE AENCTBUS NPOrpamMm. . —




[TpuMepbl aHTUBUPYCHLIX NporpamMmm

DrWEB.ru

erT

naboparopus

KA(Mzp(Koro

AHTUBMpPYCHbIe nporpammbl Dr.Web® BbINOMHAIOT NOUCK U yaaneHne N3BecTHbIX
KOMMbIOTEPHBIX BUPYCOB M3 NAMSITU U C XKECTKUX ANCKOB KoMMnbtoTepa. Kpome Toro, ncnonb3ys
YHUKanNbHY0 TEXHOMOTMIO onpegeneHns BUpyconogobHbIX CuTyaumii, OHN COCOGHBI C
BbICOYaNLLIEN CTeNeHb BEPOSTHOCTM OBHApYXMBaTb paHee HEN3BECTHbIE KOMMbIOTEPHBIE
BMPYCbl. ATy CNOCOBHOCTb HE pa3 OYeHb BbICOKO OLeHMBanu Cneuuannctbl 1 oTMeYanu Begylume
XypHansbl. B yacTtHocTu aHrnuickmia xxypHan “Virus Bulletin 7, exxerogHo npoBoasiLumn
TECTUPOBaHME CUSIbHENLLNX aHTMBUPYCHBIX MPOrpaMmM Mnpa HEOQHOKpPAaTHO NpucBavBarnl
npectmkHbln 3Hak VB100% aHTMBMpyCcHbIM nporpammam Dr.Web®, T.k. nporpammbl Dr.Web® npu
TECTUPOBAHMUN Ha MMEIOLLIENCS Y XypHarna BUpycHow konnekuumn onpegenunu 100 %
KOMMbIOTEPHbIX BUPYCOB. [laHHasi Konnekunsi cobpaHa cneumanvctamu XypHarna us peanbsHo
pacnpoCTpaHeHHbIX BUPYCOB.

Mpeateye antusupyca Eset NOD32 nossunca Ha ceeT npuMepHO B TO e BPEMs!, YTO 1
nepBbIi KOMMbIOTEPHbIV BUPYC. A Obino 310 B Mae 1988 roga. Torga xe Ha YexocrnoBaLKoM
TenesnaeHn orpoMHON NONYNAPHOCTbLIO NOMb3oBarcs cepyan "bonbHuua Ha okpavHe ropoaa”
(vnm "Nemocnica na Okraji Mesta". Kak Mbl NOMHMM, NepBble BUPYCbl aTakoBarny UCKINIOYNTENBHO
boot-cekTopa, ToxXe pacnonoxeHHble Ha "okpauHe" ancka. A NOCKOMbKY aHTUBMPYC BNOSMHE MOr
COWTK 3a BONbHULLY, peLleHo bbino obbirpaTb Ha3BaHWe C NOYTY OOQHOMMEHHBIM cepuanom. B
pesynbraTe nony4yurcs aHtueMpyc "bonbHuua Ha kpato gucka” (unm "Nemocnica na Okraiji
Disku", T.e. NOD)

lMNoabl ynopHon pabothl no3sonunu Jlabopatopun Kacnepckoro ctate nuaepom B paspaboTtke
CpeAcCTB 3awmThbl oT BMpycoB. OcHoBHOM NpoaykT, AHTUBMpYC Kacnepckoro®, perynspHo
3aHMMaET BbICLUME MeCTa B TeCTax MeXayHapoaHbIX UCCrefoBaTenbCkUX LEHTPOB U
KOMMbIOTEPHbIX N3AAHUN.

AHTUBMPYCHbIE NporpamMmmHble mogynu "lNMabopatopun Kacnepckoro" o6ecneqmBaoT HagexHyHo
3aLLUMTY BCEX MOTEHUMArbHbIX 0OBbEKTOB BUPYCHBIX aTak - paboumx cTaHumi, aninoBbix 1 BEO-
CEPBEPOB, NMOYTOBbIX LUMIO30B, MEXCETEBLIX 3KPAHOB Y KAPMaHHbIX KOMMbIOTEPOB. YA0OHbIE
cpencTBa ynpasneHus MO3BONAT MaKCMMarbHO aBTOMAaTM3NPOBaTb aHTUBUPYCHYIO 3aLLMTY
KOMMbIOTEPOB 1 KOPMOPATMBHbIX CETEN.



TemMbl caMoCcTOATEeNbHbIX UCcrieaoBaHUN
y4aLlnxcs

CocTaBuTb knaccmdukauunto Handonee pacrnpocTpaHEHHbIX B
HacTosLlEeEe BPEMSA BPEAOHOCHbLIX NPOrpamMmm.

N3yunTb cnocobbl NPOdnIakTUKN 3apaKeHnsa KoMMbloTepa
BPeOOHOCHbIMW NporpaMmmamu.

[MpoaHanuanpoBaTb MeTOAbl 3aLMTbl KOMMNbIOTEPOB OT
NPOrpamMMHbIX Yrpos.

N3yunTb BO3MOXXHOCTUN aHTUBUPYCHbIX NporpamMmm. NpaBuna
NOAMNUCKN Ha aHTUBUPYCHbIE NPOrpaMmMbl U UX HACTPoOMKa Ha
aBTOMaTUYECKYH NPOBEPKY.

NccnepgoBaTb 3pdEKTUBHOCTL ODLLIECTBEHHbBIX MEXAaHU3MOB B
cepe 3awmnTbl MHpopMaLuun OT BPEAOHOCHbLIX Nporpamm
(MHdopMaUMOHHas 3TMKa, NpaBoBble HOPMbI, HaKa3aHuda 3a
npaBoHapyLleHns B MHpopmMaunoHHon cdepe).

OnpenennTb YpoBEHbL OCBEAOMITIEHHOCTU yYaLLMXCA O NpMU3HaKax
3apaXXeHns KOMMbTEPOB, BO3MOXHbIX MOCNEACcTBUS, MeTodax
Bopbbbl 1 NPOMUNAKTUKMN 3apaXeHnsa BPeaOHOCHbLIMN
nporpamMmvamu.



Cnuncok pekomeHayemMomn nurepartypbl

[anateHko B.A. OcHoBblI MHPOPMaALMOHHOMN
b6esonacHocTu: Kypc nekumn. — M.: UHTYUT.PY
«HTepHeT-YHuBepcuteT MIHpopMaLMOHHbIX
TexHonoruny», 2003. — 280 c. (anekTpoHHasa Bepcud
ydeOHMKa pacnonoxeHa no agpecy hitp://www.intuit.ru/_)

KasaHues C.A., 3ragsan O.3. n gp. lNpaBoBoe
obecnevyeHne nHpopmaumnoHHon besonacHocTu: Yyeo.
[Tocob. ans ctya. Beicw. Y4yeb. 3aBegeHnmn — M.:
N3natenbckun ueHTp «Akagemuar», 2005. — 2400 c.

[MapTbika T.J1., Nonos UN.N. NHdopmaumoHHas
be3onacHOCTL: Y4ebHoe nocobune ons CTyoaeHToB

ydpexaeHue cpeaHero npodeccruoHanbLHoro
obpaszoBaHuda. — M.: POPYM: NHOPA-M, 2004. — 368 c.




Cauntbl No Teme:

Dr.Web http://www.drweb.ru/

SecurityLab.ru — nHopmauuoHHbIN NopTan, onepaTMBHO U eXXeQHEeBHO pacckasblBaloLLmi
0 cobbITUsAX B 0bnactu nHgopmMaummoHHon besonacHocTu_hitp://www.securitylab.ru/

Web-cepBep noapasgenieHns no BbISBIIEHUIO N NPECEYEHUIO MPECTYNIEHNN,
coBepLUaeMbIX C UCMOMNb3oBaHMEM NoAAENbHbIX KPEOUTHbBIX KapT, U NPeCTYNeHnn,
coBepLUaeMbIX NyTEM HECAHKLIMOHMPOBAHHOIO AOCTYNa B KOMMNbIOTEPHbIE CETU 1 6a3bl
AaHHbIX_http://www.cyberpolice.ru

AlNMN-Codt - Ctatbn 1 0630pbl. ACTOpUS KOMMBbIOTEPHbLIX BUPYCOB - OT APEBHOCTU A0
Hawmnx aHewn_http://apisoft.nnov.ru/newsat02.shtmi

NHTepHeT 6esonacHocTb_www.viruslist.com/ru/
NHTepHeT-noptan "besonacHoctb anga Bcex" - Npocto o crioxxHoMm_htip://www.sec4dall.net/
Komnbrotep u 3goposbe_http://comp-doctor.ru/comp/comp_anv.php

KomnbtotepHas Bupyconorus (10. TexHonormsa npuMeHeHns CPeacTB 3allnTbl OT BUPYCOB)
hitp_http://_http://cc_hitp://cc. http://cc.bstu_http://cc.bstu. http://cc.bstu.by http://cc.bstu.by/~
http://cc.bstu.by/~tsv _http://cc.bstu.by/~tsv/ http://cc.bstu.by/~tsv/bezr
http://cc.bstu.by/~tsv/bezr/ http://cc.bstu.by/~tsv/bezr/p_http://cc.bstu.by/~tsv/bezr/p10.
http://cc.bstu.by/~tsv/bezr/p10.htm

JTabopatopua Kacnepckoro_http://www.avp.ru/

MemopaHayMm o NpOTUBOAENCTBUM pacnpOCTpaHEHUO BPeOOHOCHbIX nporpamMm (BUpYCoB)
M HECAHKLMOHNPOBaHHbIX PEKNaMHbIX PaCChINOK (cnama)
http://www.networkdoc.ru/files/press/memoran.html

[MopTanbl no 6e3onacHOCTM MHGOPMAaLMOHHbIX cucteM_hitp://www.infobez.ru
http://www.infobez.ru, http://infosecurity.report.ru/_http://www.infobez.ru,
http://infosecurity.report.ru/, http://www.void.ru/

YKpanHcknin pecypc no 6esonacHocTtun kiev-security.org.ua
YkpanHckun LleHTp nHdpopmaumoHHon 6esonacHocTu hitp://www.bezpeka.com
depnepanbHbIn NpaBoBon noptan_http://cyber-crimes.ru




KOMIbIOTEP HA BUPYC?



