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rl pOﬂ,yKT B LlIOIDI (‘ Poctenekom

BLIOLl — cepBuc npegocTtaBneHns B apeHay BblYUCNUTENbHbIX MOLLHOCTEN U
CUCTEM XpaHeHMA OaHHbIX (Mpoueccopbl, NaMATb, AUCK) MO MOLENU

«NHpacTpykTypa Kak ycnyra (laaS)»
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HacTpanBaemMblie napamMmeTpsbl (‘Focmem

Q CamocTofiTeNbHbIM 3aKa3 U HACTPOMUKa Ha
caute
Q BbIbop cuctembl BUupTyanusauuu. OT
CUCTEeMbl BUPTyanusaumm MoxeT
U3MEHATbCA: reorpacpuma NNoLwanKu;
pe3epBHOe KonupoBaHue (Mo 3asiBKe Unu B
obsA3aTenbLHOM NopsiAKe); HacTpouKa
BUpTyanbHoun ceTu (-agpec Ha BM, Ha 3akas,
HeckonbKo IP-agpecoB, Wwno3 BUpTyaribHOU
CeTU); KONIM4YeCTBO BUPTYyasribHOM NaMATU Ha
BM v pp.
M'mbkas koHdurypauua BM
NMoppepxka 6onbwuHcTBa OC (Windows u
Linux)
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Bo3MoXXHOCTM ycnyru epocm.«,m

O BbICOKMI ypOBEeHb OTKa30yCTOMYUBOCTU

QO dusnyeckan 6e3onacHOCTb
(6ecnepebomnHoe anekTpocHabxeHue,
KOHAULUUOHUPOBaHME, KOHTPOIb
ynpaBfieH1sA 4OCTYNOM, OXPaHHO-
noXapHasi CUrHanu3sauums,
aBTOMaTU4eCKoe NoXapoTyLueHue,
BuaeoHaobnoaeHne)

Q WHdopmaumoHHas 6e3onacHOCTb
(kpunTorpachuyeckas 3awmTa,
perncrpaums v yyeTt oeMcTBun,
aHTuBupychl, FireWall, antiDDoS)




[lononHuTenbHbIE ONUMK (‘Focmm

1.

B My SQL, B[] Microsoft SQL
[TporpaMmHble ycryrm — BO3MOXHOCTb B3anmogenctaus ¢ MO Microsoft
YnaneHHbin goctyn rno VPN

0 [MpepocTtaBneHne goctyna no Open SSL kaHany noBepx NHTepHeT

0 [NpenocrasneHne NOOKMHOYEHUS K 3allnMppoBaHHOMY KaHarny nosepx
NHTepHeT knueHTy S-Terra (TOCT 28147-89, TOCT P 34.11-94 n
[OCT P 34.10-2001)

0 Mpepoctaesnenune nocpencteom IP VPN (L3 VPN) nosepx cetu
IP/MPLS PocTtenekom cBsi3aHHOCTU pecypcoB BupTtyanbHom cetu ¢
cywectytowen KCI KnveHTa

4. MOHUTOPUHT — OTCrEeXmnBaHme coctodHma BM v onoseleHnsa o
HepaboTocnoCcoOOHOCTM NN HegocTynHocTn SMS-coobuweHnem nnm no
e-mail

5. PesepBHOe KonnpoBaHMe — BO3MOXHOCTb CO34aHNS pe3epBHbIX KOMnn u

BOoccTaHoBrieHne BM 13 pesepBHbIX KONUN.
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Ta p 7 Cb =1 r‘ PocTenekom

Mnatdopma BupTYanusaumm

VMware Hyper-V KVM

MapameTp ycnyru n eamHuua
N3MepeHust

py0./cytkm  pyb./cyTku pyo. / cyTkn

BupTtyanbHbI npoueccop, 1 wr. 30 25 25

BupTtyanbHas namsts, 1 B 20
BupTtyanbHoe anckoBoe

NPOCTPAaHCTBO (ObICTPLIE

aunckoBble maccuBebl), 1 b

BupTtyanbHoe anckosoe

NPOCTPAHCTBO (CTaHOAPTHbIE

aunckoBble maccuBebl), 10 '

IP-agpec, 1 Wwr.

Pe3epBHoe konupoBaHue, 1 I'b
Bbasa gaHHbIX MySQL, 1 wWT.

Basa gaHHbIX Microsoft SQL, 1 WT.

BupTtyanbHoe anckoBoe

NPOCTPAaHCTBO ANns 6a3 AaHHbIX, 1

e 2
CtoumocTtb OnepaunoHHOM CUCTEMBI

OnepauunoHHaga cuctema Windows BXOAUT B CTOMMOCTb YCIYrn U

Windows, 1 WT. OOMOMNHUTENBHO He TapuuunpyeTcs.
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Vrnanennsiit noctyn mo VPN - OpenVPN Site-to-Site
Vrnanenustit noctyn mo VPN - TOCT C-TEPPA Client-to-Site
VYmanennsiit foctyn mo VPN - TOCT C-TEPPA Site-to-Site
Vmanenusit foctyn mo VPN - L3 VPN

MouuTtopuHr - J[0OJHUTENbHAS METPUKA

MomnutopuHr - [Taker "50 yBemomnenuii o SMS" **
MomnutopuHr - [Taker "100 yBenomnenuit mo SMS" **
MomnutopuHr - [Taker "500 yBenomnenuit mo SMS" **

VYrnanennsiit foctyn mo VPN - OpenVPN Client-to-Site
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FfocypapcTBeHHbIe yupexaeHus
*BHeapUTb HOBYO UH(pOPMALNOHHYIO

cuctewmy;
*[MoBbICUTb OTKa30yCcTONUNBOCTb UC;
*XpaHUTb 60/bLIOI 00 bEM AAaHHbIX
(Hanpumep, 3anucb ¢ BUAEoOKamep)

ArponpombILeHHbIiA KOMNJIEKC
*BHeapuTb NC C MUHUMAJIbHbLIM
3ageiictBoBaHuem UT-cneumanmcToB

3apyo6exHble hupmbl ¢ punnanom B PP

*CooTBeTCTBME POCCUIACKOMY
3aKOHOpaTeNbCTBY;
*«IPY>XUTb» C POCCUACKMMUN KOMNAHUAMU

UT- ctapTan
*BbLICTPO pa3BepHYTb UHPPACTPYKTYPY ANA
pa6oTbl

Crapran QQMFOVI ngegbl AeATe/IbHOCTU

*Pa3BepHyTb C/y)X0GY 3/1IEKTPOHHOI NOYThI,
GyXxrantepckuii yuet n ap.
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