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OpraHusauyms VPN yepes obLyto ceTb
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OpraHusaums VPN yepes obuyyto ceTb
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Buaobl VPN

 BHyTpukopnopatuBHbie VPN (Intranet VPN)
VPN c yaaneHHbIM goctynom (Remote Access VPN)

 MexxkopnopaTtuBHbie VPN (Extranet VPN)

Internet




BHyTpukopnopatmeHbie VPN
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VPN c yoaneHHbIM OOCTynoMm
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MexkopnopaTtueHeie VPN
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Tunbl VPN-ycTpouncTs

OTtpenbHoe annapartHoe yctponcteo VPN Ha ocHoBe cneuynanunanposaHHon OC
peanbHOro BpeMeHu, nmetoulee 2 nunu bonee ceteBbix MHTEPdENCA U
annapaTHyto Kpuntorpadpnyeckyto NoaaepKKy — Tak HasblBaeMbIW “4EPHbIN ALMK"

n

OTgenbHOe NporpamMMHOE pelleHne, OOMNOSHAKLEee CTaHOapTHYHO
ornepaunoHHyo cuctemy yHkumamm VPN

n

PaCLumpeHme MeXCEeTEBOIO 3KpaHa 3a CHET AONOJTHUTEIIbHbIX
beHKLI,VIﬁ 3alMLEeHHOIo KaHarla

n

Cpeactea VPN, BCTpOeHHbIE B MapLLpyTU3aTOp



Lnto3bl n knueHTtsbl VPN
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OpraHnsauuna VPN (nonb3oBaTenbckad cxema)
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VPN-kaHan

OpraHunsauunga VPN (npoBangepckasa cxema)
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B3anmHoe pacnonoxenune VPN-wnto3a n MCO

KopnopartuBHas ceTb
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B3anmHoe pacnonoxenune VPN-wnto3a n MCO

KopnopatuBHas ceTb

VPN-wno3

|:> LLinto3 He 3almLEH



B3anmHoe pacnonoxenune VPN-wnto3a n MCO

KopnopartuBHas ceTb

C

VPN-wno3

‘ Tpebyetcs HacTponka MC3 ans
nponycka 3alundpoBaHHOro Tpaduka




B3anmHoe pacnonoxenune VPN-wnto3a n MCO

KopnopartuBHas ceTb

’@ VPN-Lwwno3




B3anmHoe pacnonoxenune VPN-wnto3a n MCO

KopnopaTtmnBHas ceTb

MC3

) Tpaduk ¢ VPN-wmo3a He
obpabartbiBaeTca MC3O

VPN-Lwwno3




[NononHuTenbHbIX MaTepuan:

YpaneHHbIV gocTtyn no npotokony L2TP
(RFC 2888)



YoaneHHbIM gocTyn: obLwan cxema
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* AyTeHTndomkayms
» ABTOpU3aLA

» MOHUTOPWHT cTaTyca RADIUS

NOAK/TIOYEHHbIX MNOJ b3oBarenem
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Ecnu B ceTn ucnonb3yertcs IPSec

Security Gateway

3aujmuleHHasa ceTb




HepocTtaTkm npennoXXeHHOU CXeMbl

He3aBucumbie 6a3bl Nonb3oBaTeNnbCKUX OLOOXeTOB
ana SGW um LNS

HeobxoaAMMOCTbL HAaCTPOMKM MapLUPYTU3aLUM HA

yyacTke:
SGW - LNS - YaaneHHbIN nonb3oBaTenb

SGW He MOXeT KOHTponMpoBaTb CTaTyC TYHHens U
cTaTyC NOAKNIOYUBLLUNXCSA NMOSfib3oBaTeneun



PelweHue

3aujmuleHHasa ceTb
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Secure Remote Access Server

3aujmuleHHasa ceTb

SRAS = security gateway + LNS




PeweHuna Ha 6a3ze MO CheckPoint
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LLinto3 — wnro3 (Site-to-site)




PeweHuna Ha 6a3ze MO CheckPoint

Secure Remote Server
Secure Remote User

Nonb3oBaTenb — wn3 (Client-to-site VPN)



PeweHuna Ha 6a3ze MO CheckPoint

 |IKE (c nopaepxkou PKI)

Cxembl ynpaBJieHUA Kriro4aMu



PeweHuna Ha 6a3ze MO CheckPoint

e DES

e Triple DES

e CAST

* AES (128/256)

Anroputmsbl WnpoBaHUA



PeweHuna Ha 6a3ze MO CheckPoint

Intranet VPN Site-to-site
Extranet VPN Site-to-site
Remote Access . :
VEN Client-to-site VPN




PelwleHne Ha 6aze « KOHTUHeHT-K»
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PelwueHne Ha 6aze « KOHTUHeHT-K»

UcxoaHbIN nakeT
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