Outlook Web Access

https://servername/exchange/
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Bo3amoxxHoctn OWA 2000

Feature Outlook 2000 g::l?ange 2000
Basic features

E-mail, Calendar, Contacts Yes Yes
Tasks Yes No
Contact and Calendar Public Folders Yes Yes
Access to embedded objects Yes Yes
Rich text & HTML Yes Yes
Offline use Yes No
Journal Yes No
Printing templates Yes No
Advanced features

Timed delivery Yes No
Expiration Yes No
Spelling checker Yes No
Reminders Yes No
Outlook rules Yes No
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Apxutektypa OWA 2000

Exchange 2000 Server
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BuptyaneHble gnpektopumn OWA 2000

BupryaabHble
Py DYyHKIUUN

TUPEKTOPUH

/exchweb I'paduueckue u apyrue
IOIIOJHUTEIbHBIEC (DalIbl

/exadmin Ytunura Exchange Administration,
UCOIb3yeMast Jj11 HaCTPOMKHU OOIIUX
MarnokK

/exchange [TouTOBEBIC SITUKH TOIB30BATSIICH

/public OO1ye mamnku
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TexHonorna FE/BE OWA 2000

ObpaboTka 3anpocoE
NonNb30BaTENeM

(]| —— iccocona

HTTP
LE? Front-End
OWA Client
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Ay TeHTUDMKaLMA e fum |

NoNbL30BaTENEN, NPME A3Ka

K CEpBEepan

Globhal Catalog
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IS Lockdown tool

YpandaeTt/oTknovaeT HEHYXHblE CEPBUCHI
OTKNo4YaeT NpmUBS3KY 06paboTUMKOB CLLEHAPUEB
YpandaeT ctaHgapTHbIE BUPTYanbHble OUPEKTOPUN

3arnpeLlaeTt goCTyn K CACTEMHbBIM yTUIUTam
(cmd.exe, regedit.exe n 1.4.)

3anpeuwaet 3anuck B nankm WWW cepiepa

YctaHasnueaet ytunuty URLScan
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IS Lockdown tool

# Internet Information Services Lockdown Wizard

Select Server Template

You can easily configure this server by selecting the template that most closely
matches its role.

Select the template that most closely matches the role of this server. To view the settings for this

template, select the Yiew template settings check box, and then click Next.

Server templates:

NNTP]
SharePomt Portal Server

FrontPage Server Extensions

SharePoint Team Services

BizT alk Server 2000

Commerce Server 2000

Proxy Server

Static Web server

Dynamic Web server [ASP enabled)

Other [Server that does not match any of the listed roles)

Server that does not require |15 =
S
IV View template settings
< Back Nest > Cancel Help

oblt-log.log
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URL Scan

c:\WINNT\system32\inetsrv\urlscan\urlscan.ini

AlternateServerName
UseAllowVerbs
UseAllowExtensions
NormalizeUr|BeforeScan
VerifyNormalization
AllowHighBitCharacters
AllowDotInPath
RemoveServerHeader
EnablelLogging
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cnonb3osaHue
SSL/TLS

Secure Channel

{i” NHOOPMBALLIUTA

www.infosec.ru/edu



om
1
l.

ApxutekTtypa SSL

Y3en UHTepHeTa

[
[MpuknagHown [MpuknagHown
YPOBEHb YPOBEHb
(HTTP FTP) (HTTP, FTP)

Secure Sockets Layer

2

TpaHCnopTHbIN
ypoBeHb (TCP)

TpaHCnopTHbIN
ypoBeHb (TCP)

YposeHsb |IP

YposeHsb |IP

CeTteBon NMHTEPAIENC

CeTteBon NHTEPAENC
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ApxutekTtypa SSL

Knnent Y3en UHTepHeTa

>

5/ 3alMLiEeHHbIX KaHan nepegayvyn AaHHbIX

CummeTtpuyHoe wudgposaHune (DES, RC4)
J AyTteHTU(punkKaumusa cepBepa

AcummetpuyHoe wndgposaHme (D-H, RSA)
J KoHTponb LenocTHOCTU NnepeaaBaeMbiX AaHHbIX

Koa ayteHTudmkaumm coobuweHns (MAC)
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\ Apxutektypa SSL

Y3en UHTEepHeTa

=

3
\

-n YcTaHOBMEHNe CBSA3M

-ll OB6MeEH AaHHbIMM
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SSL Handshake Protocol

Y3en UHTepHeTa

CLIENT-HELLO

SERVER-HELLO

‘e

3alunpoBaHHbIN KITHOY ceaHca
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l SSL Record Protocol

KnueHT Y3en UHTepHeTa

‘

N

MAC-DATA=XSLW(SECRET, ACTUAL DATA,
PADDING DATA, SEQUENCE NUMBER)

SECRET - 3aKkpbITbI KITOY KNneHTa
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l SSL Record Protocol

KnueHT Y3en UHTepHeTa

—

N

MAC-DATA=XSLW(SECRET, ACTUAL DATA,
PADDING DATA, SEQUENCE NUMBER)

SECRET - OTKpbITbIM KITHOY KNMeHTa
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[TpumeHeHne SSL/TLS

3awmrta oomMmeHa NoYToOBbIX
KIIMEHTOB N CepBepoB Nno
npotokonam SMTP, POP3, IMAP

3awuTta B3amMmHoro oomeHa SMTP
cepBepoB

Be3onacHbin goctyn K Outlook
Web Access
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Bonpochkl ?
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