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Pasnenbl Kypcas:

pasgen 1. OCHOBbI 6€30MaCHOCTU CETEBbLIX TEXHO/1OTUN

Pasgen 3. BE@30MACHOCTb YPOBHSA onepaLOHHbIX CUCTEM
(y3110B)
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Cnaig 3

OCHOBbI BE3OMNACHOCTU
CETEBbIX TEXHO/IOIMMU

Pasgen 1



PaccmarpmnBaembie TEMBI

Tema 1. TUNOBAA KOprnopaTuBHasA CeTb
Tema 2. OCHOBHbIE MOHATUSA MHJ)OpPMAaLIMOHHON
0e30MacHOCTU. YA3BMMOCTU N aTakn

Tema 3. SALLNTHbIE MEXAaHN3MbI U CpeacTBa 0becrnevyeHns
0e30nacHOCTU

YYEBHbLIN LEHTP
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YpOBHU UH(pOpMaLMOHHOMN
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YpOBHU UH(pOpMaLMOHHOMN
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YpOBHU UH(pOpMaLMOHHOMN
NMHPPaACTPYKTYPbLI
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YpOBHU UH(pOpMaLMOHHOMN
NMHPPaACTPYKTYPbLI
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YpOBHU UH(pOpMaLMOHHOMN
NMHPPaACTPYKTYPbLI

NMPUN1OXEHINA
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YpOBHU UH(pOpMaLMOHHOMN
NMHPPaACTPYKTYPbLI
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OCHOBHbIEe NOHATUA
MH(pOpMaLLMOHHOWN
0e30nacHOCTMW.
YA3BUMOCTU N aTaKn

Paspen 1l - Tema 2
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OCHOBHbIEe onpeaeneHns

[locTynHOCTb MHGbOpPMaLIUK - CBOMCTBO CUCTEMBI (Cpeabl,
NHJOPACTPYKTYPbI), B KOTOPOW LIMPKYINPYET nHpopmMaums,
XapakTepusytolleecs CnocoObHOCTLI0 obecneynBarb CBOEBPEMEHHbIN
b6ecnpenATCTBEHHbIN AOCTYN CYyOBLEKTOB K MHTEPECYHOLLIEN NX
NHJoOopMaLMKM 1 TOTOBHOCTb COOTBETCTBYIOLLMX aBTOMATU3NPOBaHHbIX
CNy>XK6 K 06paboTke nocTynarLwmx OoT CyObLEeKTOB 3aMnpoCcoB.

YYEBHbLIN LEHTP
Cnaing 15



[IpyMep HapyLeHna AOCTYNMHOCTW

Amaka — WinNuke

YYEBHbBIN LEHTP
Cnainpg 16 3AWLNTA



OCHOBHbIEe onpeaeneHns

LlenocTHOCTb MHdopMaLMn -
CBOIACTBO UHpopMaLmn (CUcTeEMbI ee 06paboTKK), 3aK/toyatoLeecs B

ee CyLLEeCTBOBaHNM B HENCKaXKEHHOM Bue (HEM3MEHHOM MO
OTHOLLIEHMIO K HEKOTOPOMY (PUKCUPOBAHHOMY €€ COCTOSIHUIO).

YYEBHbLIN LEHTP
Cnaing 17



[1pmep HapyLleHnsa Ue/mIoCTHOCTW

Amaka — TPOAHCKNN KOHb

Showimage [ ProgramURL: [ttp:iwww.casino.com

ssssssss

Screendump Send text Listen |  Keymanager

YYEBHbBIN LEHTP
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OCHOBHbIEe onpeaeneHns

KoHdomaeHumManbHOCTb MHpopmauun -

Cy6beKTUBHO onpeaensemMas (npunucbiBaemMas) xapakrepucTtmka
(cBOMNCTBO) MHGbOpMaLMK, yKasbiBatoLlasa Ha HeobxoaMMOCTb BBeAEHUS
OrpaHnyYeHni Ha Kpyr CyObekToB, MMEKLLINX AOCTYN K AaHHOW
NHdoopmaunu, n obecnednsaemMas CnoCoObHOCTbLIO CUCTEMBbI (Cpeabl)
COXPaHATb yKazaHHY MHdopMaLmio B TaliHe OT CyObeKToB, He
NMERLLINX NOTHOMOYMI Ha AOCTYIM K HEW.

&

N

YYEBHbLIN LEHTP
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[lpymep HapyLweHns
KOH(PMAEHUNa/TbHOCTH

Amaka — npocnylimsaHue Tpaduka

Cnaiig 20



Yrpo3bl, YA3BUMOCTU U aTaku

Yepo3sa - noteHumanibHO BO3MOXHOe CobbITHe,

X*ﬂsneHme NN NpoLecc, KOTopoe BO3AeNCTBYS Ha
KOMMOHEHTbI MHOOPMAaLIMOHHOW CUCTEMbI MOXET
NPUBECTMU K HaAHeceHuo yulepba.

Q Ysa38umMocmsb - Ni06as xapakTepucTuka nnm CBOMCTBO
MH(OPMALIMOHHO CUCTEMbI, UCMOIb30BAHNE KOTOPOIA

HapyLIMTeNneM MOXeT NPUBECTU K peasninsaunm
Yrpo3bil.

Amaka - nencrteme HapyLwmTens, KoTopoe NpmMBoOANT K
peasim3auun yrpo3sbl NyTemM NCMo/b30BaHUA
YA3BMMOCTEN MHJDOPMAaLMOHHON CUCTEMBI.

YYEBHbLIN LEHTP
Cnaunp 21



B3anmMmocBA3b onpeaeneHnn

ATaka, ncnonb3yrouias
YA3BUMOCTb — 3anycCK

Ys3BMMOCTb, NPUBOAALLAs K peasin3auumn

Yrpo3bl, - 0CO6EHHOCTb TEXHOIOMUU
CE€TEBOro aHajinsaropa «Ethernet» - o6wWwan cpega nepepaun

Mpu o6MeHE OaPHbIMU CyLecTBYeT

yrpo3a ux repexpara

Cnaing 22



MpMepHbIN CUEeHaAPUI aTaKku

Co60p nHhopmauumn
AHanus n nepepadoTKka cOOpaHHbIX CBeAEeHUU, BbIOOP Lenen ataku

MONCK MHCTPYMEHTOB A/19 UCNOJIb30BaHNA NpegnosiaraeMbiX
ySA3BUMOCTEN

Peanusauusa ataku

Cnawnp 23



Co6op nHcopmaumn

’3 Acmetrade - Login - Microsoft Internet Explorer - [Working Offline]

J File Edit V¥iew Favorites Tools Help

| «Back ~ =» - D 7t | ‘Qusearch (EgFavorites (BHistory | BN &b 1O - 5]

J Address @ C:\homelcroulandinew!Suretrade - Login.htm
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N3 obwedocmynHbIx
UCMOYHUKOB

J File Edit View Go Favorites Help

"
Back

,@,@@‘@@

Forward Stop Refresh  Home Search  Favorites

o &

Fullscreen  Mail

4 ¥

History  Channels

@ http: /Avaww. network solutions. com/

| Address

||| Links

© WHOIS Search

]

Company Information

o
o

NETWORK SOLUTIONS'
the dot com people-

Home | Services | Find | Help | About Us

-
NIC —

Register a Web Address (ionainname)

Need Help
WA I I.com ZI @9 . to Start?
enter 3 name, word or phrase choose a domain click GO!
Search for 3 Web Address (domain name)with no obligation!

. Click here

dot com directory™
The Web's definitive Find- %

It angine. Try it! Findit!)

I | Important Customer
3./’ Information
Network Solutions now requires
prepayment for Web Address
(domain name) registrations.
Read more about it.

Tune Up Your Web Site
Critical maintenance services

and enhancement tools to keep
your Web site performing at
optimum levels.

Get More Visitors to

Your Site Zy
Use dot com promotions™ to

attract, monitor, and

communicate with your Web site

(ol
-
-

visitors.
Networdk Solutions,

Department of Wear Your Web
Commerce and ICANN Address
reach long-term BT

agreements. Read the
press release.

Promote your Web Address with
personalized dot com gear™

Internet Starter Kit

Get a Mieb Address, e-mail,
and 3 one-page Wieb site —
our all-in-one package.

Increase Web Site
Traffic

The RealNames™" senvice
improves the visibility of your
company's eb site in search
results.

Manage Your Internet
Business

The dot com toolkit™ will help
you establish, manage, and grow
your business on the Internet.

Join Our Affiliate
Program

Sell oursenvices and earn money
just by adding a link to your site.

Visit Our Resource

Center
Articles and tips in the dot com
series on how to develop your

sportawear. business on the Internet.
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Web Interface to Whois - Microsoft Internet Explorer

j File Edt Yiew Go Favortes Help

]@,»,@{5‘@@8@

)

3 Web Interface to Whois P J

click now

The Data in Network Solutions' WHOIS database is provided by Network Solutions for information
purposes, and to assist persons in obtaining information about or related to a domain name registration
record. Network Solutions does not guarantee its accuracy. By submitting a WHOIS query, you agree
that you will use this Data only for lawful purposes and that, under no circumstances will you use this
Data to: (1) allow, enable, or othenvise support the transmission of mass unsolicited, commercial
adverising or solicitations via email (spam); or (2) enable high volume, automated, electronic
processes that apply to Network Solutions (or its systems). Network Solutions reserves the right to modify
these terms at any time. By submitting this queny, you agree to abide by this policy.

Search for a Web address, NIC handle, host IP, or lasthame, firsthame:

ACMETRADE.COM  ((SEAREHD

To use Whois, simply type in your search string (i.e.example.com or smith, john).
Please note that requests like "www.example.com” will not yield a correct
answer; Whois can query only for second-level domain names.

The default action for Whois, unless directed otherwise with a keyword (e.q.
"domain root"), is to do a very broad search, looking for matches in many fields:
handle, name, or hosthame and finding all record types.

Whois then shows the results in one of two ways: as a full, detailed display for a
single match (with possible subdisplay), or as one- or two-line summaries for
multiple matches.

Thoa hatiiavl Calidinnas Maminteationm Caniana datalimmnn amsmdaima DR Y wmen wailidaen

Back Forard Stop  FRefresh  Home Search  Favorites  History  Channels | Fullscreen  Mail
JAddress I@ http: /v network solutions. com/cgi-bin/whois/whois/ EI J Links
(S
NETWOR'KinSd?'I;loJ'I|ONs.’ Home | Services | Find | Help | About Us

IE:I [ [T 28 Intemet zone
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| File Edt Yiew Go Favotes Help

J &
Back

-

Earward Stop Refresh ~ Home Search Favortes History  Channels | Fullscreen

. Q9 B 4@ | @ 6 @ ¥ | H R

M ail

J Address

@ http://www.networksolutions.com/cgi-bin/whois/whois/?STRING=acmetrade.com

E

| Links

)

Web Interface to Whois s |

Registrant:

Acmetrade.com, Inc. ACMETRADE-DOM)
6600 Peachtree Dunwoody Road
Atlanta, GA 30338

Domain Name: ACMETRADE .COM

Administrative Contact:
Vaughn, Danon §£S2394) dvaughn@ACMETRADE.COM
(678)443-6000 (FAX) (678) 443-6476

Technical Contact, Zone Contact:
Bergman, Bret ET2324) bbergman@ACMETRADE.COM
(678)443-6100 (FAX) (678) 443-6208

Billing Contact:
Fields, Hope ET3427) hfields@ACMETRADE.COM
(678)443-6101 (FAX) (678) 443-6401

Record Last updated on 27-Jul-99.
Record created on 06-Mar-98.

Database last updated on 4-0Oct-99 09:09:01 EDT

Domain servers in listed order:

dns.acmetrade.com 208.21.2.67
www.acmetrade.com 208.21.2.10
wwwl.acmetrade.com 208.21.2.12
wWww2 .acmetrade.com 208.21.2.103

Al

I_ [_ I_ [@ Internet zone




/3 RIPN NIC - Microsoft Internet Explorer
J File Edit View Favortes Tools Help

< P A I B

Back Eoryard Stop  Refresh Home Search Favorites  History Print Edit  Discuss

J'Agdress @] hitp://www.ripn.net:8080/nic/index. html

RI PN Poccuiickuit HUU Passutua O6uwecteeHHbix Cereit

PEFUCTPALLHA AOMEHOB | : o pocmﬁﬁm CETEBOH MH®OPMALWOHHBIA LEHTP | NMPOEKTH
B 30HE RU | !

PACNPEAENEHME IP HOMEPOB o’ CvE T E B o “
PEMHCTPALHA ABTOHOMHBIX M H m O P M A u " 0 H H bl M u E H T P

CHCTEM (AS)

PEFHCTPALHMA OBPATHBIX
AOMEHOB

WHOIS CEPBHC

APXHB AOKYMEHTOB
FYl, RFC, RIPE

CNHCKHW PACCHNOK CETEBOTO
HHDOPMALHOHHOIO LUEHTPA

QA NOUCK | EMAIL ==

WIN | KOl | ALT | IS0 | MAC | ENGLISH
TNABHAS CTPAHMUA

[ | |4 Intemet




P},& KomaHaHan cTpoka - nslookup

Z:\>nslookup
DNS request timed out.
timeout was 2 seconds.
»¥x Can’t find server name for address 127.0.0.1: Timed out
»x Default servers are not available
Default Server: UnKnown
Address: 127.0.0.1

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91
Address: 194.226.94.9

? -




P}_?g KomangHaa crpoka - nslookup

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91]
Address: 194.226.94.9

> 1s —d infosec.ru

[[194.226.94.911]

infosec.ru. SOA ns.rfnet.ru hostmaster.ns.rfnet.ru. (1999
081702 28800 7200 604800 86400

infosec.ru. NS ns.icn.gov.ru

infosec.ru. ns.rfnet.ru
infosec.ru. 10 pr.infosec.ru
infosec.ru. 20 relay.rfnet.ru

pr 194.135.141 .98
mail CNAME un.infosec.ru
un A 194.135.141 .99
un M2 10 un.infosec.ru
WY A 194.154.77.109
wwwl un.infosec.ru
ftpl un.infosec.ru
infosec.ru. ns.rfnet.ru hostmaster.ns.rfnet.ru. (1999
?81702 28800 7200 604800 86400>




—\ Nmap Free Security Scanner
F [ Network-wxde pmg sweep portscan OS Derectlon

Shadow Scan.Ink

[hacker@linux131 hacker]$ nmap 200.0.0.143

Starting nmap V. 2.53 by fyodor@insecure.org (
www.insecure.org/nmap/ )

Interesting ports on (200.0.0.143):

(The 1516 ports scanned but not shown below are in state: closed)
Port  State  Service

21/tecp open ftp

25/tcp open smtp

80/tcp open http

135/tcp open loc-srv

139/tcp open netbios-ssn

443/tcp open https

465/tcp open smtps

Nmap run completed -- 1 IP address (1 host up) scanned in 1 second



hacker: /export/home/hacker> ./rpcscan dns.acmetrade.com cmsd

Scanning dns.acmetrade.com for program 100068
cmsd is on port 33505

hacker:/export/home/hacker>



AHanus Tpaduka
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AHanu3 n nepepadboTKa
COOpaHHbIX cBeAeHNI
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File Edit Miew Go Favortes Help
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Back . Refresh Home

3

Favorites
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Fullscreen

Addres = Ay .za/ ts/exploits. html

[Il'EreeBSD

| OpenBSD

[|'Dg-Ux

' Hp-Ux

[|Trix ADMmountd.toz
| EusE g
1118 erwalld.c
|/ Debian humpdee2 toz
|'Redhat lsxtoz

|||/ Slackwrare nfsd.c

||/ Openlinux nisd.c

||/ Ilise pmap.tools.tgz
|/Sco tpc-cmsd.c

||/Solaris tpc.ttdbserver
[[/BunOs stdz.c
[ U ttrix wallflash.c
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[TONCK MHCTPYMEHTOB

Edit “iew Go Favortes Help

@\@@a@

Stop Refresh Home Search  Favorites  History  Channels | Fullscreen

www. hackicozq dacmOn:

FTP
Pine

crosd warez
executes JStmp/iss

goe -0 © ¢c.c —lrpesve —-lnsl -lsocket Imapd
Named
..08's Affected.. E‘.lu:u-—*in
(Solaris 7/3SPARC) »M
(Solaris 7/x86) 'M
{Solaris 2.6) Sendmail
(Solaris 2.5.1)

(Solaris 2.5.1_x86)

(Solaris 2.5)

(Solaris 2.5 x86)

(Solaris 2.3)

(SunOS 4.1.3/4.1.3C/4.1.3_Ul1/4.1.4)

(Solaris 2.6/3SPARC)

Ultrix

# % 3 % % o % % o % #* o % #F o % o % o

%+
e

#include <stdio.h>
#include <stdlib.h>
#include <rpc/rpc.h>
#include <netdb.h>
#include <arpadinet.h>

) - -

o e |
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Peanunsauuna ataku

hacker: /export/home/hacker> id
uid=1002 (hacker) gid=10 (staff)
hacker: /export/home/hacker> uname -a

SunOS evil.hacker.com 5.6 Generic 105181-05 sun4u sparc

SUNW,UltraSPARC-IIi-Engine
hacker: /export/home/hacker> ./cmsd dns.acmetrade.com

using source port 53
rtable create worked
Exploit successful. Portshell created on port

33505
hacker: /export/home/hacker> telnet dns.acmetrade.com 33505

Trying 208.21.2.67...
Connected to dns.acmetrade.com.
Escape character is '*]'.

# id

uid=0 (root) gid=0 (root)

# uname -a

SunOS dns 5.5.1 Generic_103640-24 sundm sparc SUNW,SPARCstation-5
W



# nslookup

Address: 208.21.2.67

> 1ls acmetrade.com
[dns.acmetrade.com]

www.acmetrade.com

wwwl .acmetrade.com

www2 .acmetrade.com
margin.acmetrade.com
marketorder.acmetrade.com
deriv.acmetrade.com
derivl.acmetrade.com
bond.acmetrade.com
ibd.acmetrade.com
fideriv.acmetrade.com
backoffice.acmetrade.com
wiley.acmetrade.com
bugs.acmetrade.com
fw.acmetrade.com
fwl.acmetrade.com

Received 15 records.
> AD
#

208.
208.
208.
208.

208.
208.
208.
208.
208.

208.
208.
208.
208.

Ncnonb3oBaHue y3/a B KauecTBe
nnardopmbl ANA UccneaoBaHUA APYrux

Default Server: dns.acmetrade.com y3l'IOB cetun

21.2.10
21.2.12
21.2.103
21.4.10
208.21.2.62
21.2.25
21.2.13
21.2.33
21.2.27
21.4.42
208.21.4.45
21.2.29
21.2.89
21.2.94
21.2.21
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Knaccudukauusa
YA3BUMOCTEN
y3/10B, MPOTOKO/10B
n cnyxo IP - ceten
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Knaccudmkaumsa ya3BmmocTen
no npuynHam BO3HUKHOBEHUSA

—_—

| OWUBKU npoekmuposBaHus
(mexHos102ul, rMPOMmMOoKo/108, C/1yX06)

owubku peasuzayuu (npozpamm)

v

owubKU aKcn/lyamayuu

" (Henpasu/ibHasi HacCmMpouka,
Heucro/ib3yeMble cemesble C/1yXK0bl,
c/1abble naposiu)

Cnawnp 40



Knaccudpmkaums no ypoBHIo
B MH(pOpMaLNOHHOW
NMHPpPACTPYKTYypE

| YpoBeHb nepcoHasia

| ¥YposeHsb ripusioxeHuu

| YposeHb 6a3 0aHHbIX

| YposeHb onepayuoHHoU cucmemabl
| YposeHb cemu

Cnaiig 41



Knaccudmkaunsa yasBmmocTen
Mo YPOBHIO (CTENMEHU) pUCKa

YPOBEHb puUCKA

Ysa38umocmu, no3sosisiroujue amakyroujemy cpasy
rnosiydyums éocmyn y y3/1y ¢ npasamMmu
cynepro/sib3o8ame/isi

YPOBEHb puUCKa

Ysizgumocmu, nossgosisirowjue amakyrouwemy
nosiydumes oocmyn K UHgpopmayuu, kKomopasi ¢
BbICOKOU cmerneHb0 BePOSIMHOCMU M0380/1UM
Briocsieocmasuu rnosiydums oocmyri K y3/1y

Hu3kul ypoBeHb pucka

ya3sumocmu, no3sosisrowjue 3/10yMbIW/1€HHUKY

ocywecms/iimb c60p KpumuyHol uHghopmayuu
o cucmeme

Cnawnp 42



OolLienocTynHble 6asbl
AAaHHbIX YA3BUMOCTEMN

www.kb.cert.org/vuls/ - KOOPOUHaUUOHHbIU
ueHmp CERT/CC

WWW.ISS.nhet/security _center/search.php - 6a3a
0aHHbIX KoMraHuu 1SS

WWW.Sans.org

www.clac.org/ciac/ - ueHmp CIAC

www.securityfocus.com/bid

Cnawnp 43



Mpumepbl YA3BUMOCTEN

HasBaHue: sql-slammer-worm (11153)

OnucaHue: nepenosnHeHne éydepa B peasinsaumm cnyxosbl
paspelieHna MéH B CYb /[l Microsoft SQL Server moxet
NMPUBECTU K «OTKA3y B 06CTYXXMBAHUU» U K 3aMyCKY
NPON3BOJIbHOIO Koda NyTéM MNOCbINIKM cneumasnibHbIM 06pa3om
nocTpoeHHbIX UDP-naketoB Ha nopt 1434.

YpoBeHb: CYb/A

NCTOYHUK BO3HUKHOBEHMUSA: OLUUOKM peannsauuu

CVE: CAN-2002-0649

CteneHb puUckKa: BbliCOKas
Cnaiig 44




%\f=  [ommon Uulnerabilities and Exposures

EnovHana cuctema HaMmMeHoBaHUM ANA YA3BUMOCTEWN

CtaHpapTHOe onucaHue AN KaXXaou yA3BUMOCTMU

Ob6ecneyeHne COBMECTUMOCTHU 6a3 AaHHbIX YA3BUMOCTEM

http://cve.mitre.org/c

ve
Cnawnp 45



%\f=  (ommon Uulnerabilities and Exposures

CAN-1999-00 Kanauwpat CVE
L7

!

CVE-1999-00 UHpekc CVE
b7

http://cve.mitre.org/c

Cnaiig 46 ve



Cutyauusn 6e3 CVE

= Bugtra NT4-SP3and 95
g [latierra.cl
= ISS Lan
RealSecure d
~ CERT Advisory CA-97.28.Teardrop Lan
d
~ Cisco Database Impossible IP
Packet
Axent land attack (spoofed
NetRecon SYN)

YaszsumocTtb Land IP denial of service

Cnaing 47



NMoppepxka CVE

Bugtra ISS
\ / RealSecure

Cisco Database

/ RT Adws:ry\ Axent

NetRecon

CVE-1999-0016 Land IP denial of service

Cnawnp 48



- CVE entry (sql-slammer-worm) —

Multiple buffer overflows in SQL Server 2000 Resolution
Service allow remote attackers to cause a denial of service
or execute arbitrary code via UDP packets to port 1434 in
which (1) a 0x04 byte causes the SQL Monitor thread to
generate a long registry key name, or (2) a 0x08 byte with

a long string causes heap corruption. .
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XXU3HEHHbIN UMK YA3BUMOCTHU

OO0OHapyXeHune 3alimTa

(My6nukaums (PekomeHaaLmm no
O6cyx/aeHne) 3awmTe)

AHann3

(Knaccucpukaiys) OO6OHapy)XeHune aTak
(HacTpouka)

CoxpaHeHune

(nosiBfieHMe 06HOBEHNIA A1 CKAHEPOB Pa360p NHUNOEHTOB
YA3BMIMOCTEN)

http://cve.mitre.org/c
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Knaccudgukauus
aTakK B IP- ceTaAX
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Knaccudpmkaumsa atak
no uensam

| HapyweHue Hopma/lbHO20 OyHKYUOHUPOBAaHUS
obbekma amaku (omka3s 8 06c/1y)KusaHuu)

| TlonnyyeHue KoHgbuoeHyua/ibHoU UHgopmayuu

__ Modugbukayus unu hasibcugbukayusi
KPUMUYHbIX OaHHbIX

| llony4yeHue rno/iHo2o KOHMPOo/iss Hao
06bLEeKMoM amaku
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Knaccudpnkauusa arak
MO MeCTOHaxOoXAeHUIo
aTaKyloLlero U oobeKkTa aTaku

| Amakyrowuli U 06beKM amaku
Haxoosimcs 8 OOHOM ceaMeHme

B ' =
il | iI

| Amakyrwuli u 06bekm amaku
Haxo0siImcsi 8 pa3HbIX ce2ameHmax

o B ¥ e
N N N
\ \ \
" < | I |
Mapwipy- —
| Tn3arop T
- >

Cnaupg 53



Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

| [accusHoe fpoc/1ywusaHue
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[laccuBHOe npocnywimnBaHue

BHyTpeHHune
cepBepbl

o & &

M3 ’
{» A
;c“l;% E UTeHue noyTthbl
e\
7 4

DMZ-2
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Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

| MaccusHoe npoc/ywusaHue

| lNodo3pumesibHasi akmusHOCMb (pa3seoka)
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OnpepgeneHue OC y3na

%

Sl
BHyTpeHHUe
cepBepbl
DMZ-1
v,

-
N“‘ ;:z‘\

2\ DMZ-2
\,’

MecCTa

#nmap -0 —-vv www.company.com
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Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

| MaccusHoe npoc/ywusaHue

| lNooo3pumersibHasi akmuBHOCMb (pa3seoka)

| Becnosne3Hoe pacxod0oBaHUe BbI4YUC/IUME/bHbIX
pecypcos (nepezpyska)
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[Meperpyska

# /neptun www.company.com
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Applications il

BHyTpeHHune
cepBepbl

DMZ-2

Pabouue
MecTa
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Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

[laccusHoe npoc/1ywusaHue

[looo3pumesibHass akmusHOCMb (pal3seoka)

becrosie3Hoe pacxodoBaHue BblHUC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Haguzayuu (10XXHbIU Mapuwipym)



HapylweHune HaBurauum

A — o% CE
= Ni y -
\ N

BHyTpeHHune
cepBepbl

cepBep MecTa

Pecypchl F
Internet [§ LQ
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Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

[laccusHoe npoc/1ywusaHue

[looo3pumesibHass akmusHOCMb (pal3seoka)

becrosie3Hoe pacxodoBaHue BblHUC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Haguzayuu (10XXHbIU Mapuwipym)

[posoyuposaHUe omkasa 06bekma (KOMIMNOHEHMA)



[TpoBOoUMpOBaHNE OTKa3a

BHyTpeHHune
cepBepbl
DMZ-1

2\ DMZ-2
= 2

MecCcTa

# nuke www.company.com
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Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

[laccusHoe npoc/1ywusaHue

[looo3pumesibHass akmusHOCMb (pal3seoka)

becrosie3Hoe pacxodoBaHue BblHUC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Haguzayuu (10XXHbIU Mapuwipym)

[posoyuposaHUe omkasa 06bekma (KOMIMNOHEHMA)

3arnyck Kooa (npozpammbsl) Ha 06beKmMe amaku



Mpumep: yaseumoctb WebDAV

HTTP-3anpoc:

SEARCH

D010 00070000000 000000000000000000000004
XXX KKXKXKXXXX XXX XXKKXXXXXXXXXXX
XXXXXXX xxxxx HTTP/1.1

Host: 200.1.1.254

Content-Type: text/xml
Content-Length: 137 BHyTpeHHue

cepBepbl

<?xml version="1.0"?> D MZ'].

<g:searchrequest xmins:g="DAV:"> / / /
<g:sql>

Select "DAV:displayname” from scope()

<lg:sql> « ‘

<lg:searchrequest> : M3 |l‘

@\ DMZ-2
2 4

Paboouue
MecTa

# WebDAV www.company.com

Cnawnp, 65



Cnanp, 66

Knaccudomkauusa atak no
MexXaHn3Mam peasimsauuu

[laccusHoe npoc/1ywusaHue

[looo3pumesibHass akmusHOCMb (pal3seoka)

becrosie3Hoe pacxodoBaHue BblHUC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Haguzayuu (10XXHbIU Mapuwipym)

[posoyuposaHUe omkasa 06bekma (KOMIMNOHEHMA)

3arnyck Kooa (npozpammbsl) Ha 06beKmMe amaku



Top 20

Yassumoctn Windows-cucrtem

W1 Internet Information Services (I1S)

W2 Microsoft Data Access Components (MDAC) -- Remote Data Services
W3 Microsoft SQL Server

W4 NETBIOS -- Unprotected Windows Networking Shares

WS Anonymous L.ogon -- Null Sessions

W6 LLAN Manager Authentication -- Weak LM Hashing

W7 General Windows Authentication -- Accounts with No Passwords
or Weak Passwords

WS Internet Explorer
W9 Remote Registry Access
W10 Windows Scripting Host

http://www.sans.org/top
20
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Top 20

YaseumocTtu Unix-cuctem

Ul Remote Procedure Calls (RPC)

U2 Apache Web Server

U3 Secure Shell (SSH)

U4 Simple Network Management Protocol (SNMP)
US File Transfer Protocol (FTP)

U6 R-Services -- Trust Relationships

U7 Line Printer Daemon (LPD)

U8 Sendmail

U9 BIND/DNS

U10 General Unix Authentication -- Accounts with No Passwords or Weak
Passwords

http://www.sans.org/top
20
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