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[lpocTOoTa MHCTANNALUN

£7 Install Windows

Type your product key for activation

You can find your product key on your computer or on the installation disc helder inside the
Windows package. Although ycu are not required te enter your product key now te install, failure
to enter it may result in the loss of data, informaticn, and pregrams. You may be required te
purchase another edition of Windows. We strongly advise that you enter your product identification
key now.

The preduct key sticker locks like this:

> - Mo
AEXXX = AXXXX »XXXXX = XAXXAX « XXX XX

0 LR R IR (LI R LLR R L

Product key (dashes will be added automatically):
I 5=
[V Automatically activate Windows when I'm online

What is activation?

Read our privacy statement

1 Collecting information
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MpocToTa MHCTanNnNAUUU

~—"

Select the operating system you want to install.

perating System Architecture Date Modified

Windows Longhorn SERVERENTERPRISE 6/20/2007
Windows Longhorn SERVERENTERPRISECORE { 6/20/2007

Description:
This cption installs the complete installation of Windows Server cocde name Lenghorn. This
installation includes the entire user interface, and it supports all of the server roles.

1 Collecting information
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t-Iepes 30 MUHYT

18] x]

Perform the following tasks to inttially configure this server E —. Windows Server.
Code Name “Longhorn”

-~
. = Provide computer name and Full Computer Name:

#== domain Workgroup:

Bmiclialn T hoi T i
Update This Servetr

}Sa Enable automatic updating and Updates:
D feedback Feedback:

I"|

e~ Download and install updates Checked for Updates:

Installed Updates:

Customize This Servei | Customizing your server

% Add roles Roles:

:@ Add features Features:

('Ti:- Enable Remote Desktop Remote Desktop:

l f Configure Windows Firewall Firewalk:

Print. e-mail. or save this information

I” Do not show this window at logon Close I
.‘."Startl | 3 = || 5 1nitial Configuration T... | RU‘ ®WY s 11:55
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OBbIU MHTEpP@EencC ynpaBreHns

t Server Manager

File Acton View Help

&= = =

IEQ Sr»r Manager (SEA-DC-01) Server Manager (SEA'DC"OI)
# Manage Roles
H File Server
J Active Directory Domain Se g Get an overview of this server, change system properties, and install or remove server roles and features.
1§l DNS Server ~F
1 Web Server (IIS)
1 Windows SharePoint Servic
# Windows Media Services

4 Server Summary

Troubleshooting

Event Viewer

P &
5k Services

FafEEEEE

4 System Information
Full computer name: SEA-DC-01.Contoso.com

Domain: Contoso.com

Change system properties
ESI Change Administrator account
View Network Connections

@ Reliability and Performance

# Configuration

(5 Task Scheduler

9 Windows Firewall with Adve
@ WMI Control
g2y Device Manager

= | f Storage and Backup
25 Windows Server Backup
Disk Management

Local Administrator Administrator

account:

Local Area Connection: 192.168.16.2

Product ID: 78440-033-0824223-70884

¥ Do not show me this console at logon

Go to Windows Firewall

Windows Firewall Enabled Configure Windows Update
status: Open Security Configuration

Windows Update Install updates automatically - Wizard
status: Check for new updates

4 Security Summary

4 Roles Summary

4 Roles: 6 of 17 installed

Go to Manage Roles

(=]

l
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PoneBble Urpbl

Before You Begin Select one or more roles to install on this server.

Server Roles Roles: Description:

Active Directory Domain Services Active Directory Certificate Services Active Directory Domain Services (AD

- . . - DS)stores information about objects
on the network and makes this
Active Directory Federation Services information available to users and
Active Directory Lightweight Directory Services network administrators. AD DS uses
Active Directory Rights Management Services domain controllers to give network
Application Server users access to permitted resources

anywhere on the network through a
DHCP Server singlelogon process.
DNS Server

Fax Server

File Services

Metwork Policy and Access Serv
Print Services

Confirmation
Progress

Results

Terminal Services

UDDI Services

Web Server {IIS)

Windows Deployment Services
Windows SharePoint Services

100000000000C000OQ0

More about server roles

<= Previous || Next = I Cancel | F

— Server Manager BEX Administrator: Command... I J RU H—l‘ﬁﬂg 12:11
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PoneBble Urpbl

File Action VYiew Help

L Sl 7l noles wizard

3_;2 Server Manager (NP ;[-3
B 30 Roles Select Server Roles
[+ ﬂ:i Features -

[+ g Diagnostics

[ Hf} Configuration Before You Begin

; Select one or more roles to install on this server.
& =3 Storage

Server Roles Roles: Description:

Confirmation [ ] Active Directory Certificate Services Application Server provides central

— : 4 : : management and hosting of high-
Progress [] Active Directory Domain Services

oy ; " petformance distributed business
[ ] Active Directory Federation Services applications such as those built with

[ "] Active Directory Lightweight Directory Services Enterprise Services and .NET
[ aArtive Dirertary Rinhts Mananement Servires Framework 3.0,

Add Roles Wizard N x|

Results

Add features required for Application Server?

You cannot install Application Server unless the required features are alsa installed.
Features: Description:

=] .MNET Framework 3.0 Features Microsoft .NET Framework 3.0 combines ‘lhe

NET Framework 3.0 power of the .NET Framework 2.0 APls with
. sl S . new technologies for building applications
[ Windows Process Activation Service that offer appealing user interfaces, protect
Process Model your customers” personal identity
'NET Environment infarmation, enable seamless and secure

: ¢ communication, and provide the ability tom..

Configuration APls

Add Required Features I Cancel

(',D Why are these features required?

%

More about server roles

< Previous I fdext = I Install Cancel I
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[leMOHCTpauna mexaHuama
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be3onacHoCTb cepBUCOB

Windows® XP SP2/Server 2003 R2

Windows Vista/Windows Server 2008

AKKayHT CepBuchbl

LocalSystem Wireless RemoteAccess
Configuration DHCP Client
System Event W32time
Notification Rasman
Network browser
Connections 6to4
(netman) Help and support
COM+ Event Task scheduler
System TrkWks
NLA Cryptographic Services
Rasauto Removable Storage
Shell Hardware WMI Perf Adapter
Detection Automatic updates
Themes WMI
Telephony App Management

Windows Audio
Error Reporting
Workstation

ICS

Secondary Logon
BITS

AKKayHT CepBuchbl
LocalSystem WMI Perf Adapter App Management
3awuweHo Automatic updates Wireless
bpaHOmayspom Secondary Logon Configuration
LocalSystem BITS 6tod
Themes Task scheduler
Rasman RemoteAccess
TrkWks Rasauto
Error Reporting WMI
Network Service DNS Client browser
[NonHocmabto ICS Server
u3osnupoeaHsbl DHCP Client W32time
Network Service Cryptographic PolicyAgent
Network Restricted | Services Nlasvc
Telephony

Local Service
6e3 docmyna K
cemu

System Event
Notification

Network Connections
Shell Hardware
Detection

COM+ Event System

Network DNS Client

Service

Local Service SSDP
WebClient

TCP/IP NetBIOS helper

Remote registry

Local Service
[NMonHocmebro
U3071UPOBaHbI

Windows Audio
TCP/IP NetBIOS
helper
WebClient

SSPPR
Sa=a

Event Log
Workstation
Remote registry




HoBbin 6paHgmayap

« EanHbIN nHTEpdENC ynpasneHusa dpaHamayapom u IPsec

 [lpaBuna dounsTpaunm Tpaduka ctanm donee
NHTENEKTYyanbHbIMU

* YnpaBneHue npasuniamMmm Ha ypoBHE KOMMNbIOTEPOB U
rpynn nonb3oBatenen Active Directory

« [1ByHanpasneHHaa ounsrpauua Tpaduka
« Habop npeaycTtaHOBIIEHHbLIX MPaBusl

* [lepekntoyaemMbie Npodpunu

* [lopoepxka IPv6

* YnpaBneHne ¢ KoMmaHOHOW CTPOKMU
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UHTepdenc bpanamayapa

® Windows Firewall with Advanced Security

File Action View Help
== H

o 3| C
& Inbound Rules Windows Firewall with Ady... «
Outbound Rules

2.!_ Connection Security Rules ﬂ Windows Firewall with Advanced Security provides enhanced network security for Windows computers. &)
# B Monitoring

ows Firewall with Advanced Security on Local Computer Actions

Import Policy...

&= Export Policy...

=l

Overview Restore Defaults

Domain Profile is Active View

&% ‘windows Firewall is on. Q) Refresh

® Inbound connections that do not match a rule are blocked. .
Properties

'C_i Outbound connections that do not match a rule are allowed. el
elp

Private Profile
0‘ Windows Firewall is on.
® Inbound connections that do not match a rule are blocked.

'6' Outbound connections that do not match a rule are allowed.

Public Profile

& wWindows Firewall is on.
@ Inbound connections that do not match a rule are blocked.

0' Outbound connections that do not match a rule are allowed.

@ Windows Firewall Properties

Getting Started

Authenticate communications between computers

Specify how and when connections between computers are authenticated and protected using Intemet Protocol
securtu [IPserl  After snerifuinn hnw tn artert connectinns usinn cannectinn securitu miles create firewall rles

Resources

Getting started
Diagnostics and troubleshooting

Documentation overview

Introduction to server and domain isolation

CemuHapbl TechNet. OceHb 2007 Micresoft Tech/Net



UHTepdenc bpanamayapa

® windows Firewall with Advanced Security

File Action View Help

e 5@z H=

ﬂ Windows Firewall with Advanced S BT 18 [ Actions

&3 Inbound Rules - : I
- . nbound Rules
&3 Outbound Rules Name Group Profile | Enabled | Action | O«

B Connection Security Rules EBITS Peercaching (Content-In) BITS Peercaching Domai... Mo Allow T i3 NewRule...
;; Monitoring OBITS Peercaching {(RPC) BITS Peercaching Domai... No Allow e ) ;
- °BITS Peercaching (RPC-EPMAP) BITS Peercaching Domai... Allow e Filter by Profile
@ &175 Peercaching (WSD-In) BITS Peercaching Domai... Allow N Filter by State
’ COM+ Network Access (DCOM-In) COM+ Network Access Domai... allow e
@Core Networkung Destination Unreachable {... Core Networking Domai... Allow

Filter by Group

king - Destination Unreachable ...  Core Networking Domai... Y Allow \ View
@Core Networklng Dynamic Host Configurati... Core Networking Domai...
OCore MNetworking - Internet Group Managem... Core MNetworking Domai...
@Core MNetworking - IPv6 (IPv6-In) Core Networking Domai... |50 Export List..
@Core Metworking - Multicast Listener Done (I1... Core Networking Domai... ﬂ Help
@Core Metworking - Multicast Listener Query (... Core Networking Domai...
@Core Metworking - Multicast Listener Report ... Core Networking Domai... Core Networking - Destinat... «

Refresh

@Core Metworking - Multicast Listener Report ... Core Networking Domai... @ Disable Rule
(@ Core Networking - Neighbor Discovery Adve... Core Networking Domai... =
(@ core Networking - Meighbor Discovery Solicit... Core Networking Domai... K Delete

(@ Core Networking - Packet Tao Big (ICMPvé-In)  Core Networking Domai... [E Properties
@Core Metworking - Parameter Problem {ICMP... Core Networking Domai... —
@Core MNetworking - Router Advertisement {IC... Core Networking Domai... Help
@Core MNetworking - Teredo {UDP-In) Core MNetworking Domai...
@Core MNetworking - Time Exceeded {ICMPv6-In) Core MNetworking Domai...
@Networkjng - Router Solicitation {(ICMPv6-In)  Core Networking Domai...
@DHCP Server v4 {UDP-In) DHCP Server Domai...
@DHCP Server v4 (UDP-In) DHCP Server Domai...
@' DHCP Server v6 (UDP-In) DHCP Server Domai...
@DHCP Server v6 {UDP-In) DHCP Server Domai...
@DHCP Server (RPC-In) DHCP Server Management Domai...
@DHCP Server (RPCS5-In) DHCP Server Management Domai...
ODistributed Transaction Coordinator (RPC) Distributed Transaction Coordi... Domai...
ODistributed Transaction Coordinator (RPC-EP... Distributed Transaction Coordi... Domai...
oDistributed Transaction Coordinator (TCP-In)  Distributed Transaction Coordi... Domai...
°File and Printer Sharing (Echo Request - ICM... File and Printer Sharing Domai. ..
°File and Printer Sharing (Echo Request - ICM... File and Printer Sharing Domai...
°File and Printer Sharing {MB-Datagram-In) File and Printer Sharing Domai...

<] |
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UHTepdenc bpaHgmayapa

DHCP Server ¥4 (UDP-In) Propetties P4 |DHCP Server v4 (UDP-In) Properties x|

Users and Computers | Protocols and Ports | Scope ] Advanced | Users and Computers ] Protocols and Ports | Scope I Advanced |
General Programs and Services l General Programs and Services

This is a predefined rule and some of its properties cannot
be modified.

—[General SR
1S program

B Name: =

o e e I°/°systemrootZ\system32\svchost.ex Bravise
I eIver v -|nj |

Description: — Services

An inbound rule to allow traffic to the IPvd Dynamic Host :_| X Spepify the services to which this rule Settings... |
Control Protocol Server. [UDP 67] _l e L applies.

¥ Enabled

— Action
*  Allow the connections
" Allow only secure connections
r Hequire encyption
I Gveride block rules

" Block the connections

Learn more about these settings Learn more about programs and services

| oK I Cancel Bpply | oK I Cancel
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UHTepdenc bpaHgmayapa

x| DHCP Server v4 (UDP-In) Propetties ) x|

General ] Programs and Services | General I Programs and Services
Users and Computers | Protocols and Ports | Scope  Advanced Users and Computers | Protocols and Parts ~~ Scope | Advanced

— Profiles

— Local IP address
Al profiles s O AnyIP address

These profiles: L. ¢ These IP addresses:

[v] Domain 192.168.10.1
[y] Private
[v] Public

— Interface hines

m‘- M Customize Interface Types : x|
3 i

This rule applies to connections on the following interface types. — Remote IP address

' % fny P address
— Edge trav | W

= : &+ Allinterface types L. " These IP addresses:
= { These interface types:

[ : Add.,

‘ :;:" Edt
[ : |

Hemove

Learn more

Learn more about interface types Learn more about setting the scope

| oK I Cancel 0K

e ———
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UHTepdenc bpaHgmayapa

DHCP Server v4 (UDP-In) Properties ] x|

General 3 ] Programs and Services
Users and Computers I Protocols and Ports Scope | Advanced I

[~ Authorized computers -

Add
r n o

Aulhonzed USEers -

| | Only allow connections from these users:

Sdd
r r mu

Learn more about using authorization

Cancel I Apply |
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YnyuyweHue IPsec

YnyJdweHue A dekT

YnpoLueHne nonuTmk Ob6neryeHne co3gaHns NOMNUTUK 3a CYET HENPOTUBOPEYNBOCTU U
CHUXXEHMSI HEOOXOAMMOCTM B UCKMHOYEHUSIX

3HaunTenbHoe ynpoLleHne Noaaepkn n obenyxnsaHus

[Mooaepxka IPv6 O6paboTka IPsec IPv6 Tpaduka ngeHtuuHa IPSec IPv4

BanaHcupoBKka Harpysku c YMeHbLUaeT BpeMs nepekntodeHns kaHanos B Microsoft Clustering
nomoLubo WLB & NLB

3awmTa Tpaduka mexay 3awwmTa IPv4 n IPv6 Tpadpdmka B MOMEHT NPUCOEONHEHUS
kKnmeHTtom n DC KIMMeHTa K JOMeHY

CTonKne KpunToanropuTmbl AES, Elliptic Curve

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet



UHTepdeunc IPSec

® New Connection Security Rule Wizard

Rule Type

Select the type of connection security rule to create.

Steps:
Rule Type
Endpoints

Requirements ®

» Authentication Method
Profile

MName

What type of connection security rule would you like to create?

Isolation

Restrict connections based on authentication criteria, such as domain membership or
health status.

Authentication exemption

Do not authenticate connections from the specified computers.

Server-to-server
Authenticate connection between the specified computers.

Tunnel
Authenticate connections between gateway computers.

Custom
Custom rule.

Nate: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a conhection, create an inbound or outbound rule.

Learmn more about rule types

CemuHapbl TechNet. OceHnb 2007
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UHTepdeunc IPSec

+* New Connection Security Rule Wizard

Endpoints

Specify the computers between which secured connections will be established using IPsec.

Steps:

» Rule Type Create a secured connection between computers in Endpoint 1 and Endpoint 2.

» Endpoints Which computers are in Endpoint 1?
» Requirements ¢ Any P address

) Authentication Method " These P addresses:

@ Profile Add, l

@ Name

Edit..

Hemove

Customize the interface types to which this rule applies: Customize... I

Which computers are in Endpoint 2?
¢ fny IP address

" These IP addresses:

Learm more about computer endpoints

< Back || Next > I
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UHTepdeunc IPSec

+® New Connection Security Rule Wizard
Requirements

Specify the authentication requirements for connections that match this rule.

Steps:

Rule Type When do you want authentication to occur?

Endpoints

Requirements " Request authentication for inbound and outbound connections
y Aiihsttesianiatied Authenticate whenever possible but authentication is not required.

@ Profile Require authentication for inbound connections and request authentication for
® Narie outbound connections

Inbound connections must be authenticated to be allowed. Outbound connections are
authenticated whenever possible but authentication is not required.

Require authentication for inbound and outbound connections
Both inbound and outbound connections must be authenticated to be allowed.

Learn more about authentication requirements

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet



UHTepdeunc IPSec

® New Connection Security Rule Wizard
Authentication Method

Specify how authentication is performed for connections that match this rule.

Steps:

Rule Type What authentication method would you like to use?

Endpoints

i (* Computer certificate
Requirements Restrict communications to connections from computers that have a certificate from this

Authentication Method certification authority (CA).

@ Profile CA name: l Browse... I

@ Name

™ Accept health certificates only

These certificates are issued by Network Access Protection health certificate
SEIVers.

" Preshared Key [not recommended])

Key: |

Preshared key authentication is less secure than other authentication methods.
Preshared keys are stored in plaintexst.

(" Advanced
Specify custom first and second authentication settings.

Customize,.

Learn more about authentication methods

< Back || Next > I Cancel l
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IHeMoHcTpauusa uHtepdgeunca
yrpaBneHnsa oOpaHaMmayapom
n IPsec
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Server Core — xBatTutT m
NOJIOBUHbI AO03bil.....
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Server Core — Windows 6e3 OKOH

X

IEEAdthhmmnC“Nh&wshwﬂnmﬁzkmmhu:

IMicrosoft Windows [Uersion 6.08.60011
Copyright {(c)> 20886 Microsoft Corporation. All rights reserved. l

C:\Users\Administrator>

Windows Server (TM) Code Name "Longhorn™
Evaluation copy. Build 6001

CemuHapbl TechNet. OceHnb 2007

Microsoft lech/Net



Server Core — Windows 6e3 OKOH

GUI no4yTn - HeT.

Windows Explorer — HeT.

Internet Explorer & Media Player — Her.
Net Framework, PowerShell — Toxe HerT.
MMC — cHOBa HeT.

UAC — HerT.

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet



Server Core

MuvHUManbHaa MHCTannAUnA
NHTepdenc komaHQHOW CTPOKU Ponu WindowsServer 2008

OrpaHunyeHbIn Habop posen

YnpoLleHne obcnyxxmsaHua 1 Web (Behare

TS IAS n.T.a...

yrnpaBJieHnd Server Point
MeHblLLue BO3MOXHOCTEN ANA aTaku

Ponun Server Core Server
WinFx, Shell, GUI, n.1.a.

DNS DHCP File AD

GUI, CLR,
Server Core Shell, IE,

Security, TCP/IP, File Systems, RPC, Media. OE
cTaHAapTHble noacuctemsl Core Server U T:q /

CemuHapbl TechNet. OceHnb 2007 Microsoft TechNet




Server Core noanepxuBaeTt ponu

» Active Directory Domain Services - ADDS

 Active Directory Lightweight Directory Service — ADLDS
 Domain Name System Server - DNS

« Dynamic Host Configuration Protocol Server - DHCP

* File Services

 Internet Information Services (I1S7)

* Print Server

« Streaming Media Services

* Windows Server Virtualization™ - WSv

— bynet poctynHa 4yepes3 180 nocne penusa Windows
Server 2008.

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet




OnuuoHanbHblIe KOMMOHEHTbI U
BO3MOXHOCTMU

 BitLocker  Removable Storage
* KnuneHnt NFS Management
« DFS Server u * Cepsep NFS
pennmkaTop « SNMP
» Failover Cluster « Cucrema COBMECTUMOCTHU
« FRS c UNIX npunoxeHuamu
« LPD Print Service * Knunent Telnet
« MultipathlO  Windows Server Backup
 Network Load Balancing * WINS
 Run Once

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet



YnpaBneHne n MOHUTOPUHTI

« bynyT nogoepxmBatbcsa areHTbl System Center, MOM, SMS

o  OyHKUMOHAN AOCTYNHbIN areHTaM U MUHCTPYMEHTaM yrnpaBreHus:
— JlokanbHOE ucrnornHeHne KomaHa
— Terminal Server

— Beb cepBuchbl Anst AUCTaHUMOHHOIO ynpaBneHus
(WS-Management)

— Windows Remote Shell (WinRS)

A

— Task Scheduler

— RPC n DCOM

— SNMP

— OwnctaHumoHHoe ynpasneHue ¢ nomolsio MMC

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet



AnnapaTHble TpedboBaHuUA

KoMnoHeHT MuHUMYM PekomeHgoBaHoO OnTumanbsHO
[Mpoueccop 1 GHz 2 GHz 3 GHz

O3y~ 512 MB 512 MB 1GB
KecTknm auck 8 GB 8 GB 40 GB
Windows Server 2008

[Mpoueccop 1 GHz

O3y 512 MB

KecTknm guck 8 GB

* B pexume 6e3genctemsa Server Core 3aHumaet 184 MB O3Y, Windows Server 2008 cootBetcTtBeHHO 308 MB.

** [MpocTpaHCcTBO Ha aucke 6e3 yveTta hanoB NOAKAYKN, BPEMEHHBIX (halsioB XpPaHSALLMX COAEPKUMOE ONnepaTMBHON NaMATH
B pexxume cHa. ObbivHO ans Server Core Tpebyetcs npubnuantensHo 1.5 GB. Te xe dannel ana Windows Server 2008
3aHumMatoT npumepHo 7.5 GB.

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet




YctaHoBKa Server Core

Mo>KHO:

* HcTannauma c Hocutena Windows Server 2008.
* Bepcun Enterprise n Standard Edition.
« OBHoBneHue oo Server Core R2.

Henb3qa:

« ObHoBNeHne c npeabiaywmx sepcun Windows

« KoHBepTtupoBatb nHctannauuto Windows Server 2008 B
Server Core,

* [lpeBpatutb Server Core B Windows Server 2008

CemuHapbl TechNet. Ocenb 2007 Micresoft TechNet



YcTtaHoBKa Server Core

——
@ £7 Install Windows

Select the operating system you want to install.

Operating System | Architecture l Date Modified ]
Windows Longhorn SERVERENTERPRISE X86 6/20/2007
Windows Longhorn SERVERENTERPRISECORE X86 6/20/2007

Descripticn:

This cpticn installs 2 minimal installaticn of Windows Server without the standard Windows user
interface, and with a2 subset of server reles that can be managed from a command prempt,
reducing management requirements and attack surface.

CemuHapbl TechNet. OceHb 2007 Micresoft Tech/Net



NemoHcTpauuna Server Core

y—
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Read-Only Domain Controller —
Oe30nacHbLIU KOHTpPOEp AOMEeHa
ana dovnuana ...
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Read-Only Domain Controller

Konusa 6a3bl AD TONIbKO ANA UTEHUs
MoxeT coaepxxaTb BCce 06ebKThl 1 aTpnbyThl
DNS 30HbI TONIbKO ANg YTeHUs

¢ TMonHoueHHbIN DC |

v 3alueHHas
cepBepHast

OAHOCTOPOHHAA pennKauusa
I3MeHeHMs1 BHOCATCS TOJSIbKO B /1aBHOM oduce

[Mbkasi HaCTpPoMKa NapaMeTPOB Pen/MKaLmMm — 3SKOHOMUS
' CeTeBOro Tpaduka

[daHHble aBTOpMU3aLMMN U ayTeHTUhUKauum
He xpahuT naponen nonb3oBatenen (Mo yMoI4YaHuIo)
RODC BblAaeT TONbKO SIOKaNbHble BUNETHI

v OAHOCTOPOHHSS
pennvka

LV K -
K;:J)JVIMT%?-I?-IabT)l(A ZaHHbIX PazgeneHne agMUHUCTPATMBHBIX POJien

slokanbHbilt YnpaBneHve oT MMeHW NOKanbHOro rnosib3oBaTtensd

HUCTpaTop
% ﬁ AZIMMHUCTPATOP I0KA/IbHOrO KOHTPO/iepa He
| SIBNAETCA aAMMHMCTPMATOPOM rnobanbHoro DC

r‘ "
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Kak RODC dyHKUMOHUpYeT

@ AS_Req OTnpaB/ieH B
RODC (3anpoc Ha

nonydexue TGT)

RODC: CmoTpuT B 6aze: «Y
@ MEHS1 HET Napons 3Toro
N —— nonb3osatens”
RS —
@ @ MepeaaeT 3anpoc
Read Only Windows Server 2008

Windows DC DC
Server 2008

@ [ocne ayTeHTUdMKaumnn
bunet TGT oTnpasnsieTcs
® @ obpaTtHo RODC

@ @ RODC oTnaet TGT

NoSb30BaTENO U
K3LWMPYET AaHHbIE

¢ [Monb3oBaTesb NoNyYaeT
‘ @ 6bunet TGT noanucaHbIn

@ @ DC nposoaut
,:. ayTEHTUPUKaLMIO
“)® ‘ 3anpoca

[NaBHbLIM KOHTPONIEPOM
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RODC c To4kn 3peHus aTakyioLiero

File VYiew Session Schedule Remediate Help

e POPe YL >UE PO

Run \1( Report \
Domain User Name LM Password <8 | Password

L@Rooc Administrator X

RODC WMUS_HUB-DC-01

;ﬁ RODC Test PASSWORD1 Password1
QRODC Test2 PASSWORDZ Password2
$iroDC Test3 PASSWORD3 Password3
;ﬁRODC Testl PASSWORD1 Password1
RODC HUB-DC-01% * empty *

RODC RODC-DC-01% * empty *

mRODC Administrator * empky * * empty *

WHMUS_HUB-DC-01 * empty * * empty *

Test * empty * * empty *
Test2 * empty * * empty *
Test3 * empty * * empty *
Test1 * empky * * empty *
HUB-DC-01% * empty * * empty *
RODC-DC-01% * empty *

L e Lo D o e e e D o
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Ykpanu RODC?

Deleting Domain Controller

The computer object you want to delete represents this read-only Active Directory domain controller:

|RDDC-DC-D1

Choose how you want to delete this domain controller;

Demaote this domain controller using the Active Directory Installation Wizard [DCPROMO]. This requires
that the computer is online.

This domain controller is permanently offline and can no longer be demoted using the Active Directory
Installation Wizard [DCPROMO).

v Reset all passwords for user accounts that were cached on this read-only domain controller. Choose
this option if the read only domain controller was stolen or compromised

v tEhgigzlr;the list of accounts that were cached on this read only domain controller to View List.. |

Location:

I Browse... l

Cancel l
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BapuaHTbl ynpaBsneHmna RODC

* YyeTHble 3anucu nonb3oBaTerien He xpaHAaTca B RODC( no
YMOJSTHaHUIO)
— 3a: Hamnbornee b6esonacHo
— Mpotus: Hukto He cmoxeT paboTaTh ecnn WAN HeuncnpaBeH

e BonbWKMHCTBO y4YeTHbIX 3anuceun xpaHaTca B RODC

— 3a: Obneryaetcs ynpasneHne naponsMmu. YnpaensieMoCTb BaXXHee
©e3onacHoOCTM.

— Mpotus: bonblue naponen «ocenatoT» B RODC

e XpaHATCA y4yeTHble 3anucu nonb3oBateneun dunmana B RODC

— 3a: B cnyyae aBapun WAN MecTHblE Nofib30BaTeENU NpoaosikatoT paboTaTth,
coxpaHsieTcst 6e30nacHOCTb OCTalnbHbIX YYETHbBIX 3anucen

— npOTMBZ Ycno)HeHune aAMNHNCTPUNPOBaAHUA
« HeobGxoanmo conocTaBuUTb MMEHa KOMMbIOTEPOB KOHTporepam dunuana
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Powershell — ckpuntoBbIN A3bIK
MOEWU MeuThbl.....
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Windows PowerShell

HoBbI MHTEPpd EeNC KOMaHOHOWN CTPOKU N HOBbIW
CUCTEMHbIV CKpUNTOBLIN A3bIK Scripting Language

& Windows PowerShell * YcKkopseT aBTOMaTuU3npoBaHUE TUMUYHBLIX
PS D:\> get—service 3aga4y cMCTeMHOro agMuMHUcTparTopa
 [1pOCT U NHTYUTUBHO MOHATEH

« PaboTtaeT ¢ yHacneaoBaHbIMU CKpUNTamm
VBS, WSH

e OObLEKTHO OPUEHTUPOBAH
130 ctaHOapTHbIX UHCTPYMEHTOB

[lepcneKkTuBb

 bypet Bxogntb B noctaBky Windows 2008 Server

*  BOonbLINMHCTBO aAMWHUCTPATUBHbLIX MHTEpdencoB ByaeT NuLLb NPOCIONKOW Hag
PowerShell:
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Windows PowerShell

Ucnonb3yeTcs B criegylowmx NpoekKTax:

*Exchange 2007

*System Center Operations Manager 2007 (SCOM 2007)
*System Center Virtual Machine Manager 2007 (VMM)
*System Center Data Protection Manager 2007 (DPM)
*Microsoft Transporter Suite for Lotus Domino

*Windows Compute Cluster Tool Pack

*Windows Server 2008
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HemoHcTpauna Powershell

y—
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PowerShell + PowerGadgets

3D Oblique Bars
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PowerShell + PowerGadgets
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PowerShell + PowerGadgets
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PowerShell + PowerGadgets

y—
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PowerShell + PowerGadgets
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PowerShell + PowerGadgets

Image 13 of 18

2D Cluster Cylinder
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Llenb Rigths Management Service:

,D,aTb BO3MOXHOCTb 3adLlLUNTUTb Ba>KHYHO VIHCbOpMaLI,I/II-O B TEHEHUUN
XKNU3HEHOIO LUUKI1a

«3awmTa nHdopmaumn
*COOTBETCTBNE OpPraHN3aLUNOHHbLIM NOSIUTUKAM

*Organizational
«Control

y—
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Kak RMS zawuwaeT gaHHbIe?

« RMS 3awuuiaeTr ¢ noMoLlbo -
— CwunbHoro wndpoBaHUs
* CumeTpuyHaga n acumeTpuyHas Kpuntorpadus

— KoHTpornb goctyna
* [Monb3oBatenu u Npynnbl
* BpemeHHble ycrnosus
* PaspelueHHble NnpuMeHeHns

— [lonnTmnka ncnonb3oBaHUS RMS 3awuTa:

» Tonbko Ansa YTeHus, PegaktupoBaHus, Qkcnopra,
Meyatb, CoxpaHeHue, ...

— AyauTt goctyna 2 —— g

'y

3awundcgppoBaHbie
AaHHble

/

MHdopMauuio o gocTtyne

» XypHanbl cepBepa XpaHsaT nogpobHyto % ’

« 3awmTta RMS nocTtosHHa

— Bo BpeMs xpaHeHusi, Npy nepeaaye u
MCNONb30BaHUWN JaHHbIX

NonuTtuka gocrtyna u
ucnonb3oBaHUsA

CemuHapbl TechNet. OceHnb 2007

Microsoft lech/Net



NMpumep padbotbl RMS

SQL RMS Server
Database

Active Directory

APl knneHta RMS

npunoxeHume RMS

NMonyyaTtenb

—_—

Mpu nepBom obpawieHun kK RMS aBTop
nonyyaeT KIlouu 1 B cnyyae
HeobX0AMMOCTN MNONUTUKU 3aLLMUThI
AaHHbIX

ABTOp NPUMEHSIET MNOMNTUKN K AAHHbIM;
npunoxeHne ncnosnbdys APl RMS
LUNPYET AaHHbIE N NPUMEHSIET K HAM
NMONUTUKK; WNPPOBAHbIN KOHTENHEP
OaHHbIX U NOMNTUK COXPaHAETCS B
doanne.

ABTOp pacnpocTpaHseT dann

[Mony4aTernb OTKpbiBaEeT hann;
npunoxeHne obpawlaeTca K cepBepy
RMS koTopble aBTOpU3YyeT Nonb3oBaTens
N BblOAET eMY NNLEH3NIO Ha
NCNONb30BaHNE AaHHbIX

MpunoxeHne otobpaxaeT hann
NPUMEHSET NpaBa U orpaHNYnNBaET
nonyyvarenda; RMS knueHT ygoctoBepsieT
YTO cpeda AOCTaTOYHO 3almileHa
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NMpumep paboTbl RMS

a) 90 o

YCNOBMA KOHTpakTa - Message (HTML)

>’/
— Message Insert Options Format Text

Calibri (Bo ~ 11
o | Copyt
aste
- J Format Painter

Clipboard F Basic Text

| ab

Permission granted by: abeshkov@microsoft.com

Alexander Shapoval

Subject: YCNOBMA KOHTPAKTa

Attached: | 89 contract.dook (16 KB]

) &) &

d =83 m 4 v

Address Check | Attach Attach Business Calendar Signature | Follow
Book MNames File Item Card ~ > Up~

=

Mames Include ]

Do Mot Forward - Recipients can read this message, but cannot forward, print, or copy content. The conversation owner has full permission to their message an

=) Permissionq A.39 Ellgl

Set permission on this item
No Restrictions
Do Mot Forward
Do Not Reply &l
Microsoft Confidential
Microsoft Confidential Read Only
Microsoft FTE Confidential
Microsoft FTE Confidential Read Only

Manage Credentials

Andrey Beshkov

IT Pro Evangelist

DPE

LLC "Microsoft Rus"
+7-903-013-21-84
abeshkov@microsoft.com
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OononHuTenbHas nHdopmauus

JoKkymeHTauus

Bnorun
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Microsoft
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