BOY CINO «AMT» npenogasaTensb
CtpykoBa EneHa AnekceeBHa



O6w,eobpa3zoBaTeAbHbIE LLEAM:

® - 3HaTb OCHOBbl SAEKTPOHHbIX KOMMYHUKaLUM;
® Tunbl yrpos;

BocnutaTeAbHble LeAM:

® BocnutaHne KOMMYHUKATUBHbBIX CBOUCTB
AMYHOCTMH;

® BocnuTtaHue ToAepaHTHOCTY;

® BocnuTtaHue ceTeBon 3TUKM.
PasBuBalowime ueAm:

® PopMupoBaHMe NMO3HABATEABHOIO UHTEPEC];
® Pa3BuTHME HaBbIKOB ODOLLEHUSA B CETU



® Ecav roBoputb 06 yrposax
MHPOPMALLUOHHO-TEXHUYECKOIO
XapaKTepa, MOXXHO BbIAEAUTb TaKMeE
3AEMEHTbI KaK Kparka MH$OpMaLmK,
BpeAoHocHoe 10O, xakepckue aTaky,
CIAM, xaAaTHOCTb COTPYAHMKOB,
annapaTHble U NporpaMMHble cbou,
$MHAHCOBOE MOLLEHHUYECTBO, Kparka
obopyAoBaHMs.



CoraacHo cTaTUCTUKE MPUMEHUTEABHO K 3TUM
Yrpo3am, MOXKHO MPUBECTU CAEAYIOLLME AQHHbIE
(Mo pe3yAbTaTam UCCAEAOBAHMM, MPOBEAEHHbIX
B Poccnun komnanuen InfoWath):

Kpaxka nHpopmaumm — 64%
BpeaoHocHoe [10 — 60%

Xakepckue aTtakm — 48%

Cnam — 45%

XaAaTHOCTb COTPYAHMKOB — 43%
AnnapaTHble U NnporpammMHbie cbon — 21%
Kpaxka obopyaoBaHus — 6%

®rHaHCOBOE MOLUIEHHMYECTBO — 5%

Kak BUAHO, U3 NpMBEAEHHbIX AAHHbIX, HAMbOOAee
PacnpocTpaHeHbl Kparka MHpOpMaLLMK U
BpeAoHocHoe [10.



Bupyc
[loa KomMnblOTEPHBbIM

BMPYCOM TPUHATO
NOHWUMaTb NPOrpamMbl
UAU DAEMEHTDI
Nporpamm,
HECAaHKLLMOHUPOBAHHO
NPOHUKLLME B
KOMMbIOTEP C LLEAbIO
HaHeCceHUs BpeAR,
OTAUYMUTEABHOM
0COBEHHOCTbIO KOTOPbIX
ABASIETCS CNOCOOHOCTb
CaMOTUPAXKUPOBAHMUSI.




Bce Bupycbli MO>XHO 06 bEAMHNTD B
CAEAYIOLUNE OCHOBHbIE rpynnbi:

— UMHPHUUMPYIOT 3arpy304YHble€ CEKTOPbI YXE€CTKNX
AMCKOB U ANCKET, NoMeluasa B HeM KOMaHAbI 3arnycKa Ha
MCMNOAHEHME CAMOro BUMPYCa, KOTOPbIM HAXOAMTCS rae-
TO B APYIroM MecTe KOMMbloTepa.

@ — 3apa)kaloT
MCMOAHAIEMbIE panAbl (C pacLIMpeHUEM .com, .eXe, .Sys),
nyTeM AOMMCbIBAaHUA CBOEH OCHOBHOM 4acTH (KTeAa») B
KOHeL| 3apa>kaeMoH NporpaMmbl, «rOAOBbI» - B €ro
HayaAo. Bupyc, HaxopAwWwmMUCA B NaMATH, 3aparkaeT Bce
Al0604 3anyuLeHHbIM MOCAE 3TOro UCMOAHAEMbIN pauA.

@ Croco6HbI

nopakatb KaK KOA 3arpy304HbiX CEKTOPOB, TaK
¢ariros.




® Makpo-Bupychbi.

3apaXkaeT ¢palAbl AOKYMEHTOB, HanNnpUMep
TeKCcToBble AOKYMeHTbI. [locAe 3arpysku
3apa*KeHHOro AOKYMEHTa MOCTOSIHHO
HaXOAUTCS B OMNEepaTUBHOM MaMATU AO
3aKpbITUS AOKYMEHTA.

® «YepBb».

3TO MPOrpamma, KoTopasi TUpPaXKMpyeTcs Ha
YKECTKOM AMCKE, B MaMATHU KOMMblOTEpA U
PacnpoCcTpaHAeTCs Mo CeTH.

® OcobeHHOCTbIO YepBer, OTAUYAIOLWMUX UX OT
APYTMX BUPYCOB, ABASIETCS TO, YTO OHMU He
HecyT B cebe HU KaKol BpeAOHOCHOM
Harpy3ku, KpoMe CaMOPa3MHOXKEHMUS, LLEAbIO
KOTOPOro AABAETCA 3aMYCOPUBaHUE MaAMATH, U
KaK CA€ACTBME, 3aTOPMaXknBaHue paboTbl
onepauMoHHON CUCTEMBI.




CETEBBIEYHEPBW

K AaHHOM KaTeropum oTHOCATCA MPOrpamMmbl, paCpoCTPaHSAIOLLLME CBOU KOMUK MO
AOKaAbHbIM U/MAU TAODAABHBIM CETSIM C LLeAbIO:

I. NMPOHMKHOBEHMA Ha YAAAEHHbIE KOMIbIOTEPDI;
2. 3anycKa CBO€M KONMuM Ha yAAAE€HHOM KOMMbIOTEPE;
3.  A3AbHEHLUEro pacnpocTpaHeHUs Ha APYyrme KOMMNbIOTEPbI B CETH.

AAs cBOEro pacnpocTpaHeHMs ceTeBble YEPBU UCMOAbL3YIOT pasHOOOpasHble
KOMMbIOTEPHbIE U MOBUABbHbIE CETU: SAEKTPOHHYIO MOYTY, CUCTEMbI OOMeHa
MFHOBEHHbIMUK coobLieHnamu, parmaoobMeHHblie (P2P) u IRC-cetu, LAN, cetu
obMeHa AaHHbIMU MeXXAY MOBUABbHBIMUK YCTpoMcTBamMK (TeaedoHaMM,
KapMaHHbIMW KOMMbIOTEPAMMU) U T. A.

BONbLWNHCTBO N3BECTHbIX YEPBEWN PACMPOCTPAHAETCA B
BUAe GanoB: BJIOXKEHME B 3/IEKTPOHHOE MNCbMO, CCbI/IKA
Ha 3apaXxeHHbIM $pana Ha kKakoM-1mbo Beb- nam FTP-
pecypce B ICQ- n IRC-coobuweHnunsx, ¢ann B kaTanore
obmeHa P2PuT. A.

HekoTopble YepBU (Tak Ha3biBaemble «becdannoBbie» Uam
«MAKEeTHble» YepPBU) PACMPOCTPAHAIOTCS B BUAE CETEBbIX
MaKeToB, MPOHMKAIOT HENOCPEACTBEHHO B MaMSTb
KOMMbIOTEPA M aKTUBU3UPYIOT CBOM KOA,.




B AOIMNOAHEHNE K 3TOM KAaCCM(PMKauMM OTMETHM elle HECKOABbKO
OTANMYUTEADHDbIX OCO6€HHOCT€MV, XapaKTepmM3ywwmnx HeKotopbie ¢anAOBO -

3arpy304Hbi€ BMPYyCbl.
PY PY MNoAaumopopusm.
BoAbLIMHCTBO BUPYCOB, CO3AAHHBIX B MPEXHME roAbl, MPU CAMOPa3MHOXEHUM HUKaK He
M3MEHSAIOTCS, TaK YTO KMOTOMKM» ABASIIOTCA aBCOAIOTHO TOYHOM Konuen
«NPapOAMUTEANY, UTO M MO3BOAAET AETKO UX OOHApY>KMBaTb MO XapaKTEPHOM AAS
KaXXAOro MOCAEAOBaTEAbHOCTM BaiToB

«CTeAc» - TEXHOAOIUA.

‘- DTOT TEPMUH MOSIBUACS MO aHAAOTUM C Ha3BaHUEM TEXHOAOTMU pa3paboTku
amepuKaHcKoro 6ombapAMpOBLLIMKA, HEBUAMMOTO Ha 3KpaHe paaapa. Cteac-Bupyc,

>e HaXOAACb B MaMATU KOMMbIOTEpPa, MepexBaTbiBaeT NMOYTU BCE BEKTOPbI NPEpPbIBAHUM .

f lmmﬂ“-“mmmuu B pesyAbTaTe npu NombITKe KOHTPOAS! AAVHBI 3apaXkKeHHOTO daiiAa AOC BbiaaeT
(OHN 31 RAEM CTapyto, KNMPaBUAbHYIO» AAUHY BMECTO UCTUHHOWM, 2 MPU NPOCMOTPE KOAbI BUpYCa

MCKAIOYAIOTCS UM U3 PACCMOTPEHMS.
«/A\ornueckue 6o0mM6bIY.

Takasa nporpamma AobaBasieTcs K KaKOM-AMOO NOAe3HOM MporpaMMe U KAPEMAETY B HEM
AO onpeaeAeHHoro 4Yaca. Koraa »ke nokasaHus cMCTEMHOro CYeTYMKa BpEMEHU
AQHHOIO KOMMbIOTEpa CTaHYT PaBHbIMU YCTAHOBAEHHOMY NMPOrPaMMMUCTOM 3Ha4YEHUIO
4aCoB, MUHYT U CEKYHA (MAM NPEBLICAT UX), NPOU3BOAUTCS Kakoe-AMbo paspyliatolee
AeNcTBUE, HarpuMep, POPMaTUPOBaAHME BUHYECTEPA. DTO OAMH U3 PacNpOCTPaHEHHbIX
BapMaHTOB MeCTU OBUIKEHHbIX NMPOrPaMMUCTOB CBOEMY PYKOBOACTBY.

Iporpammbi-BaHAAADI.

Cambiit npocTor cnocob HanakocTUTb BceM M BcA. [uwieTcs nporpamma-paspyLumTeAb
(Hanpumep, Bce TOT ke GOPMaTUPOBLLMK BUHYECTEPA), EM AAETCA Ha3BaHUE, TaKoe
Xe, KaK y APYroM, MOAE3HOM NPOrpaMMbl, U OHA pa3MeLLAeTCsl B Ka4yecTBe
«obHoBAeHHOM Bepcumy». Huyero He noao3peBatoLw il NOAb30BaTeAb 0OpaAOBaHO
«CKa4yMBaeT» €e Ha CBOM KOMIMbIOTEP M 3aMyCKaeT,a B pe3yAbTaTe - AULLIAETCA BCEU
MHPOPMALIUM HA XKECTKOM AMUCKE.




® «/Noruyeckne 60M6bI» - CKPUNTHI U ANMNAEThI.

N xoTs ocHOBHble PYHKLIMM AOCTYMa K COAEP>KMMOMY Ballero

---------

AMNCKa 3A€Cb OTKAIOYEHbI, HEKOTOPbIE MEAKME HEMPUATHOCTU A
3TO MOXKeT AoCTaBUTb. KcTaTu, B nocaepHee BpeMs co3paTeAm :
HEKOTOPbIX CAUTOB (KaK MPaBUAO, U3 Pa3psAAa KTOAbKO AAS 5] Kanennspn
B3POCABIX») OCBOUAU AOOOMBITHBIN BapUaHT CKPUMNTOB (Ha \ ey

6ase JavaScript), cnocobHbIx Npu oTKpbITUM Takon VWeb-
CTPaHM1Lbl HE TOAbKO «MPOMUCaTb) aAPec AAHHOro camTa B
KavyecTBe KAOMaLUHeroy» (eCcTecCTBEHHO, He CripaluMBas y o 3ameno
MOCETUTEAS paspeLLeHUs), HO U BHECTU €ro HEeNMoCpeACTBEHHO
B cucTeMHbIM peecTp Windows B KavecTBe «6a3oBoroy.

_J Cnucok nanok

® «TposAHCKUE KOHUY.

DTO MOAYAU, MPUCOEAMHSAEMbIE K KAKUM-AMOO HOPMaAbHbIM
NMporpamMmam, pacnpoCTPaHAEMbIM MO CETU, UAU
«3abpacbiBaeMble» B Ball KOMMbIOTEP HECAHKLUMOHUPOBaHHbIM
cnocobom.

LleAb «TPOSIHCKOrO KOHS» - BOPOBaTb LieHHYIO MHpOopMaLmio
(mapoAn AocTyna, HoMepa KpeAUTHbIX KapTo4veK U T.M.) U
MepeAaBaTb €e TOMY, KTO 3TOrO «KOHS» 3anmyCTUA.

® [NouTtoBble BUPYCDbI.

Yauie Bcero 3apaxkeHune Ha4YMHaAETCA C MOAYYEHUSA HEM3BECTHO OT
KOro NMmcbMma, COAEP>KaLLLEro UCMOAHSEMYIO MPOrpammy-
«3apoabiwy . Koraa HM4yero He NoAO3peBaloLLLUI MOAb3OBaTEAD
3aMyCTUT TaKylo NPOrpaMMy Ha UCMOAHEHUE, COAEPIKALLUMICSA B
Hel BUPYC «NPOMUCbIBAETCSA» B CUCTEME U, OBpaLLasch K
COAEP>XKMMOMY aAPECHOM KHUIMU, HAYMHAET TaMKOM OT Bac
PaccblAaTb BCeM aDOHEHTaM CBOM KOMUU-3apOAbILLN B
KavyecTBe BAOXKEHUMN.




Bupycbl AeAATCA TaK)Ke Ha
pEe3UAEHTHbIE U HEPE3SUAEHTHbDIE

— NepBbie NPU MOAYYEHUM YNPaBAEHUS
3arpy»kaloTcs B NaMsiTb U MOTYT
AENCTBOBAaTb, B OTAUYME OT
HEepPE3MAEHTHbIX, HE TOAbKO BO BpeMs
paboTbl 3apakeHHOro ¢amaa.



A ONOAHUTEABHbIE TUMbI BUPYCOB
o

30oMbu (Zombie) - 3To nporpamma-
BUPYC, KOTOpasi MOCAE
NMPOHUKHOBEHUSA B KOMMbIOTEP,
NOAKAIOYEHHDbIN K ceTU NHTepHeT
YNPaBASETCS U3BHE U UCMOAb3YETCH
3AOYMbILUAEHHMKAMM AASl OPraHM3aLLum
aTaK Ha APYrMe KOMMbIOTEPbI.
3apa)keHHble TakMM obpazom
KOMMbIOTEPbI-30MOM MOTyT
0ObeAMHATLCA B CETU, Yepe3 KOTOPbIE
PaCCbIAAETCS OFPOMHOE KOAUYECTBO
HeXKeAaTeAbHbIX COObLLEHNI
SAEKTPOHHOM MOYTbI, @ TaKXKe
PaCcNpOCTPaHSOTCS BUPYChl U APYTHeE
BPEAOHOCHbIE MPOrpamMMbil.




LLiInnoHckaa nporpamma (Spyware) - 3To NporpaMMHbIN NMPOAYKT,
YCTAaHOBAEHHbIM MAM MPOHMKLUUIM Ha KOMMbloTep 6e3 coraacus ero
BAAAEAbLIA, C LLeAbIO MOAYYEHUS MPaKTUYECKU MOAHOIO AOCTYMNA K
KOMMbloTepy, c6opa U OTCAEKUBAHUS AMMHOM MAU KOHPUAEHLIMAABHOM
MHPOpMaLL UK.

STU NPOrpaMMbl, Kak MPaBUAO, MPOHUKAIOT Ha KOMMbIOTEP MpU NOMOLLM
ceTeBbIX YepBen, TPOSSHCKMX MPOrPamMmM UAU MOA BUAOM pEKAaMbI

OAHOM 13 pa3HOBUAHOCTEN LLUMUOHCKUX NMPOrPaMM SIBASIIOTCS :

- 3TO MNOYTOBAA paCCblAKa MMEIOLLAA

CBOEM LLeAbIO MOAyYeHUe KOHPUAEHLMAAbHOM PUHAHCOBOM MHPOPMALIUMK.
Takoe NUCbMO, KaK NPaBUAO, COAEPXKMUT CCbIAKY Ha CaMT, ABASIIOLLENCS
TOYHOM KoMnWen MHTepHeT-6aHKa AU APYroro $pUHaAHCOBOTO YYPEXAEHMUS.

— 3TO 3amMackMpoBaHHas ¢opma PULLMHTa,
3aKAIOYAIOLLAACS B TOM, YTO MPU MOMbITKE 3aUTU Ha OPULMAABHBIN
CaMT MHTEepHET 6aHKa MAM KOMMEPYECKOM OpraHM3aLuy,
MOAb30BaTEAb aBTOMAaTUYECKU MEPEHAMNMPABASIETCA HA AOXKHbIM
CalT, KOTOPbIM OYEHb TPYAHO OTAUYUTL OT OPULIMAABHOIO CaMmTa.

OCHOBHOM LLEABIO 3A0YMbILUAEHHUKOB, UCMOAb3YIOLWMX DapMuHr,
ABASIETCS 3aBAAAEHUE AUMHOM PMHAHCOBOM MHPOpMaLIMeEn
noab3oBaTeAs. OTAMYME 3aKAIOYAETCA TOABKO B TOM, YTO BMECTO
SAEKTPOHHOM MOYTbl MOLUIEHHUKU UCMOABL3YIOT BoAee U3oLLpeHHble
MeTOAbI HaNpaBAEHUSI MOAb30OBaTEAS Ha PaAbLUMBBIA CaMT.




K AaHHOWM KaTeropum oTHoCSTCS:

XaKkepckue YTMAUTbI U MPOYUE
BpPEAOHOCHbIE MporpamMmbl

YTUAUTbI aBTOMATM3aLMN CO3AAHUS BUPYCOB, YEPBEN U
TPOSAHCKUX NPOrpaMM (KOHCTPYKTOPbI);

nporpaMMHbie BUBAMOTEKM, pa3paboTaHHbIE AAS
co3paHusa BpepaoHocHoro [10;

XaKEepPCKUE YTUAUTbI CKPbITUSI KOAQ 3apaXKeHHbIX
$aMAOB OT aHTUBMPYCHOM NMPOBEPKU (LLUMPPOBaAABLL /

«3Able LUYTKWUY», 3aTPyAHsIoWMe paboTy ¢ “¢ .
KOMMbIOTEPOM; f;{? -

B R oo
MPOrpamMMmbl, COOBLLAIOLLME MOAB30BATEAIO 32BEAOM~. "
AOXKHYIO MHPOPMALMIO O CBOMX AEMCTBUSIX B CUCTE - . ;”"’
npoume NporpamMmbl, TEM UAM MHbLIM CNOCcoBoM - D T
HaMepeHHO HaHOCALLME NPAMOM MAU KOCBEHHDI AR

yLep6 AaHHOMY MAM YAQAEHHBIM KOMMbIOTEPAM.



KaHaAbl pacnpocTpaHeHus

@ UCKETbI

Cambiit pacnpocTpaHEHHbIN KaHaA 3apaxkeHus B 1980-90 roapl. Ceuac npakTU4eCcKM OTCYTCTBYET U3-3a
nosiBA€HUs1 6oAee pacnpocTpaHEHHBIX U 3$PEKTUBHBIX KAHAAOB U OTCYTCTBUSA GAOMMU-ANUCKOBOAOB.

® Drew-HakonuTeAu (paewkmu)

B HacToswee Bpemsa USB-dpaellkn 3ameHSAIOT AUCKETbI M MOBTOPSAIOT UX CYyAbOY — BOAbLLOE KOAMYECTBO
BUPYCOB PacnpoCTpaHsETCs Yepe3 CbEMHbIE HAKOMUTEAU, BKAIOYAs LindpoBble poToannapaTsl,
undposblie BUAeOKamepsbl, Ludpposble naeepbl (MP3-naeepbl), coToBbie TeAedpOHbI.

e @ DAEKTPOHHASA NOYTa

Cenyac OAMH U3 OCHOBHbIX KaHaAOB pacrnpocTpaHeHus BUpycoB. OBbIMHO BUPYCbl B MUCbMaX SAEKTPOHHOM
MOYTbl MaCKMUPYIOTCS NoA 6e306MAHbIE BAOXKEHUS: KAPTUHKU, AOKYMEHTbI, My3bIKY, CCbIAKM Ha CalTbl.

® Cucrembl o6MeHa MTHOBEHHbIMU COO6LLEHUAMMU

Tak e pacrnpocTpaHeHa pacCblAKa CCbIAOK Ha Ikobbl $oOTO, My3biKy AMOGO NpoOrpammbl, B AEUCTBUTEABHOCTHU
asasiiowmecs supycamu, no ICQ u yepes apyrve nporpaMmbl MrHoBeHHoOro obmeHa coobueHuamu.

® Beb6-cTpaHuubi

Bo3smoxkHO Takxke 3apaXeHune Yepes CTpaHULbl MHTePHeT BBUAY HaAUYUA Ha CTpaHULAX BCGMMPHO“
NayTUHbl Pa3AUHHOIO KaKTUBHOTOY» COAEPXKMUMOTo: CKpUMTOB, ACtiveX-KOMI'IOHeHTbI,Java-aI'II'IAeTOB

® UHTepHET U AOKaAbHble ceTH (YepBu)

LIePBM — BUA BUPYCOB, KOTOPbIE€ NPOHUKAIOT Ha KOMIMbIOTEP-XKEPTBY bes Y4HacCTHA NMOAb3OBATEAA. quBM
UCMOAB3YIOT TaK Ha3blBa€Mbl€ KAbIPbI» ()’FI3BMMOCTM) B NporpaMMHOM obecneyeHmmn onepayunoHHbIX
CUCTEM, YTOObI NMPOHUKHYTb Ha KOMIMbIOTEP.



