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TpossAHCKMe nporpamMmmbli

TposiHCKOM NporpamMMoun (TPOSIHUEM, UITU TPOSHCKUM
KOHEM) Ha3bIBaETCH:

nporpamMmma, Kotopas, ABnsdcb YaCTbi APYrou
nporpamMmmbl C N3BECTHLIMU NOSMb30BaTESO
doyHKUMAMKM, cNnocoOHa BTaMHe OT HEro BbIMOMHATb
HEKOTOpble OOMNOMHUTENbHbIE AEUCTBUA C LENbIO
NPUYNHEHNS eMY onpeaesieHHoro yuepoba;

nporpamMma C U3BECTHbIMW €€ MOSIb30BaTENHO
DYHKUMSAMU, B KOTOPYHO ObIN BHECEHBDI
N3MEHEeHNS, YTOObI, MTOMUMO 3TUX OYHKLIMI, OHA
MOrna BTaHe OT HEro BbIMOMHATbL HEKOTOPbIE
apyrue (paspyLunTernbHblie) OENCTBUS.



[MpyHUMNuanbHoe pasnuyne TPOSIHCKMNX
nporpamMm U BUPYCOB COCTOUT B TOM, YTO
BUPYC NpeacTtaBnaeT cobon
CaMOCTOATENbHO pa3MHOXKaKLLLYHOCH
nporpamMmmy, Toraa Kak TposiHEL, HE MMEET
BO3MO>XHOCTMN CaMOCTOSITENbHOIO
pacnpocTtpaHeHuns. OgHaKko B HacTosLlee
BpeEMS JOBOJSIbHO

4aCTO BCTpeYvatoTC
rmopunabl — BUPYChI
(B OCHOBHOM e-mail
N CETEBBLIE YEPBWU),
BMECTE C KOTOPbIMMU
pacnpoCTpaHsIOTCS

TPOSAHCKME
NMDOITODOANMMRKI




UTto Oyoet genatb nogobHasa nporpamma, BHEQPUBLLUCH B
KOMIMbIOTEP, U3BECTHO OQHOMY TOSIbKO €e co3aaTento U
3aBUCUT NULLb OT ero paHTasum 1 OT CTOALLMX Nepen HUM
uenen. B To ke BpeMsi MOXHO BbIAENUTb psig Hanbonee
pacnpoCcTpaHeEHHbIX OENCTBUN, UMEIOLLINX ABHO
BPE€OOHOCHY0 HanpaBneHHOCTb:




BopoBcTBO naponen. PaHblue, korga

OCHOBHbIM U CbaKTI/IL-IeCKI/I eadNHCTBEHHbIM

crnocobom MaccoBoro gocTyna B IHTepHeT s
BbIfI0 MOOEMHOE COeiMHEHNE, 5] Kanenpapo
BOMbLUMHCTBO TPOSHCKUX NPOrpaMm

co34aBancb MMEHHO C Lienblo Kpaku \
naponen ansa cesasu ¢ MHTepHeToM. .

OpHako B nocrnegHee BpeMs Bce TpyaHee
HanTW NMosib3oBaTens, UCMNosb3YHOLWEro
dial-up, N cenyac KpagyT B OCHOBHOM | Crwcox nanok
naposin OT NoYTbl, PopymMoOB, 4aTos, ICQ K
Opyrmux cepBncoB. XOTH 0ObIYHO 3TO HE
HaHOCUT NpsaAMoro yuepba 60nbLWNHCTBY
norb3oBaTtenen, Ho NOCNeaCTBUS,
CBA3aHHbLIE C MOSlyYeHneMm
3MNOoyMbILUIIEHHMKaMWN OoCcTyna K
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YpaneHHOe agMUHUCTpUpoBaHue. [lporpaMmmel 3TOro
Krflacca aHanornyHbl NnpogoeccnoHanbHbiM yTUnmuTam
yOarneHHoro aaMmMHUCTPMPOBaHNSA, OOHAKO
yCcTaHaBnuearTcda 6e3 cornacusa nonb3oBaTtens u
NO3BONSAOT 3MTIOYMbILLUIIEHHUKY AepXaTb KOMMNbIOTEP No4
NOMHbIM KOHTponem. [pn aToMm nHorga ¢ NOMOLLbIO
TaKoM YyTUNUTbLI 3MTI0YMbILLUITIEHHUK MMEET BO3MOXXHOCTb
COBEpLUATb HA KOMMbIOTEPE-XKEPTBE Aake DosbLue
OencTBun, YeM cam Briageney, He MPUMEHSOLLNIA
cneuyuanbHbIX cpeacTs. Hepeako gaHHble NporpaMmmal
BHeOpSATCA APY3baAMU U
3HAKOMbIMU Morb3oBaTeNnd —
Ons opraHMsaumm

OPYXeCKUX po3birpbillen
(KOTOpble, BNpO4YeEM, Oaneko
He BCerga oKasbiBaloTCA
6e300naHbIMN).




Paccbinka cnama. Takon TposHeL, nocrie yCTaHOBKM Ha KOMMbIOTEP
Nnosfib3oBaTens Ha4nHaeT paccbliaTb Ccnam No 3apaHee 3aJaHHbIM
agpecam nmbo cobupaTtb agpeca 3NeKTPOHHOM NOYThI, UMEKLLMECS Ha
KOMMbIOTEPE MONb30BaTENS U Ha TEX canTax, rae ToT 6bIBaET, 1
OpraHuU3yeT MacCcoBY PaCCbIfIKy Mo HUM. [lpyron BapuaHT
NCNONb30BaHNS KOMMbIOTEPA-KEPTBbI OJ19 pacCbIflkKu cnama —
yCTaHOBKa Ha HeM SMTP-cepBepa, CaMOCTOATENbHO 3a4eNCTBYEMOro
3MNOYMbILLUITIEHHUKOM A1 pacChIfnky cnama. XoTs OT TaKoro rnoBeaeHus
TpOsiHUA CTpagaeTt bonbLle He caM Mofnb3oBaTelNb, @ MUNSTNOHDI
nonyyaresien HexenarTenk
nosfib3oBaTens nocrnencTs
MOryT BbITb BECbMA
HenpuUATHbIE (HANPUMeED,
brnokmnpoBka IP-agpeca g
B OONbLUIMHCTBE NOYTOBBIX Windows

Monyuute naponb, otnpaBue SMS Ha

CM CTe M ) . Homep 2097 c TekcTom: dam 405984
(CroumocTb, He npesbiwaeT 50 py6.)

[®) BeikniounTs KoMMbIoTEp
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Proxy-cepBepbl. TposHCKas nporpamMmma
yCTaHaBIMBAET Ha KOMIMbIOTEP OAUH UNK
HEeCKOJTIbKO BMUAOB MNPOKCU-cepBepoB (Socks,
HTTP 1 np.), C MOMOLLbIO KOTOPbIX
3MNOYMBbILLNEHHMK MOXET coBepLuaTbh
nobble gencteus B MHTepHeTe, He
ornacasacb obHapyXeHUa UCTUHHOIO IP-
agpeca, NOCKOSIbKY BMECTO Hero
noacTaBnaeTcsa agpec XepTBbl.

higtp:l jesnline. atfual/

LLinnoHckune nporpammel. [porpammel
9TOro Kracca cobupatoT cBeeHUs C
3apaxKeHHOro KoMnbTEPa (3TO MOXET
ObITb BCA Nepenucka, BCe HaXXnMmaemble
KfiaBuULLK, NOCeLlaeMble CTPpaHULbI,
h‘”\,/ yCTaHOBJIEHHbIE NpPOrpamMmmMbl U MHOroe
apyroe) n nepecsinatoT ux rno agpecy,
NPONUCaHHOMY B TPOSIHLLE.




lNMporpamMmmebl pacnpeaeneHHbIX BbIYUCTIEHUN. OTU
nporpamMmbl MOXHO Ha3BaTb O4HUM U3 CaMbIX
(MHTENNUIEeHTHbIX» KnaccoB TposHueB. Llenn Takux nporpamm
MOryT ObITb pasfnMyHbIM, B TOM YMCIle — YyCTaHOBKa MoAYIEN
OTKPbITbIX NPOEKTOB pacnpeneneHHbIX Bbl4UCeHnI
(distributed.net), rae, HaNpuUmMep, OTbICKNBAIOTCHA anropuTMsbl
B3/lOMa CUCTEM LUNGPOBAHUA, @ TOT, HA YbEM KOMMbIOTEPE
nofy4yeH NCKOMbIN pesynbTaT, MOXeT npeTeH4oBaTh Ha
OEeHeXHoe Bo3HarpaxaeHue. 3noyMblLUNEeHHUK, CTPEMSICh
NoMAy4YnTb BO3HArpaXkgeHue, KoHpurypupyet oununasrnbHbIN
MOLYIb CUCTEMbI pacnpeaeneHHbIX BbIYUCITIEHNN C
BHECEHHbIMW B HErO0 CBOMMU UOEHTUIUKALMOHHBIMU JAaHHBIMK
N BCTpauBaET ero B TPOAHCKYH nporpammy, Kotopas
He3aMeTHO ero yctaHaBfiMBaeT U 3anyckaeTt. Hayka Haykou, HO
B J1I0OOM cny4dae 4YenoBekK, y4acTBYHOLLNIM B NPOEKTE, AOIKEH
aenatb 9T0 40OpoBONbHO. PacnpeneneHHbie BblYMCeHNd
MOrYyT UCNONb30BaTbLCS U ANs MeHee braroBuaHbIX Aen: ang
noncka cepsucoB B IHTepHeTe (Hanpumep, NPOKCU-cepBepos),
a Takke ans nogbopa naponeun. B aton cutyauum asTopy Ans
OOCTUXKEHUS pesynbrata He NoTpebyeTcs Tak MHOrO BPEMEHMU,
Kak ecnu bbl OH paboTtar Ha CBOeM KOMNbIOTEpPE.



PeknamHble Moaynu  MOAYINN HaAKPYTKU peKrnambl.
TpogaHCKMe nporpaMmmbl MOryT AEMOHCTPMPOBATL
NoNbL30BaTESN0 3apaXeHHOro KoMMboTepa pPeKnamMHyo
NHdopMaLnIo pasHOro poga, Hanpumep BCchsbiBaKoLWme
OKHa, baHHepbl, KOTOpPble BCTPamMBalOTCA B CUCTEMHbIE
naHenu, npocMmaTpuBaemMble CcTpaHuubl. [Jpyron BapmaHT
NPUMEHEHUNA 3apaXXeHHOro KOMMbTEPA B PEKIaMHbIX
Lensx — HakpyTKa
OaHHEpPHbIX CUCTEM

nyTemM nMuTaunm

3axo40B nosb3oBartens

Ha pecypc, rae pasmelleHa
peknama.




TposiHubI, ycTaHaBNIUBaKLme
AOMNONIHUTEeNbHbIE Moaynu nubo
XAaylwme KoMmaHAabl OT CBOero aBTopa. e )
Takue nporpammbl 3arpyatoT Ha L 0; Be6-AHTuBMpYC
3apa>KeHHb“7| KOMl'lbI-OTep Cbal;lnbl c Dann COABPHHT TPOAHCKYHD NpOrpammy,
3anporpamMmmMmmnpoBaHHOro agpeca Ui xayTt PeKOMEHAYETCH 3aNPETHTL 3arpysKy,
nonyvyeHnsa koMmaHabl OT aBTopa (KaHanom TROsHEKs TnGTpamme:

Trojan-Downloader.]S.Agent.dw
CBSAA31 MOXET ObITb nosiyvyeHune

3NEeKTPOHHOIro NncbMa, NosaABrieHne l?;::,;}vw»'v-'-master-Food.infos'pageZ-html
CcooOLLEeHNs Ha POpyMeE UIN Ha canuTe U T.

[.) Ha coBepLUEHNE Kakux-nnbdo aencTaum < Paspewmts

(KaK nepevncrneHHbIX Bbllle, TakK 1 No0bIX OrigpalAi Qas sLioskera.
apyrux). B HeKkoTopom CMbICIie 3TO MOXET <) 3anpetuTn

Onepaura By AeT 3anpelleHa.

CHNTaATbCA BapMaHTOM yaalieHHOIo

[] MpumernTe Bo BCex noaobHbIX CRyYanx

NONeITEa NEPeYCTAaHOBUTE CUCTEMY MOXKET NPUEECTH K NOTERE AKTHBaLHS

BEKHOW MHPOPMALMK W HAPYWEHWAM pafoTel KOMNBIOTEPA.



Taknm obpasom, TposiHCKast NporpaMma — 3TO oco@aﬂ J@ l
Pa3HOBUAHOCTb NporpamMmHon 3aknaaku. OHa kg
OOMONHUTENBHO HadeneHa PyHKUUsammn, o -
CYLLEeCTBOBAHUN KOTOPbLIX NOSib30BaTENb AaXe He
nogo3pesaet. Korga TposHCcKaga nporpamMmma

BbINOMHAET 3TN PYHKLUUN, KOMNLIOTEPHON CUCTEME
HaHOCUTCA onpeaeneHHbin ywepb. OgHako To, YTo Npu
oAHNX 0DCTOATENLCTBAX NPUYMNHAET HENOMNPaBUMbIN

Bpea, Npu Opyrux— MOXET OKa3aTbCs BMOSHe

nonesHbIM. K npumepy, nporpamMmmy, KOTopas
doopmaTunpyeT XeCcTkun guck, Henb3s Ha3BaH.

TPOAHCKOW, eCnn OHa KaK pa3 U npegHasHadeHa ans

ero popmMmatnpoBaHuA (Kak 3To AenaeT KomaHaa format
onepaumoHHon cuctemMmbl DOS). Ho ecnn nonb3oBaTerns,
BbINONMHAA HEKOTOPYIO NporpamMmmy, COBepLUEHHO He

KOET, YTO OHA OTCHOPMATUPYET €ro BUHYECTEP, — ITO

N €CTb CaMbI/ HACTOALLUN TPOSHELL.



3alinTa KomnbroTepa

ona sawuTsl KOMNbLIOT yepe3 MHTEePHEeT, Ha KOMNbloTepe
AOJKEeH ObITb YCTaHOBJTEH aHTUBUPYC C 3aLUTOM OT HEHAAEXHbIX
cautoB.gHa cerogHsiLlHMe AHU CyLlecTBYeT He Maroe Konn4ecTBo
aHTUBURY aa?x ABNAKTCA HaAeXHbIMU OTEYEeCTBEHHbIE
aHTUBUPYCb Kak kKomnaHus JlabopaTtopusa Kacnepckoro u

Dr.Web. CyLieCTBYHOT TPOSSHCKUE MPOrPaMMbl, KOTOPbI€ MOryT
OTKJTHOYMTb 3alnUTy KOMIMb , TEM CaMbIM pacnpoCcTPaHATbLCS
no cdamnnam, Ho bnarogaps 3]M aHTMBMpyc‘gM, jupyc

JHEe CMQXET OTKIIOUMTDL efo.
‘g nage c Upycom MoryT paboTa |y
'-”'cbp B ’Q‘&; aya oTc \ '?,
HecaHKLIMOHMPORAHHO OTKpPbL Cnu cepeep

TPOSIHCKOW NporpaMmmMmbl OTKPOeT/er EY aboTtaerT fio
NPUHLUNY pa3peLlleHUsT OTKPbLITUA N 4
npdv‘rlaMn@, 3 npu 3Tom cnpawunBas. CyuiecTByloT
BUPYCbI, KOTOpPbI 4yalT OpaHamayap, Mo 3TOMY NPU3HAKY
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HAannyywmm cpegcrtBomMm AJiAd CHUXKeHUA
pUCKa 3apa)keHns KoMmnboTepa

B CUCTeMe C npaBaMun agMUHUCTpPaTopa. XenartenbHo pa60TaTb C OrpaHny4YeHHbLIMU NP
96YI‘OI.I.|MX 6onbLmnx npaB, UCNOJIb30BaTb NYHKT ((3aI1yCTMTb OT MME€HWN» B KOHTEKCTHOM ME€

IX ACTOYHUKOB — MnpeXxae Bcero 3To OTHOCUTCA K cauTtam, pacnpoc

b NporpamMm 13 HenpoBepeH
0€, HenmMuUEeH3NoHHoe NPOTpa oe obecneuyeHune u xakepckue yTUNuTbI;

KHOCTY He AonycKaTk K'€BoeMy KOMNBIOTEPY NOCTOPOHHUX;

N\ ~ .
O Aenatb CHUMKU OJ1s1 BOCCTaHOBJIEHUSA CUCTEMbI U pe3epBHbIe KONMUN BaXXHOU wudsopmauuu n (baunoa;
He TeMU, YTO YCTaHOBJIEHbI Mo

BaTbCs ManopacnpOCTpai‘eHHu!m nporpamMmmMmamn ans padboTbl-B-CETU N XOTS Ok

unio (Hanpume pay3epomM % ra, Mozilla, TOMTOBbLIM KJIUE M Tk Ly 1.4.). ATOT Noaxoa,
€HHO, NMeeT Maccy HeAoCTaTKOB, HO Ha YPOBHe : OoKasblBaeTcsl caMbIM
€HHbIM; 3 : \ ‘ \
BaTbCsl HectaHAapTABIMKU GpaHaMayapamu, NyCT , 7] @3ynbTaramM TeCTUpOBaHUM,
bKY 3110yMbl MK, KaK npaBuno, He byaert BC "B eX CyLecTBYHLNX
iay3poB, OorpaHN4UBLLUCH Hecxoanwa‘ca; ) | 1)

[ bl','MCﬂO.HbSyeMble nMu, a npu

COOTBETCTBYHOLMX HABLIKOB — U3MEHSATER8E C
ATHCS MOHUTOPaMM PeecTpa, B KOTOPLIX ‘ 1 A ue 3a'yKasaHHbLIMW B fJaHHOW cTaTbe

I | *
MOK haiinoB B CUCTEMHbIX AUPEKTOPUAX K Npy NosiBNneHnn HGBBIX NnonbITaTLCA onpeAenuTb, YTO 3TO 3a dann
SSOpPbI ANCKA, KOTOPbLIE NO3BOJISKOT BbISABUTb

B3AMICs, NM60 NPUMEHATL cneunanbHbIe NPorpammbl — pe
puTenbHble hannbl, a TaK)Ke‘MsmeHeHMe pa3smepa cyu.tec;|=i3yr6umx;
’ - ‘

|
NPOrpamMm, Nony4eHHbIX OT HEU3BECTHbIX JNL; \
'% 3a NonHbIM MMeHeM channa.

\ . P g "
X paclwimpeHun (t)aI/InOBUVI EHMMaTeﬂ;ﬁo cneagmu
0OrpaMmMa MOXeT CKpbIBaTbC ¢danne, nve eM ABPNHOe paclunpeHune (nepsoe — 6e3onacHoe, cnyxaime

BKM, HanpuMep KapTUHKM gif,a BTopoe — pealibHoe pacliMpeHne UCNOMNHAEeMOoro danna);
£ |
nepaLIVIOHHOVI“CVICTEMLI Wucnonb3yeMbix NPorpamm;

Opay3epy 3anoMuHaTb Aaposnin U He Xp HIr?Tb nx ‘C*GO}%GHHHX nporpammax xpaHeHusi naponeiu. B
BaM yaobHee He 3aNOMUHATL Naposu, a XpaHUTk UX Ha KOMNbloTepe, CTOUT.NOAYMATL HaA YCTaHOBKOM

ieB Hee,sanu{m B CTOMKO 3awimdpoBaHHOM Buge:

KOMMNbloTepe oTobpaxkeHune

TdHaBJINBATb 3anjiaTku O




DONbLUMHCTBO TPOAHCKUX NporpamMmmMm He aULLNPyeT CBOEro
NPUCYTCTBUS Ha KOMMNblOTEPE NONb30BaTENS, OAHAKO
npeanonoXnTb, YTO KOMMbIOTEP 3apaXkeH, MOXXHO Mo paay
[KOCBEHHBIX MPU3HAKOB:

O

OTKa3 padboTbl OAHOW NIMOO HECKOIMbKUX NporpamMmm, 0CObeHHO
aHTUBMpYyca u bpaHamayapa;

nodaBrieHne BCIJibIBAOLLMNX OKOH, COoAepXallux pekramy;

nepunognyeckoe nosiBrieHne okHa dial-up-COeAUHEHUSA C MOrMbITKaMU
COEAMNHNTBLCS C NpoBanaepom nMnMdo BoobLLE C HEM3BECTHbLIM
HOMEPOM (4acTo 3apyDeXHbIM);

Npun OTCYTCTBUM BaLLEWN aKTUBHOCTU Ha NOAKITHOYEHHOM K VIHTEpPHETY
KOMMbIOTEPE (Bbl HUYETO HE CKayMBaEeTe, NporpaMmmbsl OOLLEHNI
HeaKTUBHbI U T.O.) UHOWUKATOPbLI NOAKMIOYEHUA K CETU NPOAOSTKAIOT
nokasblBaTb 0OMeH MHdOpMaLVEN;

cTapToBas cTpaHuLa bpay3epa NOCTOSAHHO MEHSAETCS|
yKasaHHasi BaMW B PON CTapTOBOWN, HE COXPaHAETCS;

MPW NOMbITKE NOCETUTb CaWThbl, KyAa Bbl PpaHbLUe Nerk@me
(Hanpumep, B NONCKOBLIE CUCTEMBI), KOMMBLIOTEP MEP 5
BaC Ha He3HaKOMbIW cauT, YaCcTo coaepXaLinun NopHg
nndo pekrnamMmHyro nHdpopmauutio.




CnNnUCOK MUCTOYHWUKOB K
NREIEHTAUMW: . /1y /sci/science /636610
HﬁB&”V@um.qnﬁchq’r.ru/nex’roldes’rfo’rhreqd94682.h’rm| KapTUHKa

http: //nowa.cc/showthread.php2s=58a1bc86b8292b4bae49dd03268
Jbeallp=—2509011 KapTUHKa

http://gubkin.info /nauka /8 39239-novyj-troyan-v-facebook-ubivaet-antivirusy-na-pk.html
KapTUHKa

http: //gubkin.info /nauka /83939-novyj-troyan-v-facebook-ubivaet-antivirusy-na-pk.html

http://seo-doka.ru/settings-186.htm

HERP TR\ astroitopenfire.ru /kak-udalit-virusi-programma.html KapTUHKa

http:/ /portraitbydesdunes.com/computer-viruses-pictures KQPTUHKa

http: //forum.sportbox.ru/index.php2showtopic=101942&st=36040 KapTUHKa

http://pcnews.ru/news/microsoft-windows-xp-vista-seven-techradar-morro-live-onecare-o
ne-care-2009%-cyberstyle- 249463 him! KAPUHKa

http:/ /ru.wikipedia.org /wiki/

http: //www.mnoga.net/other/page /338 /
|?ﬁﬂy:lwiﬁjppor’r.microsoff.com/KB/1 29972
http: //library.by /shpargalka/belarus/computers /001 /com-016.htm

hitps/ S victoria vivaoe /himl finformatiie lecture 1 Ohin Y 4€OHNKM MO MHGOpMaTHKe




