lMpeseHTauuA
Ha Temy: TpoaHCKaa nporpamma



NCTOPUA HASBAHUA BUPYCA:




Buabl Bupycos

1) Backdoor

TpoAHCKMe nporpamMmmbil 3TOro Kaacca

ABAAIOTCA YTUANTAMMU YAANEHHOro

agMUHUCTPVPOBAaHMA KOMNbloTepoB B ceTu. Mo

Ceoen GYHKLUMOHANBHOCTU OHM BO MHOrOM HAaNOMMWHAIOT pa3fiuuHblie
cUcTeMbl aAMUHUCTPUPOBaHUA, paspabaTbiBaembie u
pacnpocrpaHsembie pupMmamMmu-npoMsBoaUTENAMMU NPOrpaMmmMHbIX
NPOAYKTOB.

CuuTaloTCca BUpycamMmm, TaK KakK Nosib30BaTesNb He 3HaeT 00 ux
CYLLecTBOBaHMM - OTCYTCTBYET nNpegynpexaeHve ood
MHCTaNANALMM U 3anYCKe; npouecchbl 63KA0poB He oToopaXkaroTca
B aucneTuepe 3agau. lMNonbzoBarTenn He AoragbiBaeTcs, UTO ero
KOMMNbIOTEP OTKPLIT AA YNPABAECHUA 3/10YMbILISIEHHUKOM.



2) Trojan-PSW

MoxuTurenu naponen, npegHasHaueHHbIe AN
nony4YeHvna naponem v npouen konbuHgeu,.
nHpopmMmauum, HO He Mcnonb3yroume

cnexeHue 3a Knasmatypoun. O6bIYHO B TAKMX TPOAHAX
peanu3oBaHbl CNOCO0LI M3BNeuUeHuA naponen ns Gamnos,
B KOTOPbIX 3TV NAPOMN XPaHATCA.

3) Trojan-Spy

NpepgHaszHaueHbl 4018 ABHOrO WNMOHAMKA 3a NoAb30BaTenem.
3TO B NepByI0 ouepeab KNAAaBUMaTYPHbIE LUNWUOHDI,
BCEBO3MOXHbI€ CUCTEMbI CAECHKEHUA 32 aKTUBHOCTLIO
nonb3oBareni. MHTepecHoOM 0CO00EHHOCTbIO MHOMMX
nporpamm fiBfAISIETCA TO, UTO OHM 3a4ACTVIO BNOJIHE fieranbHoO
pacnpacrt. u npogaiorca. 0gHaKo pewaembie MMM 33834

He OCTaBAfAeT COMHEHMM B BpeAOHOCHOCTU 3TUX Nporpamm.



4) Trojan-Downloader

BpeaoHocHbIe NporpaMmmbl 3TOM KaTeropmm

ANA CKPbITOMU 3arpys3Ku1 Ha NOpPaXKéHHbIN KoMNbloTep
NOCTOPOHHEro NporpaMmmMmHoOro oéecneyeHvsa u ero
nocneayouen perucTpauyen B peecTpe uam 3anycKkom.

B HEeKOTOopbLIX CAYYAAX OH MOKeT BbICTYNaTbh B PO
«nepBoM CTYNeHn» NoYTOBOro BUpyca - B 3ToOM cay4yae ¢
sapaxéHHoro K Begérca paccoifnika He nMcem ¢ BUpycamum,
a nucem c Trojan-Downloader HebonbLIOro pazmepa,
KOTOPbLIM B CAAYYAE 3anyCKa 3arpy»<XaeT OCHOBHoOE

Teno BUpyca.



4) Trojan.Winlock

Bbnokupyer pa6ory 0C Windows. B 6onbuivHcTBE
cnyuaes, oH Tpebyer ornpasutb CMIC unu nepecnartob
ACHbIrM HA 3/1EKTPOHHDbIN KOLUENEK U B OTBETHOM
COO0LWEeHN nAu NPAMOo Ha YeKe NoAYYMTb Kopa,
pa30nokupoBku. Ho B 3Tom Buge TpoAHOB MOXeT ObITh
HanMcaHo BCE 4YTO YroaHo, BCE SaBMCUT OT YYBCTBA
IOMOpa AU Lenen paspadtoTumka.



