Cpeacrtea
aHa/1n3a
3alUNLLEHHOCTU

Pa3sgen 2 — Tema 12



CpeacTBa 3alinTbl ceTen

CpeacTtBa aHanuaa 3almeHHOCTH

CpencrtBa obHapyXeHuns aTak




AHaIn3 3allinLLEeHHOCTH
Ha YpOBHE CEeTU
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.. JTarnbl aHasIn3a 3allnLLEHHOCTY
- Ha YpOBHEe ceTu

\_..‘
C6op nHopmaLunm o cetu
KaTeropupoBaHne CETEBbLIX YCTPONCTB

Bbi60p 00bLEKTOB CKAHMPOBAHNSA N BapnaHTOB
pasmMelleHnsa ckaHepa (CkaHepoB)

Bbi6op (pa3paboTka) NOANTUK CKaHMPOBaHUS

CocTaB/ieHue pacrmcaHnAa CKaHNPOBaHUA

CKaHMpoBaHue 1 aHaIn3 pe3y/1LTaToB



«..  Cbop nHdpopmaumun o cetn

DMZ-1

.
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Monb3oBaTtenu
Internet

Pecypchbl
Internet




KateropnpoBaHue ceTeBbIX YCTPOUCTB

g
%igieezlfl DMZ BHyTpeHHVe MapLupyTu- Pa6ouve
MPUMOXEHNI yelEl cepsepbl 3aTopbl CTaHLmu




Bbibop 06bEKTOB CKaHMPOBaHUA N BapUaHTOB
pacrnornoXxeHnsa cpeacTs aHann3a
3aLLUMLLEHHOCTH

® KopnopatusHas ceTb
Human Resources
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Cepsepbl
BusHec-
NPUNOXeEHNN

[MonuTtnka ana KPUTUYHbLIX Y3M10B
(MakcumasibHasa 3allmta)

D]\, V4
y3nbl

FlonmTuKa AN paboumnx CTaHLuiA

~ BbIOOpP NONUTUK CKaHNPOBaHUSA

N

BHyTpeHHMe
cepsepsbl

MapLupyTu-
3aTopsl

Paboune
cTaHuumn



CocTtaBneHne pacnucaHusa CKaHMpoBaHUS
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‘CkaHnposaTb B 18-00 pa3 B AeHb

~ .

C
6323;[();:« DMZ BHyTpeHHMe MapLupyTu- Paboune
NPUNOXEHNI bEITE! cepeepel 3aTopbl cTaHuum

CkaHupoBaTb B 7-00 pa3 B Heflento /\



CkaHMpOBaHMe 1 aHanmu3 pesynbLTaTos
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Pecypchbli Nonb3oBartenu
Internet Internet




Internet Scanner

(npumep ckaHepa ceTeBOro ypoBHS)



Cxema paboTbl cuctembl Internet Scanner

A
N)t' Internet Scanner CKaHupyeMbIi y3en
' n
s =
- O6paboTka OTBETOB E

Moaynb CKaHMpPOBaHUSA

NHTepdenc nonb3oBarens
Moaynb reHepaunm OTYETOB
ba3a faHHbIX NPOBEPOK




XapakTtepuctukn Internet Scanner
L

e

Csbliwe 1000 npoBepok
[Mbkas HacTpouka

[lapannensHoe ckaHnpoBaHMe 0o 128 y3/10B CeTr

3arnyck no pacnucaHuio
PaboTta 13 KOMaHAHOW CTPOKM

Pa3nnyHble YPOBHU AeTanmsaumm oT4eTOB
Co3naHne cob6CTBEHHbIX NMPOBEPOK



YPOBHU CKAHNPOBAaHUA

Level 1

Tunbl
onepauuoHHbIX
CUCTEM Yy3/10B

Level 2

3anyueHHbIe Ha y31ax CyXobl

Level 3

B0O3MOXHOCTb aTak CO CTOPOHbI
Cepsepbl HeKBa/IMPULMPOBAHHBbIX 3/10YMbILL/IEHHUKOB

Bu3Hec-
NPUROXEHNI Level 4

BO3MOXXHOCTb aTaK C MOMOLLbIO PA3/INYHbIX
MHCTPYMEHTaJIbHbIX CpeaAcTB

Level 5

Bbicokasi KBa/IM(pUKaLuUa aTaKyoLlero, npoBepka HeBePHbIX KOH(Urypawuii



e [1NnA pykoBoACTBa
KOMNaHUn

o [1nA pyKOBOAUTENEN
OTAENOB

e 1N TEXHNYECKNX
cneumancToB

High Medium Low




47 lo6baBneHve CBONX NPOBEPOK

FlexChecks

Y‘/ b
‘ ICQ S Check C:AP Files\SSAS Bhcustombicq...
° j'l I'O 60 VI ﬂ 3 bl K B b I C O KO ro erver Checl rogram Files cannerBhcustomicg

ypoBHSA (C, Pascal, Perl

nT.Aa.)

Check Name: |([MERY=IE7=T8M 1T

Executable: C:\Program FileshSS4\ScannerBhcustomiicgse Browse... I
Add Arguments: I

Timeout [secs): |30 _:_‘



HepocTtatku Internet Scanner

Cbon npwu onpeneneHnn cnyxo UDP

[ToBbILLEHHbIE TPeboBaHUS K NMoJsioce
NponyckaHua ceTtu

OTCyTCTBME LEeHTpa/IN30BaHHOIO

ynpas/ieHus Z8

[ =\ V@)



"
Iss WinNT.exe.Ink

i3 1SS Internet Scanner

Key Name: C:\Program Files\ISS\Scannerb\scan.key
Policy Name: L2 Classification

Scanning 1 Host{(s)...
Scanning Host: 200.0.0.125

e

_default.pif



p [1pakTnyeckasn padota 13
=‘3HaK0MCTBo c nporpammoiu Internet Scanner

e YcTaHOBKa nporpamMmmsl

e YCTaHOBKA KJ/itoua

* [lepBbI 3anyck nporpamMmmel



