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KaneHT-cepBepHana apxutektypa MO

3auem Hy*KHa UHTerpauma’?

Moagenb obmeHa uHdpopmaumein OS|

MpoTOoKOAbLI Nepeaavmn gaHHbIX

OCHOBHbI€ NPOTOKONbl NPUKAAAHOrFO, TPAHCMNOPTHOrO N CETEBOIO YPOBHEN
NUHTerpaumna yepes DB

NHTerpauua yepes painnosbiit obmeH

NUHTerpaumna yepes RPC

NHTerpaumna yepes web-cepsuchl

OcHosbl XML

OcHoBbl paboTbl npoTokona HTTP
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KnneHT-cepBepHas apxutektypa MO

* Client side vs. Server side T

KOMNOHEHTbI cepBepHoi yactu MO,

» Server side = {Database, Application, Web server}
peanusylowme ero 6U3HEC-A0rUKY
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3a4em HyXXHa nHTerpauus’?

* PeanunsoBaHo — eAMHOMAbI, UCNO/B30BAHO — MHOTOKPATHO
* AKTYaZbHOCTb AaHHbIX B pa3HbIX cUCTEMAX
* HeobxoAMMOCTb B3aMMOAENCTBUA MEKAY CUCTEMAMMU

MHTEI‘paLI,VIFl — npouecc yCtaHOB/1EHUA cnocobHocTU cuctem obmeHnBaTbeA

UHpopmauunen
APP,
% %,
APP_ “ APP,
data
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Moaenb obmeHa unpopmaumeinr OSI

ees - Open Systems Interconnection (OSI) Model
data unit layers
s «. o =]
| 6 Y ™ : '
e application - -
3 1 to Applicafion p Message preparing Message reading
4 " ™ 9 )
data |, Presentation i i
: 1 ruunﬂnnlEncrman Message formatting, translating, Message formatting, translating,
- ~" - encrypting, compressing decryption, decompressing
data session . 2
iniemost Communication L TR
meﬂtSI transpo Address providing & packing Letter address checking & opening
Se‘g CEmecmns c. o
=" and Relabiy S oo
network Driving letter to post office Letter withdrawing
ackets I Path Determination & = n
P Logical Addressing (IP) . 2
: N® ® A
frames data link Intaking & sorting Sorting & distribution
; i Physical Addressing (MAC & LLC) R
T NET )
packaging unpackaging
Q) O
{:;:F ; ; 5 - ’ ?\,
loading medium uploading

"etcracker © 2012 NetCracker Technology Corp. Confidential. 'Y 5



[poTOKOAbI Nepeaavn AaHHbIX

oo Open Systems Interconnection (OSI) Model

MpoTokon — Habop Npasun 1 cornalleHni, NO3BOAAIOILMX MPOBECTU 0bMeH NHDOPMaLMEN MeXay
Pa3sHOPOAHbLIMU CUCTEMAMMN

NetCracker:
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i Y
[ Other Physical WANTransport Layers — i
Wireless, WAN - DSL - T1/E1 - ATM - POS - Cable - ...etc. i
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OCHOBHble NPOTOKO/1bl NPUKNAAHOIO YPOBHSA

e+ Application Layer Protocols

HTTP = Hypertext Transfer Protocol
* obmeH KOHTEHTOM MeXxay web-cepsepom 1 web-KnmeHTom
FTP = File Transfer Protocol
* obmeH paninamm mexmay KOHEUYHbIMM CETEBLIMW YCTPOMCTBAMM
SMTP = Simple Mail Transfer Protocol
* OTNpasKa cOObWEHWI KNMEHTaMM 3NEKTPOHHOM NOYTbI HA CEPBEP 3/TEKTPOHHOM NOYTbI
POP = Post Office Protocol, IMAP = Internet Message Access Protocol
* um3BNEYEeHUE COODLEHUI KNMEHTaMM 3/IEKTPOHHOM MOYTbI C CepBepa 3/1eKTPOHHOM NOYThI
HTTPS = Secure HTTP
* DHe3onacHblli 0bMeH KOHTEHTOM Mexay web-cepsepom n web-knneHTom
SFTP = SSH FTP
* DHe3onacHbIn 0bmeH pannamm mexay KOMNbITEPaMM
SSH = Secure Shell Protocol

* yaanéHHOe yrnpasneHrne KOMNbTEPOM M 0bmeH ntbol nHpopmaumren ¢ NCNoNbL30BaHMEM
anropnTmos WMdpoBaHms
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OCHOBHblE NPOTOKO/1bl TPAHCMNOPTHOIO U CETEBOIO YPOBHA

e o+ Transport Layer Protocols

TCP = Transmission Control Protocol
* ynpasfneHwe nepegaven AaHHbIX Ha YPOBHE MPUNOKEHUM
*  noapasymesBaeT NPOBEpKY COeAUHEHUSA
* nposepka ¢aKTa A4OCTaBKU M NOPALKA AOCTAaBKU AaHHbIX

*  WHMPOKO NCNOAb3yeTca B CUCTEMAX, HEe HyBCTBUTE/IbHbLIX KO BpemMeHU

UDP = User Datagram Protocol
* ynpasaeHwe nepegaver AaHHbIX Ha YPOBHE NPUIOXKEHUS
* He NogpasymesaeT NpPoBepKy coeguHeHUs
*  HeT NpoBepKu ¢aKTa AOCTABKM M NOPAAKA AO0CTaBKU AaHHbIX

*  LIMPOKO UCMOMb3YETCA B CUCTEMAX PeasbHOro BpemeHu

oo Network Layer Protocols

IP = Internet Protocol
* ynpasneHue nepegaqein 4aHHbIX Ha YPOHe CeTeBblX YCTPOWUCTS

* ynpassfeT nepegaqen gaHHbIX Ha OCHOBE agpecos yCTPOWCTB, y4aCTBYIOWMX B Nepegaye u
npMéme AaHHbIX

®
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Cnocobbl nHterpauum NO

UHTerpauuna

dannoBbI 0OMeH
yepes DB

Remote
Procedure Call Web-cepBuUchol
(RPC)

®
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Cnocobbl nHterpauumn MNO: nHterpaymna yepes DB

Obuwan 6a3a gaHHbIX

APP, APP, APP,

asnaerca Gusnyecknm obbeanHeHmne
cywecrsylowmx 6as gaHHbIX

NO3BOAAET UMETb €AMHOE XPAHMAULILE AAHHbIX
COrnacoBaHHOCTL Gpopmarta JaHHbIX

NErKoCTb B MaclUTabupoBaHUM CUCTEMbI
OTCYTCTBME TMBKOCTU B aAMUHUCTPUPOBAHUN
NPUACKEHUN

BbICOKAA CTOMMOCTb peannsaumm ana

YIKE CYLLEeCTBYIOWMX KPYMHbIX CUCTEM
OTCYTCTBME pacnpeneneHna HarpysKkm

Ha DB cepeep

®
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Obwnin uHTepdeinc goctyna

APP, APP, APP,

Driver (ODBC, JDBC, npou.)

ABAAETCA BUPTYaSIbHbIM OBbegnHEHUEM
cywecTsyrowmx 6as gaHHbIX

rTMBKOCTL B agMUHUCTPUPOBAHNUU
NPUACKEHNN

No3BOAAET MMETb AUHbIN MHTEpPdENC A0CTYNa
K AaHHbIM

HeobxoaMMOCTb peannsaunmn mexaHmnama real time
TpaHchopmaLmMmn AaHHbIX

obecneymnBaeT AULb YaCTUYHYIO MHTETPALIUIO
6a3 gaHHbIX (Ha YpoBHE €4MHOrO CPeacTBa
A0CTYNa K HAM)
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Cnocobbl nHterpauumn MNO: nHterpaymna yepes DB

Database link

User Scott

&7

Selact *
FREOM emp

Server B

FUBLIC SYNONYM Client

Local emp -> emp@HO.ACME.COM
database

Database
link
{unidirectional)

v

Remote . N

database

®
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Cnocobbl nHterpauumn NO: damnnosbin 0b6MeH

HTTR FTR SMTP' . F‘I HTTP, FTP, POP, aen
APP, > ile < APP,

€ Repository e

*  danabl — yHUBEPCANbHbIN MEXaHU3M XPaHEHNA AAHHbIX, BCTPOEHHbIN B
nbyo OC v nogaeprusatoinimica A bbim A3bIKOM NPOrPammUpPoOBaHNA

* Tpebyer BbibOpa egnHoro ¢popmara pannos

*  MO3BOAAET CKPbITb BHYTPEHHIOK PEaAM3aLMUI0 UHTETPUPYEMBIX
NPUACHKEHNN (MPUHLUN MHKaNCyAaLUn)

*  rmbKocTb B BbibOpe NpoTOKoAa nepesayn ¢pannos

*  HeobxoaMmOoCTb 4ONOAHUTENBHOTO cepeepa — GannoBOro peno3nuTopua

* cnaban cBA3AHHOCTb UHTETPUPYEMBbIX MPUAOKEHNIN

*  PUCK PACCUHXPOHU3ALMU UHTETPUPYEMBIX MPUAOHKEHUN N3-33 HU3KOM
4acToTbl 0bmeHa MHpopmaLnen

*  PUCK Nepexearta gaHHbIX, Haxo4Aawmxca B pamnne

=
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Cnocobbl nHterpauum MNO: RPC

RPC = Remote Procedure Call — nepBbii1 BbICOKOYPOBHEBbIN MEXaHNU3M
B3aUMOAENCTBMNA NPUNOKEHUN

BbizoB GpyHKUMMU
| D

< Pesynbrart

APP, APP,

*  Kak M B cayyae gpannosoro obmeHa, No3BoAAET CKPbITb BHYTPEHHIOK peannsaumio
UHTETPUPYEMBIX MPUACKEHUN (NPUHLMN UHKANCYAALUN)

* B oOTAM4MeE oT pannosoro obmeHa, No3BoAAeT Peann3osaTbh BLICTPYIO peakumio Ha
OBbHOBAEHME AaHHbIX

*  Kagoe NPUACKEeHUe CamoCTOATENbHO obecneymBaeT LeAOCTHOCTb AAHHbIX M MOMXET
U3MEHATb UX GopmaT

*  nogaeprusaerca Taknmn texHonormamm: CORBA, .NET Remoting, Java RMI, ap.

*  HeAOCTAaTKOM ABAAETCA HEOBXOAUMOCTb PaboTOCNOCOBHOCTU BCEX NPUACIKEHNN B
MOMEHT B3anMMo4eNCTBUA

*  (danepBonbl N NPoKcHU-cepaepa obbiHHO BaoKMpyeT Takon TpadpduK, nostomy RPC
Tpebyer A0NOAHUTEABHOW HACTPOMKM NOAUTUKN ceTeBoM Be3onacHoCTH
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Cnocobbl MHTErpauun: web-service

e+ Web-cepBuc — yganéHHbI¥ NporpamMmmHblii MOAYADb, NPEeA0CTaBAAIOLMNMN
cBoM dyHKUMoHan cpeacTtBamn XML um npotokona HTTP

Client Web-services
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eo s XML = Extensible Markup Language

* XML — a3bIK pa3meTKu

» XML otgenaeT xpaHeHue OaHHbIX OT
nx npegcrasneHmns (HTML)

XML xpaHWUT g4aHHble KaK plain text

XML ynpowaet 06meH 4aHHbIMM

* Ha 6a3e XML nerko co3aatoTcs HOBbIE A3bIKU

* XML-OOKYMEHT nMmeeT 4PeBOBUAHYIO CTPYKTYPY
(root element, child element)

* anemeHT XML cocTouUT U3:

Ha3BaHWA /1IEMEHTA;

KOHTEHT3;

BO3MOXHO, aTpnbyTa aieMeHTa;

IEI — - - o~ -~ . .
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<?xml version = “1.0">
<I-- 310 npumep ncnoabaosaHna XML
ANA XpaHeHna gaHHbix DB -->
<item number="00001">
<hame>
<first>Jane</first>
<middle>Q</middle>
<last>Public</last>
</name>
<phone type="voice">
<areacode>407</areacode>
<number>555-1212</number:>
</phone>
<phone type="/ax">
<areacode>407</areacode>
<number>555-1213</number>
</phone>
<email>jpublic@gmail.com</email>
</item>

15



oo MpuHuun pabotbl npoTtokona HTTP

(2) Browser sends a request message

(1) User issues URL from a brow?er GET URL HTTP/1.1 U u ‘
http://host:port/path/file Host: host:port s =C=[]|4l|ls =c=[| 4
----------------- N,\ f 2
_________________ \\\ (3) Server maps the URLto a
- file or program under the
(4) Server returns a response mes document directory. \
—_————— /-*1 HTTP/1.1 2060 OK
= \\) /;’ T e e T %
(5) Browser formats the response \r ................
anddisplays == 2 S laa---tooe .
/ )
Client (Browser) HTTP (Over TCP/IP) Server (@ host:port)
<€
Request line __version cr I [ Status line
w {cr| K
Zeroor more " Zero or more
headerlines : header lines
If
Optional Entity Body Optional Entity Body
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HTTP-3anpocsl

L

HTTP Request

<html>

<head><title>Login</title></head>

<body>
Web-cTpaHuua 4

LOGIN
Username:
Password:
</form>
</body>
</html>

HTTP GET request

GET Ibin!login?user=Peter+Lee&E==123456&action=login HTTP/1.1
Accept: image/gif, image/jpeg, */*

Referer: http://127.0.0.1:8000/login.html

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1)
Host: 127.0.8.1:3000

Connection: Keep-Alive

®
IralsTe S Alar~rarkear Tarhneslacav: Cearm end Ala e
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<h2>L0GINZ /h2>
<form method="

tial.

HTML-koa web-cTpaHuubl

post unm get?

on="/bin/login">

Username: <input type="text" name="user" size="25" /»<br />
Password: <input type="password” name="pw" size="10" /><br /><br />
<input type="hidden" name="action" value="login" />

<input type="submit" walue="SEND" />

HTTP POST request

POST /bin/login HTTP/1l.1

Host: 127.8.8.1:80668

Accept: image/gif, image/jpeg, */*

Referer: http://127.08.0.1:80008/login.html
Accept-Language: en-us

Content-Type: application/x-wwae-form-urlencoded
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1)
Content-Length: 37

Cennection: Keep-Alive

Cache-Control: no-cache

User=Peter+Leefpw=123456&action=login



HTTP-oTBeTbl

oo HTTP Response

GET Jindex.html HTTP/1.1
Host: 127.0.0.1
(blank line)

HTTP/1.1 288 0K

Date: Sun, 18 Oct 2889 12:18:12 GMT

Server: Apache/2.2.14 (Win32)

Last-Modified: Sat, 26 Nov 2004 07:16:26 GMT
ETag: "18888888565a5-2c-3e94b66c2e688"
Accept-Ranges: bytes

Content-Length: 44

Content-Type: text/html

<html><body><h1>It works!</h1l></body></html>

GET /index.html HTTP/1.1
(blank line)

HTTP/1.1 488 Bad Request

Date: Sun, 18 Oct 2889 12:13:46 GMT

Server: Apache/2.2.14 (Win32)
Content-Length: 226

Connection: clese

Content-Type: text/html; charset=iso-8859-1

<IDOCTYPE HTML PUBLIC “-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>488 Bad Request</titlex

</head><body>

<hl»>Bad Request</hlx>

<p>Your browser sent a request that this server could not understand.<br />
</p>

Status codes </body></html>
Status code Definition Example

1xx indicates an informational message 101 Switching Protocols

2XX indicates success of some kind 200 OK

3xx redirects the client to another URL 301 Moved permaner)tly
302 Moved temporarily
400 Bad request ( bad syntax mostly)

o i) 401 Unauthorized (e.g. wrong user/pass)

i et e Rl et 403 Forbidden ( e.g. not allowed client)
404 Not found

XX indicates an error on the server's part 500 Internal server error

®
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ee s URL = Unified Resource Locator

URL pattern:

protocol://domain:port/requestURIffanchor?parametersaparameter

protocol in our case HTTP
domain server location (e.g www.NBA.com)
port the port that the web server listen to (default-80)

request URI | web server resource (e.g. index.html)

#anchor This is used in order to define a link that takes the user to the middle of a page.

?parameter | These are extra values that are passed along with the path (e.g. username=JohnnyCash).

& is used to concatenate several parameters (e.q. argl=valuel&arg2=value2)

Example:

[http:waw.google.co.ilfsearch?hl=en&50urce=hp&q=apple+and+banana ]
A i A i A
1 l 1 |

Demain Request-URl paramenters query +is the code for space
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