[ IpoTokommpoBanue
M ayJIuT



KaHasbl yreukn nH(pOpMalun

6,3%

6,7%

8,6%

8,6%

6,0% 0%

15.0%

22,5%

22,3%

B Heonpepenexo

B BymaixHbIE JOKYMEHTDI
M K, cepeepa

B HoyTOyku, cMapTOOHDI
B Hocutenu pesepeHbix Ka
M NHTEepEeHT/MHTPaHET

B 3neKTpOoHHaA NoYTa

Wl CreMHbIS HOCUTENHU

W Apyrue



YMbILWNEHHbIE CnyyanHble

3,5% 4% 3,4% 7.7%
36,7%

29,8%
17,9%

4,4% 2,1%
3,3%1,6% 17 2%

M He onpeaenero M CoeMmHblie HOCUTEeNn B BymaxHbie AOKYMEHTbI
M HoytOyku, cmaptoornl I Beb, wuTpaser M HocuTenu pesepBHbIX KONKA
W MK, cepsepbl B S neKTPOHHAA NoYTa B Opyrue

PacnpedensHue CRYNaUHBIX U YMBIWNEHHBIX YMEYEK N0 KaHENaM (urdopmayus 38 2012 200)

\



CepBuCHI 0€30IIaCHOCTH

UICHTU(UKAIASA U Ay TCHTU(DUKALINS,
YIIPABJIICHUE JOCTYIOM;
MPOTOKOJUPOBAHUE U AYANT;

U (ppOBaHHUE;

KOHTPOJIb [ETOCTHOCTH;

SKpPaHUPOBAHUE;

aHAJIU3 3alUIICHHOCTH;

o0ecrneYeHne 0TKa30yCTOMYMBOCTH;
oOecIieueHre 0€30IacCHOTO BOCCTAHOBIICHHUS,
TYHHEJIUPOBAHUE;

yIIPpABJICHHUE.



I IporokoaupoBanue

cOOp M HaKOIJICHHE MH(OPMALIMU O COOBITHSX,
IPOUCXOAAIINX B UHPOPMALIMOHHOMN CUCTEME

BHEIITHUE (BBI3BAHHBIC ICUCTBUSMU IPYTUX
CEpPBHCOB)

BHYTPEHHHUE (BBI3BAHHBIC ICHCTBUSIMHU CAMOI0
cepBHCa)

KJIMEHTCKHE (BBI3BAHHBIC JICHCTBUSIMU
MIOJIb30BaTEIICH U AAMHUHHUCTPATOPOB)



AyIuUT

aHaJIM3 HAKOIJICHHOM MH(OpMaluH,
IIPOBOAUMBIN OIIEPATUBHO, B PEAITLHOM
BPEMEHM WJIM MIEPUOANYECKH (HAITpUMED, Pa3 B
IICHB )

[TACCUBHBIU

AKTUBHBIN (OICPATUBHBIN ayqUT C
ABTOMAaTUYECKUM pPEarupoOBAHUEM Ha
BBISIBJICHHBIC HEIITATHBIC CUTYAIINH )



Ilon  nOporokoaupoBaHHEM  IIOHHMMAaeTcsa |cOop U
HAKOILICHUE UH(POPMALIUM O COOBITHUSX, IIPOUCXOASIINAX B
MH(OPMAILIOHHON CUCTEME.

Y KaxxJaoro cepBuca CBOM HaOOp BO3MOKHBIX COOBITHH,
HO B JIIOOOM ClIydae MX MOKHO pa3fec/iMTh HAa BHEIIHHUE
(BBI3BAHHBIC NECUCTBUSIMHU OPYTUX CECpBUCOB),
BHYTPEHHHME (BBI3BAaHHBIC JICHCTBUSAMH CaMOI0 CEpPBHCA)
M KJIMEHTCKHE (BBI3BAHHBIC JCHCTBUSMM I10JIb30BATEIECH
1 aAMHUHUCTPATOPOB).

AyIuT — D3TO aHalM3 HaKOIUICHHOM MH(pOpMaIliH,
IIPOBOAYMEIN OIEPAaTUBHO, B peajJbHOM BPEMCHU WJIM
IEPUOJNYCCKH (HaIlpuMeEp, pa3 B JCHB).

OnepaTuBHBIW AyAUT ¢ ABTOMAaTUYECKUM PEarupOBaHUEM
Ha BBISIBJICHHBIC HEIITATHBIE CHTyalldd Ha3bIBA€TCS
AKTHUBHBIM.



Peanu3zanys npOTOKOJIMPOBAHUS U ayqUTa
MIPECIENYET CIEAYIOUIUE [VIABHbIE 1IEIIN:

oOecIieueHre IOMOTYETHOCTHU MMOJIb30BATEICH B
AIMUHUCTPATOPOB;

o0ecrneyeHrne BO3MOKHOCTH PEKOHCTPYKIIUU
II0CJIEI0BATCIILHOCTH COOBITHIA;

OOHApYKECHUE MOIBITOK HAPYIICHUH
MHOOPMALITMOHHOM 0€30II1aCHOCTH;

npeaocTaBiIeHue HH(OPMAIUHU 1151 BBISIBICHHS
1 aHAJM3a npoO0jeMm.



Peanmuzanusa IpOTOKOIWPOBAHUS W AyAUTA PEIHAET
CJICAYIOLIME 3a/1a4M:

oOecrieueHue TMOJOTYETHOCTH IIOJIL30BATEIIEd H
AIMUHHUCTPATOPOB;

WROIGE G BO3MOKHOCTH PEKOHCTPYKIIUU
MIOCJIE0BAaTEIbHOCTH COOBITHUH;

OOHapyKEHUE MOIBITOK HapyIICHUN
MH(OPMAITMOHHON 0€30IIaCHOCTH;

IpenocTaBicHue HWHGOpMAIUM [JI BBISBICHUS M
aHaJIn3a MPoOJIEM.



[ IpOTOKOJIMPOBAHUIO TTOMJIEKAT CIACAYIONINE
COOBITHS:

BXOJ B CHCTEMY (YCIEIIHBIA UJIH HET);
BBIXOJl U3 CHCTEMBI;
oOpalllcHHE K YIAJICHHOM CUCTEME;

onepanuu ¢ (pansiaMu (OTKPBITh, 3aKPHITh,
[IEPEUMECHOBATD, YIAIUTh);

CMEHa MPUBUJICTUI WIIM UHBIX aTpUOyTOB
0€30IaCHOCTH (peKuMa JOCTYyIIa, YPOBHS
OJ1aroHaAEKHOCTH I10JIb30BaTEIIS U T.11.).



[Ipy IpOTOKOIUPOBAHUM COOBITHUS PEKOMEHIYETCS
3aIllUCHIBATh, 110 KpallHEH Mepe, CICAYIOIY0 HH(OpMALHIO:

aaTa U BpeMsi COOBITHSI;

YHUKAIbHBIN HACHTU(MHKATOP MOJIb30BATENS — HHUIIATOPA
JICUCTBUSL;

TUI COOBITHUSL,
pe3ynbTar ASUCTBUS (yCIIeX Wi Heyaada);
MCTOYHHUK 3ampoca (HalmpuMep, UM TEpMHUHAIA);

MMEHA 3aTPOHYThIX 00OBEKTOB (HAIPUMEDP, OTKPHIBAEMbBIX
WA yaansieMbIX (hariioB);

ONMCaHNE N3MEHECHHUI, BHECECHHBIX B 0a3bl JAHHBIX 3aIUTHI
(HampuMep, HoBasi MeTKa 0€30IaCHOCTH 0OBEKTA).



XapakTepHas 0COOCHHOCTb ITPOTOKOJIUPOBAHMS U
aynuTa — 3aBUCUMOCTh OT APYTUX CPEJICTB
Oe30macHOCTH. ManeHTudukanus u ayTeHTH(DUKALUS
CJIy>KaT OTHPABHOM TOYKOM MOJOTYETHOCTH
[10JIb30BATEJIECH, JOTHUYECKOE YIIPABICHUE NOCTYIIOM
3aIlUIIACT KOHPHUACHINAIBHOCTh U IIEJIOCTHOCTD
perucTpanoHHON HHpopManun. Bo3amMoxKHO, 1T
3aIIUTHI IPHUBJICKAIOTCS U KPUIITOIrPa(pUICCKUE
METO/IbI.



[Hox mogo3puTebHONM AaKTUBHOCTHIO TIOHUMAETCS TTOBEACHUE
M10JIb30BaTENIS MM KOMIIOHEHTAa MH(OPMAIIMOHHON CUCTEMBI,
SIBJISIIOIICECS 3JIOYMBIIICHHBIM (B COOTBETCTBUM C 3apaHee
ONPEAECIECHHON OJUTUKON 0€30MaCHOCTH ) WA HETUTUYHBIM
(COTTIacHO MPUHATHIM KPUTEPHSIM).

3aJ1a4a aKTUBHOTO ayJIMTa — ONIEPATUBHO BBISBIIATH MOAO3PUTEIBHYIO
AKTUBHOCTH W MPENOCTABIIATH CPEACTBA JJIsI aBTOMATUYECKOTO
pearupoBaHus HaA HEeE.

AKTUBHOCTBH, HE COOTBETCTBYIOIIYIO IMOJUTUKE OS30I1aCHOCTH,
1eJIecoo0pa3Ho pa3AeIuTh Ha aTaKy, HAIIpaBICHHBIC Ha HE3aKOHHOE
MOTyYCHHE TTIOJTHOMOYHH, U Ha JSUCTBUS, BEITIOJHICMbBIC B paMKax
MMEIOIIMXCS ITOTHOMOYHNI, HO HAPYIIAIOIIUE ITOJTUTHKY
0€30I1aCHOCTH.

ATaky HapylarT JI00YI0 OCMBICIICHHYIO OJTUTHUKY 0€30IMacCHOCTH.
MHBIMU CIOBAMH, aKTUBHOCTH aTAKYIOLIETO ABJISAETCSA
pPa3pylUIUTEIIbHON HE3ABUCUMO OT MOJUTUKU. Cleq0BaTeabHO, A
OIMCAHMA U BBISIBJICHUS aTaK MOKHO IIPUMEHATh YHUBEPCAJILHBIE
METO/Ibl, ”THBAPUAHTHBIC OTHOCUTEIBHO MOJIUTUKH O€3011aCHOCTH,
TaKHE KaK CUTHATYPbl U UX OOHAPYKEHUE BO BXOJHOM MOTOKE
COOBITHH C MOMOIIBIO armnapara SKCIEPTHBIX CUCTEM.



Curnarypa arakd — 3TO COBOKYITHOCTh YCJIOBHH, HPHU
BBIIIOJIHEHUH KOTOPBIX aTaka CUMTACTCS UMECHOIIEH
MECTO, YTO BBI3BIBAECT 3aPAHEE ONPEICICHHYIO PEAKIHIO.
[IpocTtenmuii mpuMep CUrHaTyphl — "3a()MKCUPOBAHBI
TPH MOCIEA0BATEIbHBIC HEYIAYHbIC MOMBITKY BXOHA B
CHCTEMY C OJHOTO TePMMHAJIA", IPUMED
ACCOLMMPOBAHHOM peaKLMy — OJIOKMPOBaHHE TepMUHAIIA
110 IPOSCHEHUS CUTYaIHM.



CpeAcTBa akTUBHOIO ayJIuTa MOT'YT pacioJiaratbCs Ha BCEX
JTMHUSAX 000pOHBI MH(pOpMAIIMOHHOM cucTeMbl. Ha rpanmiie
KOHTPOJIUPYEMOM 30HbI OHU MOT'YT OOHApYy>KHUBaTh
OAO3PUTEIbHYI0 aKTUBHOCTD B TOUKaX IOJKIIOYECHHUS K
BHEIIHUM CETAM (HE TOJBKO ITOMBITKHA HEJIETaIbHOTO
IIPOHUKHOBEHUS, HO U JICMCTBUS 110 ''TIPOITYIbIBAHUIO"
CEpBHCOB 0€30IIaCHOCTH). B koprnopaTuBHOH CeTH, B
paMKax MH(POPMAIMOHHBIX CEPBHCOB U CEPBUCOB
0€30IaCHOCTH, AKTUBHBIN ayJIUT B COCTOSHUH OOHAPYKHUTh
Y MIPECEYb NOA03PUTEIIbHYIO0 aKTUBHOCTh BHEIITHUX 1
BHYTPEHHMX I10JIb30BaTENCH, BBISIBUTH IIPOOJIEMBI B pa0OTE
CEpPBHCOB, BbI3BaHHBIC KaK HApyIICHUSIMHU 0€30aCHOCTH,
TaK M almnaparHo-MporpaMMHBIMM OIIKOKaMH. BakHO
OTMETHUTbh, UTO aKTUBHBIN ayJqUT, B HPUHIIMIIE, CIIOCOOCH
00€CEUYNTh 3aIUTY OT aTaK Ha JOCTYIIHOCTb.



B cocTaBe cpeAcTB aKTUBHOIO ayJIuTa MOKHO BBIAECIUTH
cleayromue (PyHKIHOHAIbHBIE KOMIIOHECHTHI!

KOMIIOHEHTBI F'€HEepAllMU U XPaHCHUS PETUCTPALMOHHON
MH(pOpMaILIUH.

KOMIIOHEHTBI U3BJICUCHUS PETUCTPAIMOHHOMN
HHMOpMaLMU (CEHCOPHI ).

KOMITOHEHTBI IIPOCMOTPA PETUCTPALIMOHHON
MH(OPMAINH;

KOMIIOHEHTBI aHaJIM3a HHPOpPMAaIlKH, OCTYIHUBIICH OT
CEHCOPOB.

KOMITOHEHTHI IIPUHATUSA PENICHUN U PEarupOBaHUS;

KOMIIOHEHTBI HHTEp(dErca ¢ aAIMUHUCTPATOPOM
0€30MaCHOCTH.



