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[TpoTokon IKE (dpasa 1

Microsoft Network Monitor - [C:\IKE.cap {(Detail}] 10| x|
J5) File  Edit Display Tools Options Window Help -15] x|

(|| (@2 8| [EEEQl +1+] T @] o 2|

B

Frame I Time

| src mac aadr | pst Mac adar | Protocol | Description

z Z6.317843 NETRONS34D1E O00S0BF7C731C ISAKMP Major Version: 1 Hiz:_l

3 26.317843 O0O0SOBF7C791C NETRONS34D1E ISARKIP Major Version: 1 Mir

4 26.327852 NETRON934D1E 00SOBF7C791C ISAKMP Major Version: 1 Mir Initiator Cookie
3 26.327858 O00SOBF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir

& 26.347886 NETRONS34D1E O00S0OBF?7C791C ISAKMP Major Version: 1 Mire

<I | _>I_I

SpFRAME: Base frame properties _‘_J

<rETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

w@IP: ID = 0x7AB9; Proto = UDP; Len: 160

PUDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 140 (0x8C)

132

ST SARMP - 1l Minor Version: 0 Length:

Major Version:

SA

ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ Z8
ISAKMP: Responder cookie = 00 00 00 00 00 00 00 0O
ISAKMP: Next payload = Security Association
ISAKMP: Major wersion = 1 {(0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
PISAKMP: Flags summary = 0 (0x0)
ISAKMP: Message ID = 0 {0x0) V d |D
ISAKMP: Length = 132 {(0x84) en or
@PISAKMP: Payload type = Security Association
@PISAKMP: Payload type = Vendor ID

F#: 2f21 [Off: 42 (x: 4

|Summary of the ISAKMP Packet




[TpoTokon IKE (dpasa 1

Microsoft Network Monitor - [C:\IKE.cap {(Detail}] 10| x|
J5) File  Edit Display Tools Options Window Help -15] x|

(|| (@2 8| [EEEQl +1+] T @] o 2|

B

Frame I Time

| src mac aadr | pst Mac adar | Protocol | Description

z 26.317843 NETRONS34D1E O0O0SO0OBF?7C7391C ISARKMP Major Version: 1 Hip_J

3 26.317843 O00SOBF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir

4 26.327858 NETRONS34D1E O0QO0SOBF?7C791C ISARKMP Major Version: 1 Mir

s 26.327858 O00S0OBF7C791C NETRONS34D1E ISARKMP Major Version: 1 Mir F) (’ (: 1

& 26.347886 NETRONSZ34D1E O0O0SOBF7C7391C ISARKMP Major Version: 1 Mire Res On er OOkIe
| | »

SpFRAME: Base frame properties _‘_J

<rETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

w@IP: ID = 0x7AB9; Proto = UDP; Len: 160

PUDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 140 (0x8C)

132

ST SARMP - 1l Minor Version: 0 Length:

Major Version:

SA

ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ Z8
ISAKMP: Responder cookie = 00 00 00 00 00 00 00 0O
ISAKMP: Next payload = Security Association
ISAKMP: Major wersion = 1 {(0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
PISAKMP: Flags summary = 0 (0x0)
ISAKMP: Message ID = 0 {0x0) V d |D
ISAKMP: Length = 132 {(0x84) en or
@PISAKMP: Payload type = Security Association
@PISAKMP: Payload type = Vendor ID

F#: 2f21 [Off: 42 (x: 4

|Summary of the ISAKMP Packet




[TpoTokon IKE (dpasa 1

Microsoft Network Monitor - [C:\IKE.cap (Summary)] i =10 x|
J5) File Edit Display Tools Options MWindow Help =12 x|
~ e | 25
=@ » (] 8 [FEEQl ¥+ @ @] o 2|
Frame | Time | sxc mac adar | pst Mac addr | Protocol | Description B
2 26.317843 NETRON934D1E 00SOBF7C791C ISAKMP Major Version: 1 Mir._J
3 26.317843 O00S0BF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir
4 26327858 MNETRON934D1E O0O0SOBF7C791C ISAKMP Major Version: 1 Mi
5 26.327858 O00SOBF7C791C NETRONS34D1E ISAKMP Major Version: 1 Mir
6 26.347886 NETRON934D1E 00SOBF7C791C ISAKMP Major Version: 1 Mire
«| | ,
9pFRAME: Base frame properties :I

SRETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
@IP: ID = 0x7AD0; Proto = UDP; Len: Z76
@UDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 256 (0x100)
Sl SAEMP: Major Version: 1 Minor Version: 0 Length:
ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ 28
ISAKMP: PResponder cookie = Z6 BO OF D9 DF 18 41 E4
ISAKMP: Next payload = Key Exchange
ISAKMP: Major wersion = 1 (0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
PISAKMP: Flags summary = 0 {(0x0)
ISAKMP: Message ID = 0 {(0x0)
ISAKMP: Length = 248 (0xF38)
RISAKMP: Payload type = Key Exchange

@PISAKMP: Payload type Nonce

@PISAKMP: Payload type = Certificate Request

[Off: 42 (x: 4

|Summary of the ISAKMP Packet IF#: 4/21

OTKpbITbIN KIHOY

CnyyanHoe 4ucrno

3anpoc ceptuchukaTa




[TpoTokon IKE (dpasa 1

Microsoft Network Monitor - [C:\IKE.cap (Summary)]
Jc) File Edit Display Tools Options MWindow Help

=10l x|
=8| x|

Z|E sz 8| [EEEQl +[1]| ¥l el of 2|

iption | sxc other addr |Dpst other adar | 714]
Version: Minor Version: 0 Length:... 19Z.168.19%9Z.1 zZ00.0.0.203 I_I
Version: Minor Version: 0 Length:... 200.0.0.203 192.168.192.1 I
Version: Minor Version: 0 Length:... 19Z2.168.19%9Z.1 Z00.0.0.203 I

Version: Minor Version: Length: ... Z00.0.0.203

192.168.192.1

OTKpbITbIN KIHOY

1
1
1
1
1

Version Minor Version: 0 Length:... 19Z2.168.1%9Z.1 Z00.0.0.203 Iv
< o
pFRAME: Base frame properties _‘_I
<RETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

@IP: ID = 0xDDS89; Proto = UDP; Len: 276

@UDP: Src Port: ISAKMP, (500); Dst Port: ISARKMP (500); Length = 256 (0x100)

L S AEMP -

Major Version:

1

;
Minor Version: 0 Length: 248

CnyyanHoe 4ucrno

3anpoc ceptuchukaTa

ISAKMP: Initiator cookie = 3D 38 43 B2 69 AB CZ 28
ISAKMP: Responder cookie = Z6 BO OF D3 DF 18 41 E4
ISAKMP: Next payload = Key Exchange
ISAKMP: Major wersion = 1 (0xl)
ISAKMP: Minor wersion = 0 (0x0)
ISAKMP: Exchange type = Identity Protection
@PISARKMP: Flags summary = 0 {(0x0)
ISAKMP: Message ID = 0 {(0x0)
ISAKMP: Length = 248 (0xF8)
PISAEMP: Pavload type = Key Exchange
eISAKMP: Pavload type = Nonce
PISAKMP: = Certificate Request

Payload type

|Summary of the ISAKMP Packet F#: 5/21 (Off: 42 (x: /
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[TpoTokon IKE (dpasa 1

Microsoft Network Monitor - [C:\IKE.cap (Summary)] ‘ 10| x|
5] Eile Edit Display Tools Options MWindow Help -15] x|
=& x| 8| [FEEQl +[+] i@l x| o 2
iption | sxc other aadr | pst other aaar | 714
Version: 1 Minor Version: 0 Length:... 192.168.19Z.1 Z00.0.0.203 I_J
Version: 1 Minor Version: 0 Length:... 200.0.0.203 192.168.192.1 I
Version: 1 Minor Version: 0 Length:... 192.168.192.1 Z00.0.0.203 I
Version: 1 Minor Version: 0 Length:... 200.0.0.203 192.168.192.1 I

il

Version:

Minor Version: Length: . .. 92.168.192.1 Z00.0

SpFRAME: Base frame properties ﬂ
<rETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol

@IP: ID = 0x7B9D; Proto = UDP; Len: 968

@UDP: Src Port: ISAKMP, (500); Dst Port: ISARKMP (500); Length = 948 (0x3B4) I[)
S SAEMP: Major Version: 1 Minor Version: 0 Length: 3240

ISARMP: Initiator cookie = 3D 38 43 B3 €9 AB CZ 28

ISAKMP: Responder cookie = Z6 BO OF D3 DF 18 41 E4
ISAKMP: Next payload = Identification

ISAKMP: Major wersion = 1 (0xl)

ISAKMP: Minor wersion = 0 (0x0)

ISAKMP: Exchange type = Identity Protection
@PISAKMP: Flags summary = 1 {(0xl)

ISAKMP: Message ID = 0 (0x0)

ISAKMP: Length = 940 (0x3AC)

ISAKMP: ISAKMP Payloads(encrypted)

\Summary of the ISAKMP Packet [F#: 6/21 (Off: 42 (x¢
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Microsoft Network Monitor - [C:A\IKE.cap (Summary)]

J5) File Edit Display Tools Options Window Help

[TpoTokon IKE (dpasa 1

=10l x|
=181 %]

~ : e -
=& ¥ [BE 8 [Ee=Eal ¥t vie| &l 5] 2]
on | sxc other agdr |Dst other adar | Type 4|
sion: 1 Minor Version: 0 Length:... 19Z.168.19%9Z.1 Z00.0.0.203 Ip ‘-J
sion: 1 Minor Version: 0 Length:... Z00.0.0.203 192.168.192.1 Ir
sion: 1 Minor Version: 0 Length:... 192_.168.19%9Z2.1 Z00.0.0.203 IpP

1l Minor Version: Length: ... Z00.0.0.203 .168.192.1

sion: 1 Minor Version: 0 Length:... 19Z2.168.19%9Z.1 Z00.0.0.203 IP v
Kl | >
SpFRAME: Base frame properties _:J
<RETHERNET: ETYPE = 0x0800 : Protocol = IP: DOD Internet Protocol
@IP: ID = 0OxDES9; Proto = UDP; Len: 968
dUDP: Src Port: ISAKMP, (500); Dst Port: ISAKMP (500); Length = 948 (0x3B4) ID

oL S AR -

Major

Ve

rsion:

1l Minor Version: 0 Length: 240

ISAKMP: Initiator cookie = 3D 38 43 B3 69 AB CZ 28

ISAKMP: Responder cookie = Z6 BO OF D3 DF 18 41 E4

ISAKMP: Next payload = Identification

ISAKMP: Major wersion = 1 {(0xl)

ISAKMP: Minor wersion = 0 (0x0)

ISAKMP: Exchange type = Identity Protection
@PISAKMP: Flags summary = 1 {(0xl)

ISAKMP: Message ID = 0 (0x0)

ISAKMP: Length = 940 (0x3AC)

ISAKMP: ISAKMP Payloads(encrypted)

- |

|Off: 42 (x¢ 4

|Summary of the ISAKMP Packet [F#: 7721
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