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Buabl ncnpasnexHumn NO Microsoft

Service Packs

Hot Fixes

(onepaTuBHbIE OOHOBIEHUSA)

Security Patches

(obHOBMNEHUA 6e30nacHOCTH)
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[lonntuka yrpaBJrieHN4d OOHOBNEHUAMMU

1. lHBeHTapu3auns nporpaMmMHbIX NPOLYKTOB

2. KateropupoBaHue nporpaMmmMmHbIX MPOAYKTOB
3. 3akpenneHue nuu, oTBETCTBEHHbLIX 3a obHoBNeHue MO

4. 3akpenneHune nuu, OTBETCTBEHHbIX 3a KOHTPOSb YCTAHOBKU
ooHoBneHun NO

5. BbIOOp TEXHUYECKMX CPEACTB
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[lonntuka yrpaBJrieHN4d OOHOBNEHUAMMU

AHaIn3 COCTOSIHUSA CUCTEM

Her Heob6xonuma
< YCTaHOBKa
OOHOBIIEHU?
[TnanupoBanue pa3BepTHIBAHUS
OOHOBJICHHS U TIpoIlecca OTKara [P Tectuposanue 0OHOBIEHMS
Pa3BépTriBaHmEe OOHOBICHUS
Her *
Coob [Tpobnema
OODIMTE permena? OTtcnexnBanue paboTsl
MIPOU3BOAUTEIIO
A
CucteMsl
[Ipouecc oTkara
<+ (YHKIIMOHUPYIOT
HOpMaJIbHO?
< ITonck HEOOXOAUMBIX

0OHOBIIEHUIT
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|
MHdbopmaumsa 0b ya3BUMOCTSX U OOHOBIEHUSIX

obLee
onucaHune npobrembl N CCbIfKY Ha cTaTbio 6a3bl 3HaHu Microsoft,

conepxaLLyio NoARGORIR-KHRORIMBHUELRDIORHOBIE MYty /notify.asp

NHOpMaLNIO
00 ys3BMMOCTAX onepauunoHHbIxX cnctem Windows 1 npoaykTtoB
Microsoft, http://www.ntbugtrag.com

OTNALINDLLLAL
A4l | rlul INJTIVITU .

YA3BMMOCTEN AN pasnuUYHbIX onepaumnoHHbIX CUCTEM. 3a4acTyto
B J@HHOM CMUCKe NYBSIMKYOTCA MHAOpMAaLUS O HE 3aKpPbIThbIX
YA3BUMOCTSX. http://www.securityfocus.com
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YTunuta Hfnetchk

YTunuta KomaHaHOW CTPOKMU

[MogaepxnBaeT yaaneHHY U NoKanbHY NPOBEPKY YCTAaHOBMNEHHbIX
obHoBneHun NO

[TpoBepsieMble NPOAYKTbI
OC Windows NT, Windows 2000 n Windows XP

CtaHpapTHble cepBuca (Bkroyvas |IS)

Windows Media Player
Internet Explorer

MDAC
MS SQL Server 7.0-2000
MS Exchange 5.5-2000
[MpoBepseT Bepcum dansnos
[ToCTOAHHO OBHOBNSAEMbIN CNUCOK TpebyeMbiX OOHOBNEHUI
ii "UHOPOPMS3ALLUTA
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Microsoft Baseline Security Analyzer

Ncnonb3yeT TexHonoruto hfnetchk
Moponepxumaet GUI n CLI nHtepcenc (mbsacli.exe)
He npoBepsieT ycTtaHoBrneHHble obHoBneHus ana MDAC

He pabtoTtaet Ha Windows NT 4.0

AmMeeT BO3MOXXHOCTb MOMNy4YeHUs1 cnmucka Heobxoammblx O6HOBMNEHUI C
cepBepa Microsoft Software Update Services

[MpoBepKa OCHOBHbIX OLUMBOK B HACTPOMKE onepaunoHHON CUCTEMBI

i MHOOPM3ALLMTA

Y Y E B H b # it B B & B



Microsoft Baseline Security Analyzer

,;,i

Mlcrosoft Basellne Secunty Analyzel

W Microsoft’

\ B Baseline Security Analyzer

Microsoft Baseline Security Analyzer Vlew secu I'Ity report

[ welcome Sort Order: | Score (worst first) = |

[ Pick a computer to scan

[ Pick multiple computers to scan andows Scan Results

[ Pick a security report ta view

Vulnerabilities

[ View a security report

See Also

x Guest Account The Guest account is not disabled on this computer. {
[ Microsoft Baseline Security Analyzer What was scanned How to correct this -

Help

[ About Microsoft Baseline Security
Analyzer

[ Microsoft Security Web site

x Password All user accounts (6] have non-expiring passwords.

- Expiration What was scanned Result details How to corect this
Actions .

I Autologon Autologon is not configured on this computer.

Previous security report MNext security report

© 2002 Microsoft Corporation, All rights reserved,
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YctaHoBKa obHoBrneHum (Service Packs)

TpaanumMoHHbIN MeToa OBHOBNEHUST ONEPaLIMOHHBIX CUCTEM
Windows NT n Windows 2000

Wlndows 2000
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YcTtaHoBKa OOHOBMEeHU 0e30nacHOCTU

0294391 w2k sp3

£ Xe
Hgmep ctaten — OnepaLmoHHas Momemﬁ, AntapaTHas
Microsoft KB cucTema B KOTOPBI& AaHHOE nnatopma v
obHoBnNeHne byaoet A3bIK
Onucanne BKIIOYEHO
yCTpaHAeMOol

YA3BMMOCTW. YCoBus

anMeHeHMﬂ nT.Ao. Windows 2000 Hotf!xSetllp

¢ HOTFIX [-y] [-f] [-n] {-z] [-q] [-m] []]

-y Perform uninstall {(only wikh jm or /q)
: -f Force apps closed at shutdown

-n Do not create uninstal directory
-z Do not reboot when update completes
-q Quiet Mode -~ no user interface
-m Unattended mode
-| List installed hotfixes
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YcTtaHoBKa OOHOBMEeHU 0e30nacHOCTU

NoMoLLM ogHOro danna cueHapus

eHTpann3oBaHHas yCTaHOBKa OOHOBMNEHNU Yepes
Active Directory

B cpene

ynpasreHust 0bHOBNeHNAMH
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YctaHoBKa obHoBrneHum (Service Packs)

Software Update Services

ABTOMaTU4yeckoe nony4vyeHmne obHosneHnn ¢ cepsepa Windows Update

ABTOMaTH4yeckas YCTaHOBKaA oBHOBMNEHUSA HaA KNUEHTCKNe mecTa

CBoeBpeMeHHOoe NHpopMMpoBaHME agMUHMUCTPaTOpa O BbiXxoae
OOHOBINEHUN

[Moonepxka napannenoHon (Load Balancing) n nocnegosatenbHom
CXEMbIl pacnpeneneHnsa Harpysku

PaboTa B ceTax He NoAKMoYeHHbIX K Internet

OTCYTCTByeT BO3MOXHOCTb YKa3aTb CIMCOK NCMOJ1b3YyEMbIX MNMPOAYKTOB

He nogoepxusaet obHosnenna ansg MS OFFICE, cepBepHbIX NpunoxeHum
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HacTpouka
KOMMOHEHTOB
Exchange
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B3anmocBsa3b KOMMNOHEHTOB cepBepa

A4

Sile Hep% Sarvica W
Publishing
L4 N :
Senvica
l Simpla Mail

Transport

Protocol

(SMTF)

115 admin Servica

Exchange
Routing
F T Engine

Frotacted - Ramata

Storaga Procadura
(MMT

4 ) I
Exchanga
Management L Exchange  g——8— D @
Information It E e X ,
¥ Store ARG
0o
Windows & M 5
Management
Instrumeantation M5 Exchangs
Sy=tom =
Attendant
v v v & :
) Ramota NT LM Security
Workstation Procadure Cal Sarvar Support Event Log
Locator Provider
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Cnyx0bl cepBepa Exchange

CepBuc CocTosaHue I IpyumiHa

Microsoft Exchange IMAP4 OTKr0YeH B cBs3H ¢ HEBBICOKOH CTeleHb
3AIHIIEHHOCTH KOMMYHUKALMIA

Microsoft Exchange NNTP Omxnrouert He mpebyemcs ons obecneueriusn 6a3060ii
dyrxyuonansrocmu. Moxcem
BKTUIOYAMBCS. NPU HEODXO0OUMOCITIL.

Microsoft Exchange POP3 OTKTI0YeH B cBsi3U ¢ HEBBLICOKOI CTereHb
3AIHIIEHHOCTH KOMMYHUKALMIA

Microsoft Exchange Search OTrI0YeH He TpebyeTcs 17151 obecrieueHHs1 6a30B0il
¢pyHKIHOHAILHOCTH. MOskeT BRIIOYATLCA
MPH HEOOXO0TUMOCTH.

Microsoft Exchange Event Service OTrII0YeH Tpebdyercsi TOILKO /151 COBMECTHMOCTH €
npuaokeHusavH Exchange 5.5

Microsoft Exchange Site Replication OTrmoueH Tpedyercs TOILKO B CMEIIAHHOH cpe/ie

Service (Exchange 5.5/2000)

Windows Installer Omxnirouert Heooxooum monbro 60 pems yCrmaHoeKu
dononrumenvriozo 110

Distributed Transaction Coordinator Omxnrouent He mpebyemcsa ona obecneuernus 6a3o6oii

DYHKUUOHAIBHOCHIU
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PaspelueHns gpannoBon CUCTEMBbI

%systemdrive%\Inetpub\mailroot

Domain Admins:
Full Control
Local System:
Full Controll

%systemdrive%\Inetpub\nntpfile

Domain Admins:
Full Control
Local System:
Full Controll

%systemdrive%\Inetpub\nntpfile\root

Everyone:
Full Control
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Security Configuration Tool Set

Extension snap-ins
for Attachment

Service
attachment
Engines

- Configuration

- Analysis

Security
Configuration
and Analysis

Database

Security
Configuration
Templates
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LLlabnoHbl be3onacHoOCTU

NMonutuka
YYeTHbIX

INMokanbHana
nonuTuka

3anuceun

Monutuka naponem Monutuka AyauTa
NMonntnka 6NMoOKNPOBKMK HasHadeHue I'Ip%B
nonb3oBaTenen

Nonutuka Kerberos HacTpoliika 6e3onacHocTy

pynnbi

nornb3oBaTr CnyXx6bl PeecTtp
enew

dannoBasn
cucrema

XypHan

COoObLITUN
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/ilcnonb3oBaHue

Secedit MOXeT ncnonb3oBaTbLCA ANA NATU OCHOBHbLIX onepauun

AHanu3s Cuctembl 6e3onacHocTu

HaCTpoﬁKa CucTtembl 6e30MacHoOCTH

3|(cnopT MapameTpoB 6e3onacHoOCTU

06HOBneH ne I'IapameTpOB Ge3onacHocTHn

I'IpoBepKa daunna KkoHhurypaumm 6e3onacHoCcTun
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Company
Domain

Domain
Policy

Baseline

Exchange
Domain
Controller
Incremental Infrastructure
P0|IC'y PO"C‘V

[TpumeHeHne wabnoHoB 6e30nacHOCTU

OWA
Front-end
Incremental
Policy

=

Infrastructure Servers

B

OWA
Servars

Exchange
Back-end
Incremental

Policy

Domain
Controllar [ [ L
ol A
Domain Application Exchanga
Controllers Servers Servers
File & Print
‘ Policy
Y
Baseline
Policy S
Server Roles File & Print
g T Servars
6 IS
' | Poli
Computers ‘ 7
o /
Users 6
1S Servers
H T P

Exchanga
Back-end
Servers
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[lenermpoBaHmne NosIHOMOYNN

Ponu agpmunHucrtpaTtopoB Exchange

Exchange View Only

NPOCMOTP 3HAa4Y€eHUN CBOUCTB OOBHLEKTOB

Exchange Administrator

NPOCMOTP U U3AMEHEeHne 3Ha4eHUN CBOUCTB OOBHLEKTOB

CTAaHOBUTbLCA BliagesibuemM, UISMeHATb pa3peLlleHus,
OTKPbIBaTb NOYTOBbLIE ALLUKN

Exchange Full Administrator
BCe pa3pelwieHunsd, Bknroyvad 1 uameHeHue paSPELLIEHVIﬁ

OTKPbIBaTb NOYTOBbLIE ALLUKN
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[lenermpoBaHmne NosIHOMOYNN

NMpumeHeHUe npas

Exchange Administration Delegation Wizard

Bknapka Security ans KOHTeNHepoB

Address Lists
Global Address Lists

Databases (Mailbox Stores u Public Folder stores)
Ha BepxHem ypoBHe nepapxuv odoLmx nanok

HKEY_CURRENT_USER\Software\Microsoft\Exchange\ExAdmin\ ShowSecurityPage=1

ii UMHOOPMS3ALLIUTA

E B H bl #



[lenermpoBaHmne NosIHOMOYNN

OenernpoBaHue 3aga4y Ha yposHe OU
Exchange View Only + MacTtep genernpoaHua AD

Delegation of Control Wizard o

Tasks to Delegate
You can select common tasks or customize your own.

¢ Delegate the following comman tasks:

Create, delete, and manage user accounts
[ Reset passwords on user accounts

[ Read all user information

[ Create, delete and manage groups

[ Modify the membership of a group

[ Manage Group Policy links

" Create a custom task to delegate

¢ Back I Nest > I

Cancel

VIH¢0PM3ALLIMTA
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Permission Entry for OU20 E

Object I Properties |

—>

2ix

Name: l.&ccount and Mailbox admins 20 [DOMY

Apply onto: | |Jser objects

Permissions: Allow

[TreneTE A | I o
Delete Subtree O
Read Permissions O
Modify Permissions O
Modify Dwner O
&llValidated Writes O
&l Extended Rights O
Create All Child Objects O
Delete All Child Objects O
Change Password O
Receive As g
Reset Password O
Send As O z

= Apply these permissions to objects and/or
containers within this container only

Clear &ll |

OK

| cancel |




CuctemHasa nonuTuka

No3BonseT LeHTpanu3oBaHHO HacTpamBaThb
napameTpbl rpynn cepBepoB

[MepekpbiBaeT HAaCTPOUKU, cAeNaHHbIe
BPY4YHYHO

[To3BonsieT NoAYUHATL AEUCTBUSA
aAMMHNCTPATOPOB cCepBepoOB NONMUTUKE
npeanpuaTus

i MHOOPMSALLUTA



CuctemHasa nonuTuka

LLIaOGnoHbI NONUTUKMU

Server Policy

Public Store Policy

Mailbox Store Policy

l' MH¢0PM3ALLI,I/ITA
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CuctemHasa nonuTuka

Server Policy

General
Enable subject logging and display
Enable message tracking
Remove log files

VIHCDOPM3ALLI,MTA
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CucremHasa nonntuka
Mailbox Store Policy

General
Default public store for users
Offline Address List for users
Archive all messages

Database
Run maintenance during this time

Limits
Delete after (days)
Don't permanently delete items until back up
Issue warning at (KB)
Prohibit send at (KB)
Prohibit send and receive at (KB)
Send over-limit messages

ii UMHOOPMS3ALLIUTA
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CuctemMHasa nonmTuka
Public Store Policy

General
Clients support S/MIME signatures
Display inbound Internet messages in fixed font
Database
Run maintenance during this time
Replication
Replicate public folder changes
Replication interval for always (minutes)
Replication message size limit (KB)
Limits
Delete after (days)
Don't permanently delete items until backed up
Issue warning at (KB)
Send over-limit messages
Age limit for all folders in this store (days)

| ii UMHOOPMS3ALLIUTA
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edslock.vbs

UneHbl rpynnbl Exchange Domain Servers nmeroT
AOCTYN KO BCeM obbekTam cepBepoB Exchange

UneHsbl rpynnbl Account Administrators nmeror
BO3MOXHOCTb A00aBUTb y4YeTHbIe 3anucu B
rpynny Exchange Domain Servers

Taknm obpa3om, nony4arT npaBo «Receive As»,
T.e. BO3MOXHOCTb paboTbl C NOYTOBLIMU
SAILLMKaMM Bcex nonb3oBaTtenen B gomMmeHe!
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edslock.vbs

Y1tunuta edslock.vbs (MS KB Q313807) yctaHaBnmBaeT
pa3pewleHmne Deny Receive As Ha oObekTax cepBepa

Heobxoanmo NpuUMeHsITh:

[Tocne ycTaHOBKM HOBOroO cepBepa Exchange 5.5
[Tocne nobaBneHusa HoBoro xpaHnunuiia Public Folders
[Tocne nobaBneHusa HoBoro xpanunuiia Mailbox
[Mlocne pobaBneHusa B nec HOBOIo AOMeEHa

cscript edslock.vbs "CN=Mail1,CN=Servers,CN=America
AG,CN=Administrative Groups,CN=Microsoft, CN=Microsoft
Exchange,CN=Services,CN=Configuration,
DC=America,DC=microsoft,DC=com
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[TpakTnyeckas pabota 9

[lenernpoBaHne NonHOMo4Ynmn
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Bonpochkl ?
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