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Paspen Il - Tema 7

YYEBHbLIN LEHTP
Cnanpg, SAWLNTA



HasHayeHmne npomokoia ARP
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HasHayeHne npomokoia ARP

CeTeBoil YpOBEHb

KaHa/bHbI YPOBEHb

MAC-anpec MAC-anpec

oy4qaress OTIPABUTEIIS
08:00:28:00:38:A9 08:00:39:00:2F:C3
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IP-nakeT
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HasHauyeHune npomokoia ARP

[MpuknaaHble ciyXobl

ARP-tabnuua

TCP | | UDP
IP-anpec | Ethernet (MAC) — agpec
IP-
2kl 08:00:39:00:2F:C3 7d ?alﬁﬂ s
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Kabenb Ethernet
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OnpeneneHne MAC-aapeca noayyanens

Telnet 223.1.2.2

223.1.2.1 223.1.2.3 223.1.2.4
08:00:39:00:2F:C3 08:00:5A:21:A7:22 08:00:10:99:AC:54

_ )
Ethernet-angpec * CeTb 223.1.2.0

ARP-Tabnuua

IP-agpec Ethernet — agpec
223.1.2.1 08:00:39:00:2F:C3 |
223.1.2.3 08:00:5A:21:A7:22 y 223.1.2.2
223.1.2.4 08:00:10:99:AC:54
223.1.2.2 ?
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OnpeneneHne MAC-aapeca noayyanens

223.1.2.1 223.1.2.3 223.1.2.4
08:00:39:00:2F:C3 08:00:5A:21:A7:22 08:00:10:99:AC:54

Cetb 223.1.2.0

IP—apgpec otnpaButensd 223.1.2.1

— 08:00:28:00:38:A9
Ethernet—agpec otnpasutens | 08:00:39:00:2F:C3 "

N mm 223.1.2.2
Heobxoanmbin IP—agpec 223.1.2.2

ckombii Ethernet—apgpec
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OnpeaneneHne MAC-aapeca noayyanens

223.1.2.1 223.1.2.3 223.1.2.4
08:00:39:00:2F:C3 08:00:5A:21:A7:22 08:00:10:99:AC:54

Cetb 223.1.2.0

ARP- oTBeT

IP—appec otnpaButend 223.1.2.2

Ethernet—apgpec otnpasutensa | 08:00:28:00:38:A9 | 08:00:28:08 g

e 223.1.2.2

Heobxogumbii IP—aapec 223.1.2.1
ckombii Ethernet—agpec 08:00:39:00:2F:C3
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OnpeaneneHne MAC-aapeca noayyanens

Telnet 223.1.2.2

-

223.1.2.1 223.1.2.3 223.1.2.4
08:00:39:00:2F:C3 08:00:5A:21:A7:22 08:00:10:99:AC:54

Cetb 223.1.2.0

MoaundnunposaHHasa ARP-Ttabnmua
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2231.0.1 08:00-39-00-2F-C3

223.1.2.2 08:00:28:00:38:A9 223.1.2.2

223.1.2.3 08:00:5A:21:A7:22

223.1.2.4 08:00:10:99:AC:54
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Cxema pabotbl ARP

> [TpocmoTp ARP - Tabnunub!
HeTt ECTb
3annucb?
ARP-3anpoc [la
[lonyyeHune
oTBeTa
OG6HOBMEHE OTnpaska
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®opmatr ARP - naketa

16 31

Tun cetun Tun nccnepn. npoTokosa

LHA LPA Tun gencrens

MAC agpec otnpaBuTtens
IP-agpec oTtnpaButens

MAC apgpec nonyyarens

IP-agpec nonyyarensa



Cnanpg,

ATaK ¢ ncrnosibsoBaHnem ARP

1. Bbi3oB B Windows 95/98/NT coobuieHun,
TPeOYyLLNX HaXKaTNA KHOMKN «OK>.

2. ARP-spoofing ¢ uenbio npocnyLlunBaHuns
Tpadouka mexay onpeaeneHHbIMN y3namu
cermeHTa IP-cetn.
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HekoppekTHbI ARP -3anpoc

A
0 16 31

223.1.2.1

“messagebox Tun cetn Tun nccnen. npoTokona

LHA LPA Tun gencrens

MAC agpec otnpaBuTtens

IP-agpec oTnpaButens

223.1.2.1 MAC agpec nonyyaresnd

FF-FF-FF-FF-FF-FF

IP-agpec nonyyarensa
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HekoppekTHbI ARP -oTBem

0 16 31

Tun cetun Tun nccnepq. npoTokosa

LHA LPA Tun gencrens

MAC aapec oTnpaButena=

=HecyLleCTBYOLWNN IP-agpec oTnpaButens=

=223.1.2.1 MAC agpec nonyyarenda=

—azipec 06beKTa aTaku

IP-agpec nonyyarensa = agpec oobLeKTa aTaku




ARP-spoofing

CepBep
(MapLipyTusarop)
223.1.2.2 223.1.2.1
r——e KonduieHnuaabHas KonduiaenmnnaiibHast
- HH(popManus HH(popManus :

Switch
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ARP-spoofing

Cepsep
(MapLupyTn3aTop)
223.1.2.2 223.1.2.1

| Switch <>

C:\>arp -a

Interface: 223.1.2.2 on Interface 0x1000003
Internet Address Physical Address  Type
223.1.2.1 00-66-66-66-66-66 dynamic

D‘ 223.1.2.8

00-66-66-66-66-66
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223.1.2.2

ARP-spoofing

CepBep
(MapLipyTusarop)
223.1.2.1

Cnanpg,

Switch | <P

C:\>arp -a

Interface: 223.1.2.1 on Interface 0x1000003
Internet Address  Physical Address  Type
223.1.2.2 00-66-66-66-66-66 dynamic

D‘ 223.1.2.8

00-66-66-66-66-66




ARP-spoofing

CepBep
(MapLupyTmsaTop)
223.1.2.2 223.1.2.1

[TakeT ¢ TaHHLIMA

Switch

MAC nonyyartensa 00-11-11-11-11-11
IP nony4varens 223.1.2.1

Cnanpg,



ARP-spoofing

CepBep
(MapLupyTmsaTop)
223.1.2.2 223.1.2.1

llakeT ¢ TaHaLIMA

Switch

00-11-11-11-11-11

MAC nonyyatensa 00-22-22-22-22-22
IP nony4varens 223.1.2.2

223.1.2.8
3 00-66-66-66-66-66
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[Iporpamma ettercap

IP BASED SNIFFING
*MAC BASED SNIFFING
*ARP BASED SNIFFING
PUBLIC ARP

*SMART PUBLIC ARP

MeToabl aHa/IM3a TpaguKka
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[Iporpamma ettercap — npumep
ncnosib3oBaHug (INpunoxeHne 3)

Cepsep
(MapLupyTmsaTop)
223.1.2.2 223.1.2.1

Switch

e [Iporpamma «ettercap»
* Network Monitor (unu gpyrov ceteBou aHanM3arTop)
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Mepbl 3allinThbl

* BeaeHune tabnuubl cootesetctensa MAC u IP aapecos

e /lcnonb3oBaHue cTaTndeckmnx 3anmcen B ARP-tabnunue
(kpome Windows)

* /lcnosib30BaHme nepcoHasibHbIX M3 ¢ noanepxKon
domneTpaumn ARP-nakeToB

 [TOUCK HapYyLLUNTENA — BHYTPU CErMeHTa
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[Iporpavma arpwatch

NMporpamma
arpwatch
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/I3MeHeHne asiropuTmMma pPaboTb!

OC Linux

Cnanpg,

raYaYa)

ARP

e ConocTtaBsieHue nonyyeHHoro ARP-oTBeTa C
nmerwmmca MAC-agpecom
 Bocnpusatne orBeTa TO/ILKO NMpu NOCbI/IKe 3anpoca
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[IpakTnyeckad padora 3

e OCHOBHbIE NMPUEmbI paboTbl ¢ ARP

* I3yyeHne HekoppekTHOro ARP-3anpoca
* ARP-spoofing

 [TIporpamma arpwatch
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raYaYa)



