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DAEKTPOHHAA [10YTA - AHOHUMHA

JTtobon no4ToBLIN CEPBEP MOXET OTChINAaTh
MOYTY C MPON3BOSIbHBIM apPECOM
OTNpaBUTENA.

Knaccunyeckne TeXHONOMM arnekTPoOHHOU
NoYThbl HE NPeOOCTaBSAT Kakon-nmbo
BO3MOXXHOCTU Bepumnkayun.

[10 HegaBHero BpeMeHM 3TO cYMTanocCh
NPUEMITIEMbIM.



YT0 K€ I3MEHUAOCH ?

B0O3MOXHOCTbI0O aHOHUMHOW NOCLINIKN NOYTblI CEroaHSA
NOJ1b3YHOTCA.

0[S paccbInky crnama;
0 NS pacCbifik1 BUPYCOB;
0 [ANs pacCbinKyU MOLLEHHUYECKUX MNCEM.

[MopaBnstowee OONbLLIMHCTBO PACCbIIOK MPOUCXOAUT C
KOMMbIOTEPOB Morb3oBaTenemn («30MON-MalLUnHbI»)

Kak npaBuno, ncnosnb3yeTtca noaaenbHbiv agpec
OTnpaBuUTENS.

Ob6bI4YHO B noagernbHOM agpece ncnonb3yeTcs
CYLLECTBYOLLUN JOMEH.



[ locTraHoBKa 3aA29M

Ecnn HAaYHYUTbCA MPOBEPATb OTNpaBUTENIA, TO 3TO
MOXET OTCEATb 6OJ'IbLuyI-O Ao cerogHAaAHero
ChaMa.

TpeboBaHua K NpoBepke oTnpaBuTensd. Bpen
OOMKEH ObITb MEHbLLE MOSib3bl, MO3TOMY:

a [llpoBepka - gononHUTeNnbLHOE CBOUCTBO. bes Bepudmnkauunm
ANIEKTPOHHAas noyTa AofMKHa nNpogonkaTtb paboraTts.

o BO3MOXHOCTb nnaBHOro nepexoaa Ha HoBble TEXHOJTOTNN.

2 BO3MOXXHOCTb MOCbINKN €AUHUYHOIO NMMcbmMa HE3HAKOMOMY
nony4yartento AoJKHa COXPaHUTBCA.

2  «HopmarnbHble» npumeHeHua E-mail, Bknrovas
«aBTOMaTU4YecKnx poboToB», AOMKHbI paboTaTb.



Aptopusartusa SMTP-coeamaenn

ABTOpU3aLna «CBOEro» nonb3oBaTens:.

7 UCNonb30BaHUE: KoprnopaTtuBHas noyTta, ISP,
NOYTOBbIE CEPBUCHI,

0 He peluaeT npobnemy BXxoasen N3BHE MOYThI.

ABTOpPU3aLNA coegnHEHUA MexXay

NOYTOBbLIMU CepBepamMn pasHbIX

opraHusauum:

0 TpebyeTtcs oOMeH AaHHbIMM aBTOpPU3aLNK
(maponwu, Krio4m)

0 pelwlaeT npobrnemy TonbKo ANA «MOCTOSIHHbIX»
CBA3eu



Bepndukamua coaepxanusa mmucbmMa

[Tonb3oBaTenb-Nonb3oBaTenb: Bepnudukaumng

anektpoHHon nognucero (S/MIME, PGP-mail):

o TpebyeTtcsa obMeH Kntodamm, 3TO 3adada Nofb3oBaTerien.

0 Hy)KHa nogaep)kka B KNUEHTCKUX nporpammax

a0  paaun pa3oBoro obmeHa rnovTon HUKTO HE BYyOEeT MEHSATLCS
KIto4amu.

CepBep-cepBep: Yahoo Domain Keys

a2 nybnukaums Kroden u NonnTnKKU nx ncnonb3oBaHud B DNS

a2  TpebyeTtca moaudmkaumsa noYTOBLIX CEPBEPOB KakK Ans
NPOCTAaHOBKM NOAMNUCKU, Tak N AN ee BepndukaLmu.



ApTopusanus 1o [P-aapecy otopasureas

Ha ocHOBaHUK yXXe CYyLLEeCTBYOLWNX AaHHbIX
(reverse resolving B DNS):

o He TpebyeTt nameHeHnsa nHppacTpyKTyphbl, yxKe
LLIMPOKO NPUMEHSETCH.

a OTCYTCTBI/Ie AOCTOBEPHbIX AaHHbIX O CTPYKTYpPE HYXUX
ceTeun orpaHmnymBaeT NnpMMeHNMOCTDb.
HoBble meToabl

2 JononHuTernbHble aaHHble B obpaTHon DNS-30He
(MTA Mark, Selective Sender, MX Out)

0 JonornHuTtenbHble AaHHble B DNS pomeHa
otnpasutensa (SPF Classic, CallerlD, SenderlD, RMX)



Yahoo Domain Keys

Noea meTtoaa:

a2 nyonukauyma B DNS nybnuyHoro kntoda gomeHa
2 TEeKCT M 3arofioBKM coobLLEHMST NOONUCLIBAOTCS
2 Ha NPMeMHOWN CTOPOHE NOoANnUCh NPOBEPHAETCS

JlocTOMHCTBA

1 «JOCTOBEPHOCTb» ABMSAETCA CBOMCTBOM NMUCbMA, a He
MOYTOBOWU Ceccumn

HepnoctaTku

2 NpW BHEOpPeHUN Ha NybnnMyHoM cepBuce, MOXKXHO NMONyYnTb
noboe Hy>XHOe KONMYecTBO NOANNCaHHbIX COOBLLEHWIA.



YDK: Texumueckre AeTaAn

[Mpumep 3anucu B DNS:

beta. domainkey.gmail.com text = "t=y;
k=rsa,; p=MIGEfMAOGCSqGSIb3DQEBAQUAA4.."

3arorioBkny B NMCbMe:

DomainKey-Signature: a=rsa-shal; c=nofws;
s=beta; d=gmail.com;
h=received:message-id:date:from. ..
b=Gjon40A2c8NfLCBauZskv99Eks. . ..



YDK: nepcriexruser

[Toaxon nepcnekTUBHbIN, HO ECTb NPOOSIEMBI:

2o npu nogaepxke YDK Ha nybrnnyHOM cepBuce
MOXHO Mosny4nTb Ntoboe KONMM4ecTBo
noanucaHHbIX COODLLEHUN.

2 HeacHo 4To genatb, ecnn TpebyeTca N3MEHUTDL
OOVH 13 NognucaHHbLIX 3arofioBKOB (Hanpumep,
Resent-From npu nepecobinke).

2 [lponyck nognnucaHHbIX NTMCEM MUMO OUNLTPa
NopoauT 3r10YyrnoTPEDNEHNS, HYXKEH OTAENbHbIN
PEUTUHIOBLIN CEPBUC.



SPF Classic

Bnageneu gomeHa nyonukyet B DNS «nonutuky» - cnmcok IP-
agpecoB C KOTOPbIX MOXET UCXOOAUTb No4vTa JaHHOro JOMEHa:

"v=spfl +ip:192.168.0.0/16 +mx ?all"
Kaxabln 3neMeHT Cnmcka CoOCTOUT U3 npedukca u ananasoHa IP-
agpecoB. Bo3aMOXHbI Takne npeuKcsl:

QO + pass - paspelsatowinm npedukce. +all noyta «1M3 gaHHOro
OOMEHa» MOXET NpmxoanTb ¢ Ntoboro agpeca

a - fail - sanpewatowmnn npedoumkc. —ip:10.0.0.0/8 — nouta He
MOXXET NPUXOANTb C 3TOro agpeca.
a  ~ softfail «<HenTpanbHo-OTpUUaTenbHbIN» Npedukc. «Agpec

MOXET He ObITb paspeLleHHbIMY.
2 ? neutral «HenTpanbHbINY - BNageney agpeca He MOXET HUYEro
cKkasaTtb Nnpo AgaHHbIn |P.
B xoge SMTP-ceccumn peansHbin IP-agpec nocbinarLen CTOpPOoHb!
CpaBHMBAETCA CO CNUCKOM OT Briagenbua goMeHa, nocrne 4yero
NPUHMUMaETCA peLleHne o cTaTtyce nMcbma.



SPL: mpoOAema rmepecrerAok

HeycTtpaHumMmoe npoTtmBopedmne

o «Mdrkaga» nonuTuka He nomMoraetT OT doanbcugmKkaumm
agpecos

o JKecTkasi nonuTuka npuBoanT K NoTepsiM npu
nepecobinikax (forward) nucem: B npoLecce NepechbIsiku
ajpec oTnpaBuUTena coxpaHaeTtcs, a |IP-agpec
NnochblinatoLen CTOPOHbI — HET.

[na BHegpeHus xectknx SPF-NonuTuk
Tpebyetca moandukaums NO Ha NOYTOBLIX
cepBepax «TPETbUX CTOPOH».



SPI Classic: mpoune mpoOAeMBr

MaccoBasa PR-komMnaHua nopoaunia maccoBoe
BHEJpPEHNE CO MHOXECTBOM OLLMNOOK.

«MonuTnkn no-ymonyanuto». YpoBeHb NoAOEPKKM
TEXHOITOMMN HEBBLICOK, MO3TOMY CYLLECTBYHOLLINE
peann3aunm TEXHONOIrMM NO3BOMAT «NPUAaYMaTb»
MONUTUKY JOMEHA ECINU €€ HET.

[loTeHuManbHO-ONAaCHbIN MeXaHU3M «exists» -
OTNpaBUTESNb NMMCbMa MOXET creduTb 3a ero nyTem no
BaLLEn ceTu.

Cnamepbl yBepeHHO ocBamatoT SPF.



‘ SPF u criam

Email Passing SPF By Type

= [lo paHHbIM CipherTrust, 1‘@8

cnamepsbl ocBomnnu SPF u
bbiCcTpee «HOPManbHbIX»
CUCTEM.

« PacnpoctpaHeHHocTb SPF
Ha cerogHsi HegocTaTovHa,
4YTOObI ObITE 3PPEKTUBHBIM A
aHTMCNaMm - CpeaCTBOM. -

-

Spam Ham

N
B

Passes Fails




SPEF kax (puAbTp crrama

Cratyc fail (HeBepHbI SPF-cratycel Aas ciam-
oTnpasuTenb) nony4yarT <4% IIOYThI
cnam -fmcem.

Cratyc pass — 0.4% 101

Craryc softfail (Bnageneu 8

OoMeHa He yBepeH) — 5-8% .

cnama n okono 1% o,

HOPMAasibHOW MOYThI. 4

YpoBeHb noaaepKku 2

TEXHonornm Bolpoc ¢ 8% B = - -
nione o 13% B okTAbpe. Mion Asr  Oxr

E pass B fail B softfail




SPF kak mCcTOYHUK AOITIOAHUTEABHBIX
AAHHBIX AAS AHTUCIIAM - (i)I/IApra

[na dounetpa SpamTest Ha 6OMbLLIOM NMOTOKE
coo0OLWEeHUN:

a2 npumepHo ansa 0.5% coobweHnn ctatyc SPF bonee
«KECTKUNY», YeM pesynbraT pabdboTbl Spamtest.

a [MpumepHo ana 0.4% coobleHun, ctatyc boree
«MArKNN» (OoNA coBrnagaeT C AoNen «pass» B MOTOKe
cnama).

BbiBoa: nonb3a oT SPF comHuTenbHa.



SPE: pexomenaarinn

[Tyonukauna SPF-nonnutukn nonesHa, Bo
BCAKOM Cny4ae ee He byayT npuaymblBaTh 3a
BacC.

0 nybnukaumsa «>XecTkom» NonuTuKn 6yaet NpuBoauTb K
noTepsiM NCXOoAsLLEN MOYTbI

Q ny6nvu<au,l/|s'-| KMATKOW» MONMUTUKN MOXKET NMPUBECTU K
ee MrHopmnpoBaHUIo nostyvarendamu

2 HyXeH HeuTpanbHbLIN BapuaHT, Hanpumep:
+ip:10.0.0.0/24 ~all
+ip:192.168.0.0/24 ?all



SPE: pexomenparnn (2)

[Tpn Nnpueme NoYTbl HEMb3A NMPUHUMATb
pelleHne TornbkKo Ha ocHoBaHun SPF

Ecnun nepBoe ycnosue cobnogeHo, To SPF
MOXET ObITb NONEe3HbIM UCTOYHUKOM AAHHbIX
Ons aHTUcnam-cucTeMbI.

K Hec4yacTblo, OCHOBHbIE NMYONMMYHO-O0CTYMNHbIE
peanusauun SPF He yooBneTBOpPSOT YCNOBUIO
1 (ncknrodeHne: SpamAssassin)



CallerID, SenderID

CallerID — texHonorna Microsoft ¢ noxoxmmm Ha
SPF noeamun.

SenderlD — o6beanHeHne SPF Classic n CallerlD:

o basoBble naeun ot SPF

2 CwuHtakcuc ot CallerlD

o MeTtoguka onpeneneHnsa agpeca oTrnpaBuTend — oT
CallerlD

SenderlD He 6bin nogaepxaH IETF n coobuiectsom

OpenSource, nepcnekTnBbl TYMaHHbI.



BriBoABI

Oxunpatb KapanHalibHOIro TexHnM4ecKoro pelueHus
I'IpO6J'IeMbI noaadesnikKm otTrnpaBnTesnd He CTOUT.

YacTHble pelleHns Bo3MOXHbI, Hanpumep YDK moxeTt
ObITb NHTEPECHA CepBUCaM neranbHbIX MacCOBbIX
PacChbISIOK.

Cnamepbl ObICTPO aganTUPYHOTCS K HOBbIM
TEXHOMNOrMAM, a Bce npeararaemble Mepbl He
cogep)kaT 3aluTbl OT 3TOrO.

Bepuduuymposas oTnpasuTens, HU4ero ckasaTb O
camMoOM COO0LLEHNN BCe paBHO Hermb3s. PelleHnem
MOXET ObITb HAlNOXEHHbIN PENTUHIOBbLIN CEPBUC.



‘ Cracu0o 32 BHUMAHUE

[TokanyncTa, 3agaBanTe BOMNPOCHI.




