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KoMnbOTEepHBIN BUPYC — 3TO PA3HOBUIHOCTH
KOMIIBIOTEPHBIX OPOrpaMM, OTIMYUTEIbHOM
0COOEHHOCTBIO KOTOPHIX SIBIISIETCS CIIOCOOHOCTh
K pa3MHOXKEHHUIO (camoperunkanus). B
IOIIOJIHEHHUE K TOMY BUPYChI MOT'YT 0€3 BeoMa

IOJIb30BATEIIS BBIIOIHATH IPOYHE
IIPOU3BOJIbHBIE JICUCTBUSA, B TOM YUCJIE
HAHOCSIIKE Bpe II0JIb30BaTEII0 U/UIIN

KOMITbIOTEPY. 110 3TON npruumHE BUPYCHI
OTHOCST K BPEJIOHOCHBIM IPOrpaMMam.




KoMnberoTepHbIE BUPYCHI, KAK TAKOBBIE, BIIEPBBIEC MOSIBUINCH B
1986 rony, XOTst ICTOPUYECKU BOSHUKHOBEHHUE BUPYCOB TECHO
CBA3aHO C UJICEW CO3JJaHUSI CAMOBOCITPOU3BOISAIINXCS
nporpamM. OgHUM U3 "TTHOHEPOB' CpPeI KOMIIBEOTEPHBIX
BUPYCOB CUMTAETCS BUpPYC "Brain", co37aHHbI TAaKUCTAHCKUM
nporpammMuctoM o pamunuu Ansu. Toneko B CIIIA stoT
BUPYC MOPA3UJI CBBINIE |8 ThIC. KOMIIBIOTEPOB. B Havane anoxu
KOMIIBIOTEPHBIX BUPYCOB Pa3pad0TKa BUPYCOIIOA00HBIX
IPOrpaMM HOCHUJIA YUCTO UCCIEA0BATEIbLCKUN XapaKTep,
MOCTENEHHO IIPEBPAIIAsICh HA OTKPOBEHHO BPAXKECKOE
OTHOIICHHUE K MOJIb30BaTEIIM 0€30TBETCTBEHHBIX, U TAXKe

KPUMHWHAJbHBIX '3JIEMEHTOB' .




OCHOBHbIE NPU3HaKK
NnposiBrieHUs1 BUpycoB

IIpekpalneHue padoThl WK
HelnpaBUJIbHAs padoTa paHee
YCIENIHO (PyHKIMOHUPOBABIIHNX
IporpamMm

MensieHHast paboTa KOMIIbIOTEpa

HeB03MOXHOCTH 3arpy3Ku
OIIEPALIMOHHOU CUCTEMBI

M cue3noBeHue (PaiyioB U KaTajaoroB
WJIU UCKaKEHUE UX COAEPKUMOTO

H3MeHeHre naThl 1 BPEMEHU
Moau(puKaIun (anioB

M3MeHeHune pa3mMepoB (paniioB

YacThie 3aBUCaHUS U COOU B paboTe
KOMITBIOTEpA

HeoxxnmnanHoe 3HAYUTCIBHOC
YBEJIMYECHUE KOJIMYECTBA
(baliJIOB Ha JUCKE

CyIleCTBEHHOE YMEHBIIICHUE
pa3Mepa CBOOOTHOM
OIEpAaTUBHOM MAMSATHU

BpIBOJI HAa DKpaH
HETPEyCMOTPEHHBIX
COOOIIECHUN WA U300paKCHUI

[Tomaya HETIPEYCMOTPEHHBIX
3BYKOBBIX CUTHAJIOB



Knaccudmkaumsa KoMmnbOTEPHbIX BUPYCOB

a - no cpene obutaHnsa; 6 - NO cNocoby 3apaXkeHus;

B - MO CTErneHun BO3LI,el7ICTBVIF|,' [ - NO OCODEHHOCTAM an ropuTmMOB
Bupychl
Cerebuie daEhnoeee 3arpysouHsis DannoBo-3arpy3odHbie
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PeanpenTtHbie HepeanneHTHuie HeonacHwe Onacrsie | | Ouens onachue
6 &
Bupycel

NapaisnTuecCkue Pennuuarophl Heawagvimen MyTanTl TpoAaHCKkne




Cemeegble supycol NCTIONB3YIOT JJIsl CBOETO PACIPOCTPAHECHUS
IIPOTOKOJIBI MJIM KOMaH Ibl KOMITBIOTEPHBIX CETEH U
3JIEKTPOHHOM ITOYTHI.

Daiinoswvie supychbl MO0 Pa3TUUHBIMU CITIOCOOAMU
BHEJPSIOTCS B BINOIHsSIEMbIC (Daiiiibl (HanboJiee
pacIpoCTPaHEHHbIN TUII BUPYCOB), TH0OO0 CO37at0T (hailiibl-
JTBOWMHUKYN (KOMIIAHBOH-BUPYCHI), JIMOO UCTIOJIB3YIOT

OCOOEHHOCTH OopraHu3anuu (arnmoBoit cucteMsl (link-
BUPYCHI)

3azpy3zounsle gupycol 3aNUCHIBAIOT ce0s TM00 B 3arpy304YHBIM
cekTop aucka (boot-cexTop), 1100 B CEKTOP, COACPKAIITUI
CHCTEMHBIN 3arpy34yuk BuHuectepa (Master Boot Record),
00 MEHSIOT yKa3aTelb Ha aKTUBHBIN bOOt-CEKTOP.




Pe3uoenmmnbwie (Takon BUPYC IIpU
nHuuupoBanuu 11K octapnsieT B onepaTHBHOM

IaMsTH CBOIO PE3UICHTHYIO YaCTh, KOTOpas
oToM IiepexBarbiBaeT oopaiieHue OC k
O00OBEKTaM 3apaKCHUS U IIOPAKAET HX.

Pe3nneHTHbIE BUPYCHI XKUBYT JI0 TIEPBOU
nepesarpysku 11K)
Hepe3uoenmmnbwie (He 3apaxxaroT ONEPATUBHYIO
aMsATh U MOT'YT ObITh AKTUBHBIMU
OTPaHUYCHHOE BpEM)




HeonacHble (Kak MpaBUJIO 3TH BUPYCHI 3a0HMBAIOT
NaMsiTh KOMITbIOTEpPA MMyTEM CBOETO Pa3MHOXKEHUS U
MOT'YyT OpTraHHU30BbIBATh MEJIKHE MAKOCTH — IIPOUTPHIBATH
3aJI0’)KCHHYIO0 B HUX MEJIOINIO WIIU TTOKa3hIBaTh
KapTUHKY);

OnacHble (3TH BUPYChI CITIOCOOHBI CO3/1aTh HEKOTOPHIE
HapyIieHus B ¢pyHkimonuposanuu 11K — coown,
nepe3arpy3KH, III0KU, MeJJIeHHas padoTa KOMIbIOTEPa U
T.1.);

OueHb onacHbIe (OMACHBIE BUPYCHl MOTYT YHUUTOXXHUTh
IpOrpPaMMBbI, CTEPETh Ba)KHBIC JaHHBIC, YOUTh
3arpy304HbIE U CUCTEMHBIE 00JIACTH KECTKOTO JIMCKA,
KOTOPBIM ITOTOM MOXKHO BBEIOPOCHUTD




ITapasuTnuyeckue (MEHSIOT COACPKUMOE (DaillIOB U CEKTOPOB
nvcka. Takue BUPYCHI JIETKO BEIYUCIISIIOTCS M YIAISIOTCS);
MyTaHTBI (MX O4EHb TSAKEJIO OOHAPYKUTh M3-3a IPUMEHEHHUS B HUX
anropuTMoB mKppoBanus. Kaxmas cienyroiias Komus
Pa3MHOXAIOIIETOCS BUPyCa HE OYAET MOX0XkKa Ha MPEABIAYIIYIO);
PenimkaTopsl (BUPYChI-PEILIMKATOPhI, OHU K€ CETEBBIC YEPBH,

MPOHUKAIOT YEPE3 KOMITBIOTEPHBIE CETH, OHU HAXOMAT ajipeca
KOMITBIOTEPOB B CETH U 3apAXKAIOT UX);

TposiHcku# KOHB (OJIMH M3 CAMBIX OITACHBIX BUPYCOB, TaK Kak
TPOSIHBI HE PA3MHOXKAKOTCA, 2 BOPYIOT LIEHHYIO (ITOPOil OYE€HB
JOPOTy10) MHPOPMAIUIO — ITAPOJIK, OAHKOBCKHE CUYETA, DJICKTPOHHBIE
JICHbIU U T.]1.);

HeBuauMku (3T0 TpyAHO OOHAPYKUMBIE BUPYCHI, KOTOPbHIE
nepexBarbiBatoT ooparnieHnss OC k 3apaxeHHbIM (aiijaM U CEKTopaMm
JIMCKOB U MOJCTABJISIOT BMECTO CBOETO HE3APAKCHHBIE YUACTKHU.




‘[mobanbHaga ceTb Internet

*ONEKTPOHHAas noyTta

-JlokanbHaga ceTb

‘KomnbroTepbl «OOLLIEro HA3HAYEHUS»
‘[lnpaTckoe nporpammHoe obecneyeHmne
‘PEMOHTHbIE Cry>XObl

CbeMHble HaKonuTenu




[nobanbHas ceTb
NHTepHeT

OCHOBHBIM HCTOYHHKOM BHPYCOB
Ha CETOJHAIIHUMN JICHb SBIISICTCA
rmoOanbHas ceTh Internet.
B03MOXHO 3apakeHUE Yepes
cTpanuilel UHTEpHET BBULY
HaJIM4Msl Ha CTPaHUIAX
BCEMHUPHOM Ay THUHBI PA3JIMYHOTO
«AKTUBHOTO» COIEPKUMOIO:
CIj_pI/IHTOB, Active X-KOMIIOHEHTHI,

ava-amniuieToB. B 3ToMm ciy4dae
HCIOIB3YIOTCS YSI3BUMOCTH
IPOrpaMMHOI0 00ECIICUCHUSI,
YCTaHOBJICHHOT'O Ha KOMITBIOTEP
M0JIb30BaTENs, TUOO YSI3BUMOCTY
B I1O Bi1azenblia cata, a HUUEro
HE TTOJ03PEBAOIINE
[10JIb30BATEIIN 3aU/I HA TAKOU
CAlT PUCKYIOT 3apa3vuTh CBOU
KOMIBIOTED.




ANEeKTPOHHAasA No4Ta

Celiyac OqUH U3 OCHOBHBIX KaHAJIOB PACIpPOCTPaHCHUS
BUPYCOB. OOBIYHO BUPYCHI B IUChMAaX 3JICKTPOHHOM ITOYTHI
MACKHPYIOTCS 1107 0€300MIHBIC BIOKCHUS: KAPTUHKHU,
HOKYMEHTBI, MY3bIKY, CCBIJIKK Ha CaiThl. B HEKOTOPHIX
MHUCbMaX MOTYT COAEPKAThCs JIEMCTBUTEIBHO TOJIBKO CCHIIKH,
TO €CTh B CAMMX IIMCbMaX MOXKET U HE ObITh BPEIOHOCHOTO
KOJ/ia, HO €CJIM OTKPBITh TAKyI0 CCHUIKY, TO MOKHO ITIOHACTh Ha
CIIEIHAJIBHO CO3/IaHHBIA BE0-CaMT, COACP KAl BUPYCHBIM
KoJ. MHOTHEe NOYTOBBIE BUPYCHI, II0MAB Ha KOMIIBIOTEP
[OJIb30BaTEIs, 3aTEM UCIIOJIB3YIOT aAPECHYI0 KHUTY U3
YCTaHOBJICHHBIX ITOYTOBBIX KiMeHTOB Tuna Outlook s
PACCBhUIKM CaMOro ce0s Jalibliie.
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JIOKaJIbHbIE CeTH
Tpetuii myTh «OBICTPOTO 3aPAKCHUS —

JOKaldbHBIC ceTU. Eciiin He mprHUMAaTh
HEOOXOAUMBIX MEP 3allMThI, TO 3apaKCHHAs
paboyasi CTaHIYs IIPU BXOJE B CETh
3apakaeT OJIMH WJIN HECKOJIBKO CITY>KEOHBIX
(paliJIOB HA cepBEpE

Ha cinenyroiiui 1eHb I0Jab30BaTENN IPHU
BXOJI€ B CE€Th 3aITyCKAIOT 3aPaKECHHBIC

AED)---.
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IlepcoHaIbHBIE KOMIILIOTEPHI
«001Iero MoJIL30BaHUA

OnacHOCTBh MPEACTABIISIOT TAKKE KOMIIBIOTEPHI,
yCTaHOBJICHHBIC B YUYE€OHBIX 3aBeACHUAX. Eciau oauH u3
yYaIIMXCSI IPUHEC HA CBOUX HOCUTEIISIX BUPYC U 3apa3uil
KaKON-TM00 y4EOHBIM KOMIIBIOTEP, TO OUEPEAHYIO «3apaszy»
OJIy4aT U HOCUTEIIM BCEX OCTAJIbHBIX YUaIUXCs,
pabOoTaIOMIMX HA 3TOM KOMIIBIOTEPE.

To ke OTHOCHUTCS U K JOMAIlIHUM KOMIILIOTEpaM, €CIIM Ha HUX
paboTaeT 00j1e€ OAHOIO YEIOBEKA.

IIuparckoe mporpaMMHoe od0ecrneyeHue
HemeranbHble KOMUU MPOrPaMMHOTO 00€CIICUCHHS,
KaK 3TO ObLIO BCETUA, SIBIISTFOTCS OJHOU U3
ocHOBHBIX «30H PUCKAx».UacTo nmuparckue 20

KOITMM HA IUCKAaX COAEPXkKAT (palibl,
3apaKeHHBIE CaMBIMHU Pa3HOOOPA3HBIMU
TUIIAMH BHPYCOB.

o




PeMOHTHBIE CIIYKOBI

JloCTaTouyHO pEIKO, HO IO CUX IMOP BIIOJHE PEATBHO
3apAKECHUE KOMITBIOTEPA BUPYCOM IIPH €TI0 PEMOHTE WA
IpOPHIAKTHIECCKOM OCMOTPE. PEMOHTHHKN — TOXKE
JIFOZIA, U HEKOTOPBIM U3 HUX CBOMCTBEHHO
HAIJIEBATEIbCKOE OTHOIIIEHUE K JIEMEHTAPHBIM
IIpaBWJIaM KOMIBIOTEPHOU OE30IMaCHOCTH.

CbeMHBIC HAKOIIUTEJIN

B HacTosiee Bpems 00JIbIIOE KOJTUYECTBO BUPYCOB
PacIpOCTPaHAETCS Yepe3 ChbEMHBIC HAKOIMUTEIN, BKIFOYAs
r(dpoBkIe (hoTOAIIAPaThl, HUMPPOBEIC BUICOKAMEPHI,
nudposkie mieepbl (MP3-mieepsl), COTOBBIC TEIE(OHBI.



TpostHCKMH KOHB - 3T0
BPEJIOHOCHOE MPOTrPaMMHOE
obOecreueHue, KOTopoe, 0€3 BeoMa
BJIJICIbIa IEPCOHAIBHOTO
KOMIILIOTEPA MOXKET NPEI0CTaBUTh
AOCTYM K €ro JaHHBIM MU I10
ONpPEACICHHOMY aJpeCy BBICIATh
BaIlly IIEPCOHATIBHYIO
nHpopManmo. Kpome 3T0oro, Bl
na)ke ce0e ¥ moayMarh HE MOKETE,
4TO ATa IIpOorpamMma SIBIISICTCS
"TpOossHOM", TAK KaK IIPOTPAMMBI
oJ00HOI0 poja
3aKOHCIHUPHUPOBAHEI 10 HY>KHBIC U
0€30I1aCHbBIC MPUIIOKECHMUS.




Trojan.Winlock (Buniiokep) —

CEMENCTBO BPEIOHOCHBIX MPOrpaMM OJOKHPYIOIIUX WIN
3aTPYAHSIOMINX pa00Ty C ONEPALIMOHHOM CUCTEMOM, U
TPEOYIOIIMNX MEPEUNCICHUE JCHET 3JI0YMBIIIIICHHUKAM 3a
BOCCTAHOBJICHHUE PA00OTOCIIOCOOHOCTH KOMIBIOTEPA.
BriepBbie nosgBuiinch B KoHIE 2007 rona. IlInpokoe
PaCIIPOCTPAHECHHUE BUPYCHI-BBIMOTaTEIIM MOIYYHUIN 3UMOM
2009—2010 roma, mo HEKOTOPHIM JTAHHBIM OKa3aJINCh
3apaKCHbl MAJUIMOHBI KOMIBIOTEPOB, IPEUMYILIECCTBEHHO
CpelIM MOJb30BaTEICH PyCCKOs3bIYHOIO MHTEpHETA.
BTOpo# BCIUIECK aKTUBHOCTU TAKOTO BpeaoHOCHOTO 110
npuinescsd Ha man 2010 roaa.



Windows 3aenokupoBan!

LoJ L L2 s e s e JL7 ) L8 Sl 8 )| owen |

Baw kon: | BXOM1B CHCTEMY |

Ecnu e Te4eHWM 12 4acoe C MOMEHTa NOAENEHWA AGHHOMD COOGWEHKS, He BYAET BEEOEH KO,
BCE AaHHbIe, BkAYas Windows 1 bios 6yayt BESBO3BPATHO SOANEHBI MNoneiTka

NepeycTaHOBWUTE CUCTEMY NPUBEAET K HEpYWeHWAM paboTel koMneTepa. Microsoft Corporation.




KOMIIBIOTEP 3ABJIOKHPOBAH!

Baw xoMnuoTep 3abnoxpoBal 3a NPoOCMOTP, KONHPOBAHHE M
THPAXHPOBAHNE BHACOMATEPHANOR COMePXKALMX SNOMEHTHI NeoduIHA
M HACWUIMA Haf AeTomn. IANna cHATHA GnoxmpoBxn Bam Heobxognmo

onnarmTe wrpadg 8 paaMepe S00 pybnen va Homep bunahu
8-865-347-15-40. B cnyvae onnark cyMMul pasHoR wrpagy nubo
npesebilualouen ee Ha PUCKanbLHOM Yeke TepMnHana byaer Hanevarad
ko pasbnoxvpoBiv. Ero HYywHO BEECTH B NOSie B HUWKHEW YacTH OKHE M
HawxaTe kHonky "Pasbnokmposars”. lNocne cHAThA BnokMposkk Bl
AOIDKHLI YASNNTDL BCE MaTepransl ColepXalme sNneMeHTbl HaCHINA 1
negodunmn. Ecnm 8 Tevenne 12 yacosB wrpad He byaeT onnaved, sce
AauHuie Ha Bawem nepcoHansHoM koMnsloTepe byayr 6638038paTHO
yaaneHs!, a neno byner nepefado 8 cya AnA pasbuparenscrea no
cratbe 242 4 1 YK P&,

[Nepesarpyaxa MK BLUNIONEHHE KOMNLIOTEpa NpuBeeT K
HesaMeaAnuTenbHoMY yaanednio BCEX naHnbix, BrNOMan xog
ONepaUMoHHON cucTemMbl M BIOS, ¢ HEBOIMOXHOCTLIO [lanbHerlero
HOCCTAHO8NeHNA

CTATRSA 242,53, HEFrOTORNGHME W SEOOPOT MATERPHANGE AN NPESMETOS © NOPHICPASNIICEMNM HMIOOH SxnH M
HATOB G LWE M MO AGT X ,

MAFOTORAAHHE, XDPAHEHMA HAN DORPAVEIMIE Y4De2 TOCYAAPCTRANNYS
PACNDOLCTPDAMNEGNMA, NYDAHYMMON 260 M

)¢ t Taepalom » Uoes
CTYDALMM MM DREAMHMPOBRAMKA NWOD PACNEOCTD MM
ASMISHCTRE AMMA

MMe, Ty QAN AN
NSPHOCPAIMYMACE MMM MBS P 2008 # M i
HACOBRLUWMMMONETHHK » HAMECTEs
DEHOTCPAIHYEISKDIrD XAPAKTIEA MHMUDM, ADCTHMIGANM SOCEMHALLATMASTHENS BOIPACTS,
MHAMAIND MOTCA Nesri COONO0OMAM Ma CPpOM OT ARy AD BOCMMH AAT C OTPpAMIHAMIEY CHRODOAM “a D .
FOAA Mo Gea Taxkosoro,

PDEKNAMMUDIEANME NATEEVANDE WK NpeANETOR ©
HACODADUMEMHNOAATHIN ., A PARWD NPHENEYEIMME

MCNMONRNTONEN AR YNHACTHA
2Pl ipas NESPORPMATINL ™

CPON AD OAMONS



Windows 3abnokuposaH

Ans pastnoxmposxy HeoBX0AMMO OTNPABMTE CMC € TEKCTOM
17580620000 Ha Homep 3649

BBOAUTE NONMYYeHHbLIW KoA

BN o

AN paIbnoOXMpoBKH Y Bac eCTh

02:59:41

SNIOMTE D PECOW T e o™ (ol Tty MO T T AR Tet 1 ALTE0E § Awiael eud Ot durw
M SADVIDat AN S50 1l ROt el )




Trojan.Winlock yCi10BHO MOXXHO pa3ieanTh HA 3 TUIIA, B 3aBUCUMOCTH
OT TOr'0, HACKOJIBLKO OHHM 3aTPYIHSIOT PaOOTYy IS MOJIb30BaTCIIA.

1 T — 5T0 OaHHEPHI WX MOPHOUH(POPMEPHI, HOSBIISIOIIAECS TOIBKO
B OKHE Opay3epa. Hanbonee aerko yganaseMbiii Tuil. OOBIYHO OHU
BEIJIAIOT ceOs 3a IOMOJHUTSIbHBIC IIarnHBI HIIH HAJCTPOUKH
1 Opaysepa.

2 TMII — 3TO OAHHEPHI, KOTOPHIE OCTAFOTCS HA pad0YeM CTOJIE MOCTE
3aKpBITHS Opay3epa U MPH 3TOM 3aKPBIBAIOT OOJIBIIYIO €ro 4acTh. Ho y
MOJIB30BaTeNICii OOBIYHO O0CTAETCSI BO3MOKHOCTD OTKPHIBATh JPYTHE
IporpaMMbl, B TOM YHCJI€ AUCIIETYEP 3a7a4 U PEIAKTOP peecTpa.

3 TMII — 3TO HanOoJee TPYAHOYAAIAEMBIA TUIT OAHHEPOB, KOTOPHIE
3aKpBIBAIOT MPAKTHYECKH BECh PA0OUMil CTOM, OJTOKHUPYIOT 3aIlyCK
AUCIIETYEPA 3a/1a4, PEIAKTOpa PEeCTpa, a TAKKe 3arpy3Ky B
Oe3omacHoM pexxknme. HekoTopble pa3HOBHUIHOCTH MOTHOCTHIO
OJIOKUPYIOT KJIaBUATYPY, MIPEI0CTABIISIS MTOJI30BATEIIIO JIHUIIb
1I(pPOBBIC KIIABHIIN U3 CBOCTO «HMHTEpdeiicay, 1 padodyro MBIIIb 151
BBOJIa KOja.



8 tronwinlockx %, 3aupmaorTrof » ] DrWeb® - bec Trojw.W'mlockr X mAvs-Ho:Kna« X

v drweb com
wWwW.Grweo.Com

M Counanvhvie cen € Mnasvas crpanmya [ Angexe @ @MAILRU: nowra, n. mr.Freeman - Oduy... Photoshop ypokn u ..

becnnarkag pazbnoknposka Windows
Hrcrpykumn no pasbnoxuposxe Windows
Npuwnure ko pazbnokuposks

WMX0

Tbl MOXEUb NOMOYL

[paBsoBo# Yronok

fopayan nexra yrpos

becnnaruag nevauian yrwmra Dr.Web Curelt!
[ia%2 2CM OXTENY YEAN0Cs Pa3iRoKpoBaTy, Heobxommo
YARMTS V3 HEE CRefb NPefBaHtA TRORHLA. 3T0 MaXH)

Ecnu Baw koMnbioTep WHOHLMPOBaH caenats ¢ nomameeo Or. Web Curelt! B nporuanon cayuae
COXDEHATCR BEPOATHOCTL Snokipoet paboTe: oTgensssi

Mparpan,
Cxazouxa

Henont becnnaruo |
ot Trojan. Winlock

Tekcr:

-0 Bl He 3H3eTe TOUHOS WMA TPOANRC

™

KOW NPOrpammbl, nonpobyitre Haith ne

19BU

T 06T HANWCEHo Ha3Bakie

Bam T0UHC HEBECTHO WMS TPORHCKON
NPOrpamMMbl, K0TORo Waimposas Baw MMs
DI Q/IYNHTD K04 DASOAOKMDOBKK, BHODEE ,“_,'.‘1.,.__ 9._

= = h_




' 8 trojan winlock |

M Couvanshbie cern ) MnasHas cpaHmua m Angexc @ @MAILRU: nou, ...
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" Yaanenne Gant

© supportkaspersky.ru/viruses/d

CIYKBA
TEXHUYECKOW NOJAEPXKH

Na6oparopuu Kacnepckoro

3awuTa Ana 4OMaIHIX NONb30BaTenei
1 - 5 komnsioTepoe

3auta gna manoro odica
5 - 10 kounsloTEpOE

3awTa AnA KOPROPaTHBHBIX NOb30BaTENeil
5 - 1000+ pabosmx craHumit

Bopbba ¢ Bpe1oHOCHBIMK NPOrpaMMaMi
Kak eeinesnts KOMNBIOTEP..
Kaspersky Virus Removal Tool 2011

YnaneHie fanHepa ¢ paboyero cTona, pasbnokuposka
Windows

YTUNUTLI ANA YAGNEHUS BUPYCOB
KomnbtoTepHas besonacHocTs
Cnocofibl yaanexus Bupycos
Rogue security software
Kaspersky Rescue Disk 10

Bcnomoratenbhbie CEPBHCHI
[lononKKTENEHER OHAZHH NOMOLLL

06yuenne B labopaTopmi Kacnepckoro
MpoitauTe obyseHue i nony<HTE C2pTHOMKAT CRELMANHCTE B
06n3CTH BHTHBMPYCHON 23LNTH

0 nogaepxke npoaykros Jlabopatopim
Kacnepckoro
[JononkuTenskas HPOPMALIMA O NOAAEPXKE NPOAYKTOE

’ 7, Dr.Web® - bec

C

- [peanaraem Bam NOANMCATLCA HA
| pacchinky HOBOCTEN 0 NYBNMKALMK
HOBbIX CTaTEl B Ba3e 3HaHWI.

BibpaTh paccuinky

Trojan.Winlock Komnstorephelc * (& Bupyc Tposs, 4 IS Avs-Info: Knace #i Knaccnduraup 8 trojan winlock -

mr.Freeman - Odu,.. Photoshop ypoku 1 ..

Boibepue soK: [ 2

Hauano / bopsha ¢ BpeaoHoCHEIMK Nporpamtany / YaaneHue Haxepa ¢ pabodero cTona, pasinokuposka Windows

Mouck:

:)\ Kak uckarb?

Hai

Homep crarbit:

CA! 5

‘j‘ __ Ynanenve 6aHxepa ¢ pabodero crona, pasbnokuposka Windows

Howmep Tenedona unu cyera

[o]:3:[x]

I MonesHsle CChinku

KaK ucnonb3oeats
Deblocker

JocrynHo B

App Store

)

BecnnarHo

[ Mony4MTL KoA pasbnokupoBK ]

3a0atk BONPOC HA Bopyme

Deblocker Ha BaWwem care

00paTUTLCA 33 NOMOLLBK B
BupycHyr nabopatopuio

HoBbil Aebrokep

Ouexu n

Ckavat Kaspersky Internet
Security 2012 (GecnnarHas
30-0HeBHaA BepcuA)

MODIIVI:

(q))

Becnnatwbiit cepauc Deblocker nomoxeT yopars Oanep ¢ paboyero crona, pasonokuposars Windows 023 nepesoaa AEHEr Ha CYET, BEPHYTh 3aWH(POBAHHbIE BUPYCOM
thains.

YroGbl yaanuTe GaHHep, BBEANTE HOMeP TenedoHa (Hanpumep, 89854120769, 3116) unu cueta (Hanpumep, 9636256259). [0Ap0GHAA MHCTRYKUMA.
Mocne yoanexna GaHHepa NpoBepbTe KOMMbIOTED H3 HANUYMEe BUPYCOB C NOMOWLI0 GecnnatHoi yrunuTsl Kaspersky Virus Removal Tool.

[InA NpenoTBPaLLEHNA 3apaKEHUA BALLET0 KOMNbITEPa peKOMEHTyeM ycTaHoBuTL Kaspersky Internet Security 2012. Ckayare fecnnatyio 30-0HEBHYI) BEPCHEK).

NaGoparopua Kacnepckoro NpenynpexaasT; 8 AaHHOM pasnene nyBnuKkyeTca uHhopMaLKA TPETLIX ML, (Kombl pa3BnoKkiupoBKY, CKPUHLOTE! M NPOYEE), KOTOPAA MOXET

~ANGNWATL LAUNNMATIAOUVIA NAVAVY ACYANARIMTANLULIA N4 MULIA DLINAWAUIME ANATIADANAIIAINIAG ARINAATOAUULINM HUTANAMAM ANIMUIIANAM MAAUUACTIA I Mnnane B

m




KAK 3AHNUTUTLHCA OT BUPYCOB

1. ycranoBute Ha cBoM [IK COBpeMEHHYI0 aHTUBUPYCHYIO IPOTrPAMMY.
2. mepea NpoCMOTPOM MH(POPMAIIMKM TPUHECEHHOM Ha (IdII-KapTe
(IMCKETE) C APYTroro KOMIbKOTEPa MPOBEPHTE HOCUTEIb AHTUBUPYCOM;
3. mocje pa3apXUBUPOBAHUS ApXUBHBIX (PailJIOB Cpa3y MPOBEPHTE UX HA
BUPYCHI (HE BCE aHTUBUPYCHBIC MPOTPAMMBbI MOTYT UCKATh
BPEIOHOCHBIN KOJI B apXHWBAX WJIM MOTYT J€JIaTh 3TO HE KOPPEKTHO);
4. TepUOANYECKH MPOBEPSIHUTE KOMIBIOTEP HA BUPYCHI (€CIIM AKTHBHO
oJb3yeTech MHTEpHETOM — 3allyCKalTe pa3 B HEACIIO, a TO U Yallle);
5. Kak MOXXHO 4Yallle JieJIalTe pe3epBHbIC KOITUU BaXKHOW MH(OpMaILIU
(backup);

6. HCIOJB3YyHTE COBMECTHO C aHTUBUPYCHOM MPOrpamMMoit (hariepBoil
(firewall) ecinu koMnbrOTEp MOAKIIOUEH K MIHTEpHET;

7. HacTpoiTe Opay3ep (rmporpamma npocmorpa MatepHeT crpanui — IE,

Opera 1 T.4.) A1 3alpeTa 3aMyCcKa akTUBHOTO
coaepkuMoro html-crtpanmuir.




PbIHOK AHTUBUPYCHDbIX
MPOIPAMM OYEHKR

Microsoft”
Security Essentials
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