Mbl )XUBEM B BEKE KOMMbLIOTEPHbLIX TEXHOMOMUM.
KomMmnboTEPLI CTann HEOTHLEMITIEMON YacCTblo
HaLLEeW XXN3HMN.



M camagqa onacHaga yrposa gnga Halux
KOMMNbOTEPOB ABMAKOTCA —
KOMMbKOTEPHbIE BUPYCHiI.
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Onpenenexue:

KomMnbloTepPHbIE Do aross

BUPYCbl — iy P iy Sonttanati i
BWU BPEOOHOCHOIO v, w4C00h lisatnos sasepuenme
NPOrpamMmMHOro o

obecneyeHus, S cant s L PR I
crnocobHoro co3aaearb Ea—-
Konnumn camoro ceods n 36k
BHEOPATLCA B KOA L SO

OPYrux nporpamm,

CUCTEMHbIe obnacTu x, 25240 ;Mepecnpenenenue int 24)
NamsTy, 3arpy30yHble it 21h

CEKTOpbI, a Takke all  FinVictinFiles  7HOGRPOUPMEI NOKCRE i SADENGNIO
PacrnpoCcTPaHsATb CBOU S

KOMnun no
pa3HOObpa3HbIM

KaHanam cBs3W.
Kak npaBuno, Lenbto BUpyca SABAsSeTcs HapyLueHne paboTbl

sul bp,offaat. FindlP

; Boccranopnoume int 24h

nporpaMmmHo-annapaTHbIX KOMMJIEKCOB.



McTopus:.

OcHOBbI TEOPUU
CaMOBOCMNPOU3BOASILLNXCS
MEXaHNU3MOB 3asI0XWUI
aMepuKaHeL, BEHIrepCcKoro
npoucxoxaeHua [>XoH dooH
HenmaH, kotopbivt B 1951
roay npeanoXxun mMertoa
CO34aHNA TaKnX
mexaHnamos. C 1961

roga n3BecTHbl paboyne
NpMMepbl TaKUX Nporpamm.
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[lepBbLIMY U3BECTHLIMU BUPYycaMun ABNATCA Virus
1,2,3 un Elk Cloner gns 'K Apple |l, nossusLinecs
B 1981 ropny.




Knaccudpukauus:.

HblHe cyllecTByeT Hemano ,
pPa3HOBMOHOCTEW BMPYCOB, o 44
pasnnyarLLmMXca no OCHOBHOMY Crocoby ~ //
pacnpocTpaHeHns 1 dYHKLMOHAMNbHOCTY.

Ecnn nsHavyansHO BUpPYChI
pacnpoCTPaHANUCb Ha
OVUCKETax N Opyrmx
HOCUTEeNsX, TO cenyac
OOMUHUPYIOT BUPYChI,
pacnpocTpaHaoLmnecs
yepes NIHTepHeT. PacteT u
JOYHKUMOHAaNbHOCTb 0
BUPYCOB, KOTOPYIO OHU

nepeHnmMatoT oT Apyrux

BWUOOB Nporpamm. F




B HacToslLLee BpeMs He CcyullecTByeT €4UHOW CUCTEMDI
Krnaccndukaumm n1 MUMeHOBaHNA BUPYCOB (XOTSA MorbITKa co3aaTthb
ctaHgapT Obina npeanpuHaTa Ha BcTpeye CARO B 1991 roay).
[TpUHATO pa3gensaTb BUPYCHI:

10 Nopa)kaembiM 0bbeKkTam (bannoBble , 3arpy304HbIE BUPYCHI,
CLeHapHbIe BUPYCbl, MaKpOBUPYCbI , BUPYChbI, MOopaxatroLine
NCXOOHbIN KoA);

*dhbannosblie BUPYCbl OENAT N0 MEXaHU3MY 3apaKeHus:
napasutupyrowme nobdasnaoT cebst B CNONHAEMbIN dann,
nepesanuncbiBaroLLne HEBOCCTAHOBNUMO MOPTAT 3apaKEHHbIN hann,
«CMYTHUKU» NOYT OTAENbHbIM 0anunom.

M0 NopakaemMbiM onepaunoHHbIM cucTeMam U nnardpopmam
(DOS,Microsoft Windows , Unix, Linux);

[0 TEXHOSTOMMAM, NCMNOMNb3yeMbIM BUPYCOM (MOSTIMAOPHLIE BUP
CTEenC-BUPYChI , PYTKUTLI);

*[0 A3bIKY, HA KOTOPOM HanucaH BUpyc (accembnep,
BbICOKOYPOBHEBLIN A3bIK NPOrpaMMmnpoBaHuns, CLLEHaPHbIN A3k
ap.);

N0 AOMNOSTHUTENBLHOW BPpEAOHOCHOMN OYHKLMOHAIbHOCTU (63Ka0pHbl,
Kenunorrepsbl , LWUMNNOHbI, OOTHETHLI U Ap.).




Ton 10 cambix onacHbIX

& Important Message From Bob Smith =] B3
KOMMBIOTEPHbLIX BUPY Filiint:
B &S| = X oo » v | @ 25

(TEE )R, Whipple

Sunday, March 28, 1333 5:00 PM
1104 J.R. Whioole

_STORM WORM M importont Message From Bob Smith
. OOMPA-LOOMPA
. SASSER

. MYDOOM

r-—-———————=

1
2
3
4
5. SQL SLAMMER
6
7
8
9
1

KB)

. NIMDA —
. CODE RED N CODE RED Il e

” File Edit View Insert Format Tools Actions Help

L £k von ot Foms Tk Ao
. KLEZ ot | Gosvon | srors | & o | ¥ |23 X [ & -9 - 1 )
.l LOVEYOU

From: [ name removed to protect sender | Sent: Thu 5/4/00 8:39 AM
To: [ Victim ]

0. MELISSA S oy

kindly check the attached LOVELETTER coming from me.

LOVE-LET...
(10KB)




Pa3 Bupychl Takme onacHble, Tak YTO MOXET UX OCTAHOBUTbL?
[MpoTNB BUPYCOB €CTb Creuuanm3anpoBaHHbIe NMPorpaMmmbl , U
OHM Ha3bIBAKOTCSH — aHTUBMUPYCHI.




AHTNBUpPYC — creymanmsnpoBaHHas nporpamMmma ansi o0OHapyKeHUs
KOMMNbLIOTEPHbLIX BUPYCOB, a TaKxe
HexernartesibHbIX

(cunTarLwmxca

BpPeOOHOCHbLIMUW) Nporpamm
BOOOLLE U BOCCTaHOBMNEHUS
3apakEHHbIX
(MOOMMPULUMPOBAHHLIX) TaKUMU
nporpammamMmu dannos, a

Takke ons NnpounakTukm —
npenoTBpaLleHNa 3apaXKeHns
(Mogudpukaunmn) pannos

nnn onepaunoHHON

CUCTEMbl BPe4OHOCHbIM KOLOM.




NcTopua:

[lepBble aHTUBUPYCHbIE YTUNUTBLI NOSIBUITUCH
aumon 1984. AHaun XonkuHc (Andy Hopkins)
Hanucan nporpammbl CHK4BOMB u
BOMBSQAD. CHK4BOMB nosBonsna
NpoaHann3npoBaTb TEKCT 3arpy304HOro
MOAYNA 1 BbiABMANa BCE TEKCTOBbIE
COOOLLEHNA U «NOAO3PUTESTbHbIE» YYACTKM
Koda (komaHAbl MPAMON 3anmcun Ha OUCK K
ap.). bnarogapa cBoen npoctoTe
(pakTH4ecKkn NCrnosb30Basics TONbKO
KOHTEKCTHbIN MOUCK) N 9 (PEKTUBHOCTH
CHK4BOMB nosny4una sHa4ynTenbHyro
nonynsapHocTb. [1porpamma
BOMBSQAD.COM nepexBaTtbiBaeT
onepauuu 3annucm n opmMmaTnpoBaHumA,
BblinosiHaemble Yyepes BIOS. Npu BbisBrIEHN
3anpeLleHHon ornepaunm MOXHO paspeLlmnTb
€€ BbIMNOIHEHME.

AHON XOMKUHC



[MepBbIV pe3naeHTHbIN aHTUBUPYC.

B Hauane 1985 'm BoHr (Gee Wong) Hanncan nporpammy DPROTECT —
pPe3nOEeHTHYIO NporpamMmy, nepexsaTbiBatoLLyO NMOMbITKU 3anucu Ha
avckeTobl n BuHYecTep. OHa bnoknpoBara Bce onepauumn (3anuch,
dopmaTupoBaHue), BoinosnHaemble Yepes BIOS. B cnyyae BbisiBreHnd
Takomn ornepaummn nporpamma TpeboBana pecrtapta CUCTEMBbI.

' BOHr



Knaccudpmnkaumsa aHTUBUPYCHbIX NPOAYKTOB.

Mo NCrosib3yeMbliM TEXHOJTOMMAM aHTMBMpyCHOIZ 3allnNThbI:

Knaccunyeckne aHTMBUPYCHbIE NPOAYKThI (MPOAYKTbI, MPUMEHSIIOLLINE
TONMbKO CUTHATYpPHbIN METOA AETEKTUPOBAHNSA, NPOAYKTbI, MPUMEHSIIOLLNE
TONbKO MNPOAKTUBHbIE TEXHONOIMN aHTUBUPYCHOW 3aLUUThI);

KomMbuHupoBaHHbIe NPOAYKTbI (MPOAYKTbI, MPUMEHSALLNE

KaK CUrHatypHble MeTofbl 3aLuThl, Tak N NPOAKTUBHbIE)

[1o oyHKUMOHaNy NpoayKTOB:

AHTMBMPYCHbIE NPOAYKTbI (MPOAYKThI, 0becrneymBatoLme TONbKO
aHTUBUPYCHYIO 3aLLUTY)

KomMOunHmMpoBaHHbIe NpoayKThl (NPOAYKTLI, 0becrnevmnBatome He TOMbKO
3alUUTy OT BPEAOHOCHbIX Nporpamm, HO 1 buneTpaumio cnama,
LUndpoBaHME N PE3EPBHOE KOMMPOBaHNE AaHHbIX U Apyrne yHKLMN)



Mo uenesbIM Nnatgopmam:
AHTMBMpYCcHble npoaykTbl ansg OC cemencrtea Windows

AHTMBMpYcHble npoaykTbl anst OC cemencrea *NIX (k gaHHOMY ceMencTBy
oTHocaTcs OC BSD, Linux n ap.)

AHTUBUpPYCHble npoaykTbl anig OC cemenctea MacOS

AHTUBUPYCHbIE NpPoAyKTbl A MobuneHbix nnatdopm (Windows Mobile, Symbian,
iI0S, BlackBerry, Android, Windows Phone 7 n gp.)

AHTMBUPYCHbIE NPOAYKTbI AN KOPNopaTUBHbIX NONb30BaTENE MOXHO Takxke
KnaccuduumpoBaTb Mo 0O0bEKTaM 3aLLUMUThI:

AHTMBUPYCHbIE NPOAYKTHI ANS 3aWMTbl pabo4mx CTaHLNIA

AHTMBUPYCHbIE NPOAYKTbI ANS 3aWnTbl hainoBbiX U TEPMUHANbHbLIX CEPBEPOB
AHTMBUPYCHbIE NPOAYKTbI ANS 3aLMTbl NOYTOBbIX U MIHTEPHET-LLIMIO30B
AHTMBUPYCHbIE NPOAYKTLI ANS 3aLMTbl CEPBEPOB BUPTyanu3auum

n T.0.
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NToru:

Ha gaHHbI MOMEHT
CyLLEeCTBYET MHOXECTBO
KOMMNbIOTEPHLIX BUPYCOB, U
He KaXObl aHTUBUPYC
MOXXET rapaHTMpoBaTb A
MOSHYO 3aLlMTYy BaLUEro i

KOMMbloTEpPA.

Hy>XHO NOCTOAHHO NPOBOAUTL
NPOBEPKY BaLLEUN CUCTEMbI U
He KayaTb C HEMPOBEPEHHLIX
CauTOB. YXaXuBaunTe 3a
BaLLMMKM KOMMNbOTEPAMU, BEOb
OHU TOXEe XOTAT ObITb
300POBbIMU ©




