PaboTy BbinosHMAA
yyeHMLa 11 Kacca
[nbenbrayc TaHs.

[ 5k|ass.net]




Bupyc

[loa KkomnbromepHbIM
BUPYCOM NMPUHATO
MOHMMATb NPOrpPaMMmbl
MW 3/IEMEHTDI
nporpamm,
HeCAHKLLMOHMPOBAHHO
MPOHMKLUVE B
KOMMbIOTEP C LLeNbIO
HaHeCeHUs Bpeaa,
OT/INYNTENIbHOWN
0COBEHHOCTbIO KOTOPbIX
ABN1ISIE€TCH CMOCOOHOCTL
CaMOTUPAXMPOBAHMSI.




Bce supycbl moxcHo 06veduHums 8 caedyroujue
OCHOBHbIe 2pyNnnbi:

) —
uH@uyupyrom 3a2py304Hble CeKmMopbl HcecmKux ouckos u
duckem, nomeuw,as 8 Hem KOMAHObI 3aNycKa Ha UCNoHeHue
camozo supyca, komopblU Haxodumcs 20e-mo 8 dpy20Mm
mecme Komnblomepa.

o — 3apaikarom ucnosiHsiemsobie

¢alinel (c pacwupeHuem .com, .exe, .Sys), nymem
donucbisaHus ceoell o0CHoBHOU Yacmu («mena») 8 KOHey
3apaxcaemoll npo2pammel, «20108bl» - 8 €20 Ha4yano. Bupyc,
Haxodsawulicsa 8 namsamu, 3apaxcaem sce Aobol 3anyweHHbIU
nocsie 3moz2o ucnonHsembil gain.

@ CNocobHbI

nopaxams Kak Kod 3a2py304HbIX CEKMopos, mak u Ko
¢atinos.




® Makpo-supychsl.

3apaXkaeT Gpan/ibl ZOKYMEHTOB, HAaNpumep
TEKCTOBble AOKYMeHTbI. [Tocne 3arpysku
3apaXKEHHOIrO AOKYMEHTA NOCTOSAHHO
HaxoAMTCS B ONEPATUBHOM NAMATU 40
3aKpbITUA AOKYMEHTA.

® «Yepsb»r.

3TO NPOrpamMMa, KOTopas TUPAXKMPYETCS Ha
XXECTKOM AMNCKe, B NaMSATU KOMMbIOTEPA U
PacnpoCTpaHAEeTCs No CeTu.

® OcobeHHOCTbIO YepBeEN, OT/INYAIOLLMX UX OT
APYruX BUPYCOB, IBNAETCS TO, YTO OHU He
HecyT B cebe HM Kakou Bpes0HOCHOM
HarpysKkuy, KpOMe CaMOPA3MHOXEHUS, LLe/IbIO
KOTOPOro fIBASIETCSA 3aMYCOPMBaHME NaMATH,
U KaK cneacTBue, 3aToOpMaXxunBaHme paboTol
onepaumMoHHOW CUCTEMBI.




K AaHHOW KaTeropmmn OTHOCATES BPR=Pa IpPRCP OGN PaHsoLWLMe CBOM KOMUKM MO
JIOKaNbHbIM U/uanv rnobanb

I. NpoHUKHOBeHuUs Ha yodasieHHble KoMNbloMepbl;
2. 3anycka csoell Konuu Ha yoaneHHOM Komnblomepe;

3. danbHellwez0 pacnpocmpaHeHus Ha dpyaue KOMNbomMepbi 8 cemu.

Ana cBoero pacnpocTpaHeHus ceTeBble YEPBU MCNOAb3YHOT Pa3HOObpasHble
KOMMbIOTEPHbIE U MOBU/IbHBIE CETU: SNEKTPOHHYHO NOYTY, CMCTEMbl OOMEHa
MIHOBEHHbIMU coobuieHnammn, pannoobmeHHble (P2P) n IRC-cetn, LAN, ceTn obmeHa
AaHHBIMU MeXAY MOBUABHBIMM YCTPOUCTBaMU (TenePpoHaMm, KapMaHHbIMU
KOMMbIOTEPAMU) UT. 4.

BonbWNHCTBO N3BECTHBIX YepBEN PACNPOCTPAHAETCA B
BUAe GannoBs: BAOXKEHNE B 3/IEKTPOHHOE NMUCbMO, CCbIJIKA
Ha 3apaXxeHHbIU pan Ha kKakoM-nnbo Beb- nam FTP-
pecypce B ICQ- n IRC-coobuweHunax, dpann B kaTanore
obmeHa P2P u T. 4.

HekoTopble yepBu (Tak Ha3biBaeMble «bechanioBbie» nau
«MaKeTHble» YepBW) PACMPOCTPAHAIOTCA B BUAE CETEBbIX
MaKeToB, MPOHMKAIOT HENOCPeACTBEHHO B NaMATb
KOMMblOTEPA U aKTUBU3UPYIOT CBOU KOA,.




B dononHeHue k amoli knaccugukayuu ommemum ewje HeCKONAbKO
omau4YumenbHbix ocobeHHocmell, xapakmepu3youwux Hekomopsble gaiinoso

3ae2py304YHbie sBUpPYyChl.
Moanmopdusm.

BONbWNHCTBO BUPYCOB, CO34aHHbIX B MPEXHUE roAbl, MPY CAMOPa3MHOXEHUN HUKAK He
N3MEHSAIOTCA, TaK YTO «MOTOMKU» ABNAKOTCA abCONOTHO TOYHOM KOMMEMN
«MPAPOAUTENS», YTO U MNO3BOJISIET JIErKO MX 0OHAPYXMBATb NO XapaKTEPHOWN A5
KaXkJ,0ro nocses0BaTe/ibHOCTM 6anToB

«Crenc» - TexHonorusa.

ITOT TEPMUH NOSIBMJICA NO aHA/I0OMMM C HA3BAHUEM TEXHONOTMKM Pa3paboTku

.. amMepuKaHckoro 6omMbapAnpoBLLYMKa, HEBUAMMOrO Ha SKpaHe pagapa. CTenc-smpyc,
& HaXOAACb B MaMATU KOMMbIOTEPA, NMePexBaTbIBAET NOYTU BCE BEKTOPbI NpepbiBaHMi . B

|| qmnﬂm_“[ﬂuﬂmu pe3ynbTaTe NpUY NOMbITKE KOHTPOAS A/MHbI 3apaxeHHoro danna A4OC BblgaeT cTapyto,
(OHING 1H RHAM)

«NPaBUJIbHYIO» AJIMHY BMECTO MCTUHHOM, @ MPU MPOCMOTPE KOAbl BUPYCa
MCK/IIOYAOTCSH UM U3 PaCCMOTPEHMS.

«Jlornueckue 6ombbi».

Kaa nporpaMmma A06aBaseTcs K Kakon-11b0 nose3HoM NporpamMmme 1 «4pemMseT» B HeU
A0 onpejenieHHOro Yaca. Korga e nokasaHusi CUCTEMHOMO CHETUYMKA BPEMEHM

A, AHHOI 0 KOMMbKOTEPA CTaHYT PAaBHbIMU YCTAHOBAEHHOMY NPOrPaMMMUCTOM 3HAYEHWUIO
4aCoB, MUHYT U CeKYHZ, (M1 NPEBbLICAT MX), NPOMU3BOAMNTCSA Kakoe-1Mbo paspyLuatoLee
AencTBue, Hanpumep, GopmMaTMpOBaHME BUHYECTEPA. DTO OAMH U3
pacnpoCTPaHEeHHbIX BAPMAHTOB MeCTU OBMXKEHHbIX MPOrPaMMMUCTOB CBOEMY
PYKOBOZCTBY.

NMporpamMmmbi-BaHAA/bl.

Cambiii IPOCTOM CNOCOB HANAKOCTUTb BCEM U BCA. MTULLETCA NporpamMma-paspyLumnTess
(Hanpumep, Bce TOT Xe GOPMATUPOBLUMK BUHYECTEPA), €M AAeTCS Ha3BaHWe, Takoe
Xe, KaK Y ApYrown, None3Hon NporpaMMbl, M OHa Pa3MeLLaeTCsl B KayecTBe
«OBHOBNEHHOI Bepcumy». Huyero He nogo3peBatoLL i Nosib3oBaTes b 06paj0BaHO
«CKQUMBAET» ee Ha CBOM KOMMbIOTEP W 3aMyCKAeT, a B pe3y/ibTaTe - IMLLAETCS BCEU
MHPOPMaALLMM Ha XXECTKOM AUCKE.




® «Jlornyeckme 6ombbi» - CKPUNTbI U annaeThbl.

N xoTa 0CHOBHble GYHKLMM AOCTYNA K COAEP>XKMMOMY BaLlero Ancka
34,eCb OTK/IIOYEHbI, HEKOTOPble Me/IKMe HENPUSATHOCTU 3TO MOXeT
AocTaBuTb. KcTaTn, B nocnegHee Bpemsi CO34aTes I HEKOTOPbIX
CanTOoB (Kak NpaBW/IO, U3 pa3psifia «TO/IbKO A5 B3POC/IbIX»)
0CBOMIN NOOONBITHBLIM BapUaHT CKpMNTOB (Ha 6a3e JavaScript),
CNOCO6HbIX MpY OTKPbITUK Takon Web-cTpaHunLbl He TONbKO
«nponmcaTb» ajpec 4aHHOro camTa B KaYecTBe «A0MaLLHEero»
(eCcTecTBEHHO, He CNpaLlInBas y NOCETUTENS pa3peLLeHms), HO U
BHECTW €ro HENOCPEACTBEHHO B CUCTeMHbIV peecTp Windows B
KauyecTBe «6a30BOroy.

® «TposHCKUE KOHUY.

3TO MOAYAU, NPUCOEAUHAEMbIE K KAKUM-TMO0 HOPMaIbHbIM
MporpaMmMam, pacnpoCcTpaHSeMbIM MO CETU, NN «3abpacbiBaeMblex
B Balll KOMMbIOTEP HECAHKLMOHMPOBAHHBLIM CNOCO6OM.

Llenb «TpOSIHCKOr 0 KOHS» - BOPOBaTb LieHHY0 nHpopmaumto (napoam
A,0CTYyNa, HOMepa KPeAMUTHBIX KapTOYeK U T. M.) U NepeaBaTb ee
TOMY, KTO 3TOr0 «KOH$» 3amyCTUJI.

® [louyTOBble BUPYChHI.

Yalue Bcero 3apaxeHue HaYMHAETCS C NOyYeHUst HEM3BECTHO OT KOro
MMCbMA, COAEPXKALLENO MCMOJIHAEMYHO MPOrPaMMY-«3aPOAbILL» .
Korga Huyero He noA03peBatoL M1 NOb30BaTe b 3aMyCTUT TaKyHo
MpOrpamMMmy Ha UCNOJIHEHWE, COAEePKALLUNCS B HEN BUPYC
«MPONUCBIBAETCS» B CUCTEME U, 0DpaLLanCh K COAEePXMMOMY
aAPECHOW KHUIMM, HAUMHAET TaMKOM OT BaC PacCblNaTb BCEM
aboHeHTaM CBOM KOMUU-3apOAbILLN B KQUECTBE BJIOXKEHUMN.




Bupycbl deasmcs makice HA
pe3udeHmHble U Hepe3udeHMmHble

— rnepBble NPU MNOJYYEHUM YNPABJ/IEHUSA
3arpy>katoTcs B NaMATb U MOTYT
AENCTBOBATb, B OTAIM4YME OT
Hepe3nAEHTHbIX, He TO/IbKO BO Bpems
paboTbl 3apakeHHOro gaunna.



AOFIOIIHI/ITEIIbeIe TUlbl BUPYCOB
@

3oMbu (Zombie) - 3To nporpamma-Bupyec,
KOTOpasi Noc/ie NPOHMKHOBEHUSA B
KOMMNbOTEP, MOAKJIIOYEHHbIN K CETH
NHTepHeT ynpaBaseTca U3BHE U
MCMNO/Ib3YETCS 3/10YMbIWAEHHUKAMW AN
OopraHmM3aLnu aTak Ha gpyrue
KOMMbOTEPbI. 3apaXKeHHbIe TaKUM
obpa3om KomnblOTEPDLI-30MOU MOTYT
0b6beAMHATLCA B CETU, Yepes KOTopble
PACCbIIAETCS OFPOMHOE KO/IMYECTBO
HeXenaTeNbHbIX COObLeHNN INeKTPOHHOM
MNOYTbl, @ TAKXKe PACMPOCTPAHAIOTCS
BUPYCbI N ApYyrme BPeAOHOCHbIE
NpOrpamMmbl.




LLinnoHckas nporpamma (Spyware) - 310 MPOrpaMMHbIN MPOAYKT,
YCTQHOBJ/IEHHbIN MW NPOHUKLLIMIA HA KOMNbloTep 6e3 cornacms ero
BNAZeNbLa, CLe/blo MONyYeHWUs MPaKTUYeCKn NOJHOMO A0CTYNa K
KOMMbloTepy, cbopa 1 0TCAEXMBAHUSA IMYHOWN AN KOHPUAEHLNANBHOMN
MHPOpMaL K.

OTH MPOrpamMmbl, Kak npaBna0, MPOHNKAKOT Ha KOMMNbKOTEP NMPpX NOMOLWN
ceTeBbIX HepPBEN, TPOAHCKUX MPOrpamMm nanm nog sn40M peksiamMbl

OAHOW N3 Pa3HOBUAHOCTEN LLUMUOHCKMX NPOrPaMM IBASKOTCSA :

- 3TO NOYTOBAA PacCCbl/iKa MMEKOL ad cBoeun

LleNblo NosyvyeHne KoHGUAeHUaabHoW puHaHcoBon MHPopMaLmm. Takoe
MMCbMO, KaK MPaBUI0, COAEPXUT CCbIJIKY Ha CaUT, ABAAIOLLENCA TOYHOU
Konmeu nHTepHeT-6aHKa nam gpyroro UHaHCOBOrO yYpexaeHus.

—3TO 3aMaCKMpOBaHHaa popmMa PULINHT],
3aKH0YAOLLAACSA B TOM, YTO NPU NOMbITKE 3aUTU Ha OPULLMANBbHBIN
CanUT MHTepHeT baHKa NAM KOMMEPYECKOM OpPraHn3aLLmm,
No/Ib30BaTe/Ib aBTOMAaTMUUYECKM NePeHanpPaBASEeTCsA Ha JIOXKHbIN
CanT, KOTOPbIN OYEHb TPYAHO OTIMYMUTL OT OPULMABHOIO CanTa.

OCHOBHOM L,e/1bt0 3/10YMbIWAEHHUKOB, NCNOAb3YytoWw X apMuHr,
ABNAETCA 3aBAaLeHNE IMYHOU GUHAHCOBOWN MHPOPMaALLMEN
nosnb3oBatens. OTAnUME 3aK/IOYAETCA TO/IbKO B TOM, YTO BMECTO
3/1eKTPOHHOWN MOYTbl MOLLEHHUKMN UCNOAb3YIOT bonee
M30L,PEHHbIE METOAbl HAaNpPaB/EHWNS NO/Ib30BATE/IA HA
danbLKMBbLIN CAnT.



Xakepckue ymuaumsl U npoyue
8pedoHOCHbIe NPo2PAMMbI

K'AaHHOW KaTeropmm OTHOCATCA:

® YTUAUTbI aBTOMaTMU3aL MM CO34aHUA BUPYCOB,
yepBen N TPOSTHCKUX NPOrpaMm (KOHCTPYKTOPbI);

® nporpaMmmHble 6ubanoTtekn, pazpaboTaHHble Ans
co3gaHuna BpegoHocHoro lN0O;

® XaKepckue yTUAWUTbI CKPbITUS KOAA 3aPaxeHHbIX
$ana0B OT aHTUBUPYCHOM NPOBEPKMN
(wndposanblnkn Ganios);

® «3/ble WYTKM», 3aTpyAHatowme paboTy ¢
KOMMbIOTEPOM;

® nporpammel, coobuatoLime NoAbL30BATENHO
3aBE/10MO JIOXHY0 MHPOPMAL MO O CBOUX
AEVNCTBUSAX B CUCTEME;

® npouve NporpamMmsbl, TeM UJIN MHBIM CMOCOHOM
HaMepPeHHO HAHOCsIL e NPSMON NN KOCBEHHbIN
ywepb AaHHOMY UK YA4aEHHBIM KOMMbIOTEPAM.




KaHanbl pacnpocmpaHeHus

[ g uckemsl

CaMblii pacnpoCcTpaHEHHbIM KaHa 3apaxeHus B 1980-90 rogbl. Ceryac npakTUYeckn oTCyTCTBYeT 13-3a nosBaeHUs bonee
PacnpoCTPaHEHHbIX N 3PPEKTUBHbBIX KAHANOB U OTCYTCTBUA GAONMU-ANCKOBOZOB.

'® Qrew-Hakonumenu (prewku)

B HacToswee Bpema USB-drelwkm 3aMeHSAIOT ANUCKeTbI M NOBTOPSIOT UX CyAbby — 60onbLLOe KONIMYeCTBO BUPYCOB
pacnpocTpaHAeTCcs Yepes CbEMHble HaKOMUTeNN, BKoYas Ludposble ¢oToannapaTsl, Lndposbie BUAeoKamepsl,
undposbie naeepbl (MP3-nneepsbl), coToBble TeslepOHbI. Vicnonb3oBaHWe 3TOro kaHasia nperMyLLecTBeHHO 0byC10BeHO
BO3MOXHOCTbIO CO3/,@aHMsA Ha HakonuTese cneymansHoro ¢anna autorun.inf, B KOTOPOM MOXHO yKa3aTb NPOrpammy,
3anyckaemyto MNposogHnkom Windows npu oTKpbITUM Takoro HakonuTens. Gaewwkn — 0OCHOBHOM MCTOYHUK 3apaXKeHUs
A9 KOMMbIOTEPOB, HEe NOAK/IIOUEHHBIX K ceTu VIHTepHeT.

® JaexkmpoHHas noyma

CeMyac OANH N3 OCHOBHbIX KaHaN0B pacnpocTpaHeHus BupycoB. OBbIYHO BUPYCbl B MUCbMaX 3/1€KTPOHHOM NOYTbI
MackupytoTcs nog 6e306uaHble BAOXEHUS: KAPTUHKM, AOKYMEHTbI, My3bIKY, CCbIIKU Ha CalTbI.

@ Cucmembi 0bmeHa m2HOBeHHbIMU coobweHuUaAMU

* Tak >xe pacnpocTpaHeHa paccbl/ika CCblIOK Ha AKobbl $OTO, My3biKy MO0 NPOrpaMMbl, B eMCTBUTE/IbHOCTU ABASIOLLMECS
Bupycamu, no ICQ n yepes gpyrue nporpaMmmbl MrHOBEHHOr0 obMeHa coobLeHnamMu.,

,A\' ® Beb-cmpaHuysl

Bo3MoxHO Takxe 3apaxeHune Yepes cTpaHuL bl IHTepHET BBUAY Ha/IMYMSA Ha CTPaHMLL,@X BCEMUPHOW NayTWHbI Pa3/IMYHOro
«aKTMBHOrO» COAEPXNMOro: CKkpunTos, ActiveX-KOMNOHeHTbI, Java-annietos

o UHmepHem u nokanbHble cemu (Yepsu)

YepBu — BUA BUPYCOB, KOTOPbIE MPOHMKAIOT Ha KOMMbIOTEP-XepTBY 6€3 yyacTuns nosb3oBaTens. HepBu MCNOAb3YIOT Tak
Ha3blBaeMble «AblIpbl» (Y1I3BMMOCTU) B NPOrpaMMHOM obecneyeHnmn onepaLMoHHbIX CUCTEM, YTOObI MPOHUKHYTb Ha
KOMMbtoTep.




JTO UHTepecHo!!!

MHeHuil M0 TOBOMY POXKJICHHUS TEPBOTO KOMITBIOTEPHOTO BHpPYCa OYCHD
MHOTo. Ham nmomommHHO HW3BECTHO TOJBKO OAHO: Ha MammumHe Yapibia
b>00u1xa, cuuTaromerocs n300peraresieM epBoro KOMIbIOTEpPa, BUPYCOB HE
obu10, @ HAa Univax 1108 u IBM 360/370 B cepeaune 1970-X roioB OHM yKe
OBLIIH.

Hecmorpss Ha »5T0, camMa wuAed KOMIBIOTEPHBIX BHPYCOB ITOSBHJIACH
3HAUUTEIBLHO paHblie. OTIpaBHONW TOYKON MOKHO CUMTATh TPyabl [[>)koHa GpoH
HeliMmana 110 UW3y4Ye€HHUIO CaMOBOCIPOM3BOAAILIMXCSI  MAaTeMaTUYECKUX
aBTOMAaTOB. OJTWU Tpyabl cTanmu wu3BecTHbl B 1940-x romax. A B 1951 r
3HAMEHUTBIA YUYE€HBIM MPEMJIOKUI METOH, KOTOPBbIA JEMOHCTPUPOBAII
BO3MOKHOCTb CO3/IaHUSI Takux aBroMaroB. llo3gnee, B 1959 r, xypnan
"Scientific American" onyonukoBan ctateio JI.C. Ilenpoy3a, koTopasi Takxke
OblJ1Ta MOCBSIIIEHa CaMOBOCITPOU3BOAAIIMMCS MEXaHUYECKUM CTpyKTypam. B
OTJIMYHME OT paHee H3BECTHBIX pabOT, 3/eCh OblJa OINKMCaHa MNPOCTEHIas
JByMEpHas MOJIeJib TOAOOHBIX CTPYKTYp, CHOCOOHBIX K aKTHUBAIIUH,
Pa3MHOXEHUI0, MyTallisaM, 3axBary. [lo3aHee, 1o cienam 3Tou CTaTrbu IPYrou
yuenbii - ®OK. Ilrane - peamu3zoBal MOJENIb HA IPAKTUKE C IMOMOIIBIO
MamurHHOTrO Koxa Ha IBM 650.



Heo0xomumMo OTMETHTBH, 4TO C CaMOTO Hayajla 3TH UCCIICAOBaHUSA
ObLJIA HaIPaBJIECHBI OTHIOJAb HE HA CO3JaHUE TEOPETUUECKON OCHOBBI
IUIsi  OyAayIero pa3BUTHS KOMIBIOTEPHBIX BHUpPYycoB. Haobopor,
YYEHBIE CTPEMUIIMCH YCOBEPIIEHCTBOBATh MUpP, CHENaTh €ro 0oJjee
IPHUCIIOCOOJICHHBIM JIJISI )KU3HU 4YelioBeKa. Beb UMEHHO 3TU TPY/bl
JIENJIM B OCHOBY MHOTHX 00Jj1€€ MO3JHUX padOT 10 pOOOTOTEXHUKE U
HMCKYCCTBEHHOMY MHTEJUIEKTY. M B TOM, 4YTO MOCJIEAYIOIIHE
MOKOJICHUSI 3JI0yTTOTPEOMIIH TIIOAAMU TEXHUYECKOIO IIporpecca, HeT
BHHBI 3TUX 3aMeyaTe/IbHbIX YUCHBIX.

B 1962 r. unxxenepsl u3 amepukanckor kommanuu Bell Telephone
Laboratories - B.A. Breicorckuii, I'.JI. Makunpoit u Podept Moppuc
- co3mamu wrpy 'JlapBuH". Mrpa npeamnosarajia OpuCyTCTBUE B
HaMSITH BBIYMCIUTEIHPHON MaIlIMHBI TaK Ha3bIBAEMOTO CYIIEPBH30Pa,
ONpPEAC/IABIIETO MpaBujaa U MOPSAAOK OOpbObI MEXIy COOOM
pOrpaMM-COIIEPHUKOB, CO3/1aBaBIINXCS HUrpokamu. IIporpammsl
uMenu (YHKIMH HCCICAOBAaHHUS IIPOCTPAHCTBA, PA3MHOXKCHHUS MU
YHAUYTOKEeHHUSI. CMBICI UIPhI 3aKII0YaICA B YAaJCHUH BCEX KOIUI
IporpaMMbl IIPOTUBHUKA U 3aXBaTe 1051 OUTBHI.




10 CaMbIX ONAaCHbIX BUPYCOB B UCTOPUN
NHTepHeTa:

Brain

OTOT BUPYC B CpaBHEHUM C nocriegoBaTensaMm npaktuyeckn besonaceH. lNepenaerca oH
MO 3arpy304HbIM CEKTOpPaM OMCKET, a NpumMedaTesieH TeM, YTO NepBbiM Bbl3Barl
HaCTOSILLYYIO BUPYCHYIO anuaemuto. Ero paspaboTtka Ha coBecTn bpatbeB AMaxara u
Basuta Ansu (Amdjat un Basit Faroog Alvi), koTopble 3anyctunm ero B 1986 roay, a
oOHapyxeH oH 6bin netom 1987 roga. Ectb nHdopmauums, 4yto Tonsko B CLUA Bupyc
3apasun bonee 18 TbicAY KOMNbLIOTEPOB. A BeOb B OCHOBE pa3paboTku nexanm
NCKITIOYNTENBHO Bnarne HamepeHus: nporpamMma 4OMmKHa bblna HakasaTb MeCTHbIX
NMpaToB, BOPYOLWMX NporpaMMHoe obecnedeHne y dompmel bpateeB. Bupyc Brain ko
BCEMY MPOYEMY eLLe U NepBbI CTeNc-BUpPYyC. Tak, Npu nonbITKe YTEHNSA 3apaKeHHOro
CEKTopa, OH «MOoACTaBNAMN» U ero HesapaXeHHbIN OpuUrnHarn.




Jerusalem

OTOT BuUpyc 6bin co3gaH B 1988 rogy B M3paune - otctoga n oCHoBHOE umMsi. Btopoe
ero HasBaHue «[l1aTHmya 13-e». 310 nepsbin BUpYC ana MS-DOS, Bbi3aBaBLLIMA
rpaHaMo3Hyto naHnky. CkadyaHHbIn B Nt06oe BpeMsi C AUCKETbI, OH akTUBUpPOBArcs B
MOMEHT HaCTynneHna 3nonony4YHoro Yncna - natHuubl 13-e - n yagansn abcosntoTHO
BCE AaHHbIE C XXECTKOro gucka. B Te BpemeHa BoobLlie mano KTo Bepun B
CYLLIECTBOBaHME KOMMbIOTEPHLIX BUPYCOB. AHTUBUPYCHLIX MPOrpamMm 1 BOBCE NOYTU He
CyLLEeCTBOBano, a NoToMy nosib3oBaTenu Obifin coBepLUEHHO Be33alUnTHBI Nepen HUM.

Yepeb Moppuca

AKTMBHOCTb 3TOro ONacHOro BpeauTens npuiwinacbk Ha Hosibpb 1988 roga. [JaHHbIn
NHTEepHEeT-BMpPYC TOoraa Obifl NepBbIM B PENTUHIE CaMbIX CTPALLHbIX. KOMNbIOTEPHI
yaapoM Horm nogobHO cBOEMY 3HAMEHUTOMY Te3Ke, OH, KOHEYHO Xe, He yousan. YTo
oH genan? NMapanu3oBbiBan paboTy KOMNLIOTEPOB CBOUM XaOTUYHBIM U
OECKOHTPONbHLIM PAa3MHOXEHUEM. M3-3a HEro-To 1 BbiLLMNAa U3 CTPOSA BCH, Toraa eLle
He cnuwkom rnodanbHas, CeTtb. M xoTb cbom agnuncsa coBcem He Jonro, odliune
yObITKM oueHunn B 96 MUNIMOHOB A0NApPOoB.



Michelangelo («March6»)

OTOT BMPYC B CBOE BpPeMS CUIbHO nepeoueHnnu. lNpaeaa, OH 3acny>XeHHO cYMTaeTcs
O4HUM N3 caMblX 6e3XanocTHbIX. [NpoHNKas Yepes ANCKETbI HAa 3arpy304HbIN CEKTOP
ONCKa, OH TUXO cuaesn Tam, He HanoMMHasi 0 CBOEM CyLLeCcTBOBaHUKM A0 6 mapTa. A B
9TOT AE€Hb «CYACTNNBYMKNY, nony4ymsLlune « MukenaHaXkeno» Ha CBOW KOMIMbIOTEP,
oOHapyxmBarnu, YTo BCe JaHHbIe C UX XKECTKOro Anucka ctepTbl. JlloToBan aToT BMpPYC B
1992 rogy. 3aT0 OH CUNbLHO CbhIrpasn Ha PyKy KOMMaHUSAM, NPON3BOAALLMM
aHTMBUpYycChbI. MNMonb3ydack criydyaem, GBU3HeCMEHbI pa3aynn UCTEPUIO 40 HEBUOAHHbIX
MacluTaboB, B TO BpeMsi Kak Ha Aaene oT Hero noctpaaanu Bcero okorno 10000
MaLLWH.

YepHobbinb (CIH)

OAuH 13 cambix 3HAMEHUTLIX BUpYycoB mupa. Co3gaH B 1998 rogy TanBaHbLCKUM
CTYAEHTOM, NO MHMUMaNam KOToporo n HaseaH. Yepes VIHTEepHET, SNEKTPOHHYIO NOYTY
N OUCKW BMPYC nonagan B KOMMbIOTEP, NpsATancs BHYTPU ApYyrnx nporpamm, a B
onpeneneHHbI MOMEHT (26 anpens) BUpyc akTMBupoBarcs, ctupas CogepXumoe
XKECTKOro AMcka n HaHoCs Bpea annapaTHOW YacTu KoMMbloTepa. dnmaemMus
«YepHobbINa» npuwnack Ha anpens 1999 roga. Toraa n3 cTposi 6bINo BbIBEAEHO
oornee 300 TbiCsY KOMMbIOTEPOB, B OCHOBHOM B BocTo4HOM A3un. [Npuyem B TeveHue
HECKONbKMX Nocreaywmx neT 26 anpens BUpyc npoaosikasn cBoe YepHoe Aeno, YTo
MO UTOram HaHecno YPOH OrPOMHOMY KOSNIMYECTBY KOMMNbIOTEPOB BO BCEM MUPE.




Melissa

CosgaH B 1999 roay. [epBbln BCEMUPHO M3BECTHLIN NOYTOBLIN YepBb. OH 3apaxkan
dannbl gokymeHTtoB MS Word 1 paccbinan cBon KOnnu B COOBLLEHNSAX SNTEKTPOHHOM
noytbl npu nomowm MS Outlook. Bupyc pacnpocTtpaHsnca ¢ 6eleHon CKOpocThio, a
MOTOMY CyMMa HaHeceHHoro nm yuiepba oueHnBaetcs 6onee yem B $100 MnH.

ILOVEYOU («lNncbmo cHactbs»)

CosgaH B 2000 rogy v npumMmedaTeneH Tem, YTo NpuaymaH OH JOBOSbHO XUTPO.
[Monb3oBaTtento Ha nouTy npuxoauno coobuweHune «I LOVE YOU» ¢ BNOXEHHbIM
doannom. [loBepuBLLUNCL CTOMNb MUITON 0D0SI0YKEe, NONb3oBaTeNlb CKaymBan ero u
nony4an CKpunT, KOTOPbIXN OTCbIflan NMCbMa B HEBEPOSTHLIX KONIMYECTBAX, a TaKkxKe
yaansan BaxHole dpannel Ha K. PesynbraThl WwoknpytoT o cux nop: 10% Bcex
CYLLIECTBOBABLUNX HA TOT MOMEHT KOMMbIOTEPOB ObINN MHPULNPOBAHbI, YTO HAHECO
yuiep6 B pasmepe $5,5 munnnapnos.

Nimda. 2001 roa

HasBaHue npeacraensieT cobon crnoBo «adminy, Tofibko Ha0bopoT. Bupyc, nonagas Ha
KOMMbOTEP, MTHOBEHHO «BbINUCbLIBAN cebey» npasa agMuHucTpaTopa. locne vyero
N3MEHSAS N HapyLLan KOHCTPYKLUUIO canToB, BrniokMpoBan AOCTyn Ha XocThl, IP-agpeca n
T.4. A NpoHMKan Ha KOMMbOTEPbI OH CTOMb BUPTYO3HO N 3 EKTUBHO, YTO yXKe Yepes 22
MWHYTbI NOCIEe CBOEro co3gaHns OH cTasl caMblM pacnpocTpaHeHHbIM B ceTu VIHTepHeT.




My Doom. 2004 rog

Cambin BbICTPLIVM BUPYC 3MNEKTPOHHOW NoYThl. PaboTtan oH No HapacTalLwen: Kaxabin
cneayloLwmn KOMNbOTEP OTNPaBnAN cnamMa eule donblie, Yem npeablaywmn. Kpome
TOro, OH MmoanduumpoBan onepaunuoHHy cuctemy, 6rokMpyst AOCTYN K cantam MHOMMX
aHTUBUPYCHLIX KOMMNaHWI, HOBOCTHbLIM JIEHTaM M pasfindHbiM pasgenam canta KoMmnaHuu
Microsoft. Ha ero cuety paxxe DDOS-araka Ha canuTt Microsoft.

Conficker. 2008 rop,

CambIn nocrnegHuim 3 BCEMUPHO pacnpoCTPaHUBLLNXCA BUPYCOB UMEET CraBy
ornacHeuLlero U3 N3BeCTHbIX KOMMNbLIOTEPHbLIX YepBen. ATakyeT OH onepaLmoHHbIe
cuctembl cemenctea Microsoft Windows. Bupyc nopasun 6onee 12 MnnnmoHoB
KOMMbIOTEPOB BO BCeEM Mupe. [NpuHUMn OeNCTBUSA: YepBb HAXoauUT YSA3BUMOCTU
Windows, cBsizaHHble C nepenonHeHnem bydepa, 1 npm nomowin obmaHHoro RPC-
3anpoca BbINOMHSAET KoA, OTKMo4asi cepBUCHbIE crnybbl 1 obHoBneHne Windows, a
Takke Broknpys AOCTyn K canTtam psiga Npoun3BoanTenen aHTUBUPYCOB.




Tect: KomnbloTepHble BUPYChI

1. 3apaxeHue KOMNbIOTEPHLIMU BUPYCaMU MOXET NPOU3OUTU B npoLuecce ...

paboTkl ¢ dhannamu
doopmaTtmpoBaHunsa gucka
BbIKITIOYEHMA KOMIMblOTEPA
ne4yaTtu Ha nNpuHTEpe

2. YTto HeoOXOOAMMO UMETb ANA NPOBEPKU HA BUPYC XKECTKOro AnckKa?
3alUMLLEHHYIO NporpamMmmy

3arpy3oy4Hyto nporpamMmmy

doann c aHTMBUPYCHOW NporpamMmon

aHTUBUPYCHYIO NporpamMmy, yCTaHOBIEHHYIO HA KOMIMbIOTEP

3.Kakasi nporpamma He ABNAETCA aHTUBUPYCHON?
AVP

Defrag
Norton Antivirus
Dr Web




4.Kakne nporpamMmbl He OTHOCATCSA K aHTUBUPYCHbIM?
nporpamMmmebl-cparu

nporpamMmbl CKaHUPOBaHMUS

NporpamMmbl-peBN3OPEI

NporpamMmbl-4ETEKTOPDI

5.Kak Bupyc moxeTt nosiBUTbCA B KOMNblOTEpE?
npu pabote KOMNbOTEPA B CETU

Npu peLleHnm mateMaTM4eCckon 3agadn

npu paboTte ¢ Makpocamm

CamMonpoun3BOsbHO

6. Kak npoucxoauT 3apaxeHme «NOYTOBbLIM» BUPYCOM?

NpWn OTKPbLITUN 3apaeHHOoro dpansa, NpUcnaHHoro ¢ NMcbMom no e-mail
NpY NOAKMNIOYEHUN K MOYTOBOMY CEPBEPY

NPy NOAKMNIYEHUN K web-cepBepy, 3apaXxeHHOMY «NOYTOBbIM» BUPYCOM
Npn Nosly4eHnn ¢ NMCbMOM, NpuUcriaHHOM no e-mail, 3apaxxeHHoro anna



7. KomnbloTepHbLIM BUPYCOM SAABMIAAETCA ...

nporpamMmma rnpoBepKU 1 NeYeHns ANCKoB

nobas nporpamma, co3gaHHasi Ha si3blkax HU3KOro YPOBHS

nporpamMmma, CKONMpoBaHHas C Mnoxo oTopmMaTUupoBaHHOW OUCKETHI

cneumanbHas nporpamma HebonbLOro pa3mepa, Kotopasi MOXET npunmucbliBaTb cebsi K
apyrum nporpammam, oHa obnagaet cnocobHOCTLIO "pasMHoXaTbes"

8.3apaxeHno KOMMNbTEPHbLIMU BUPYyCaMU MOTFYT NOABEPrHYTHCA ...
rpadouyeckmne dpannol

nporpamMmbl U JOKYMEHTbI

3BYyKOBble (haunsbl

BCE NporpaMmmel 1 BUPYChI

9.K kaTeropumn komnbloTepHbiX BUpycoB HE oTHocATcA
3arpy3o4Hble BUPYCh

type-Bupycobl

CeTeBble€ BUPYChbI

doannoBbie BNpYChI




AHKeTMpOBaHue

9 Bonpoc: Ctpagan v Baw KoMnbloTep OT
BUPYCOB?
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Kaknum aHTUBUPYCOM Bbl

C NnoJsib3yeTechb?

m Avast

Dr.Veb
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aHTNBUPYCbI10%




