HroxeHepHO-MmexHuuecKue
memoodsl U cpeocmea 3auiumal
uHgpopmauuu



Imo ¢pusuvyeckue ob6beKkmbI, MexaHuU4YecKue,
aJlekKmpuYyecKue U 3JieKmpoHHbIe ycmpoucmea,
asleMeHMblI KOHCMpPYKUuU 30aHul, cpedcmea
rno)xapomyuweHusi u op.
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00€CIIEUHBAIOT:
3aIIUTy TeppuTOopruM U rmoMmemenus KC oT mpOHUKHOBECHUS
3aIUTY alllapaTHBIX CPEJICTB U HOcUTeNel nH(OopMaluu

MNpcaAOTBPAICHUEC  BO3MOXHOI'O  YAAJICHHOI'O BPII[GOHEI@HIOI[GHHH,
IMOACIIYIINBAHUA

IIpEeAOTBPAICHNE BO3MOKHOCTEN TTepexBara [IIDOMIH
OpraHu3anuio qocrtyma B nomemeHnn KC coTpyTHUKOB
KOHTPOJIb 32 PEKUMOM padOThI IEPCOHAA KC

KOHTPOJb Haa HICPpCMCIICHUCM COTPYAHHKOB KC B Pa3JINIHBIX
IIPONU3BOACTBCHHBIX 30HAX

IIPOTHUBOIIOXKAPHYIO 3AIUTY MTOMEILICHUN

MUHUMM3AIMIO MaTe€PUaIbHOTO yiepOa oT moTeph HH(MOPMAIIUH U3-32
CTUXUMHBIX OCACTBUN U TEXHOTCHHBIX aBapuil.




MemoObI u cpedcmea 3awyumsl uHgopmMmauyuu
om yme4ku no kaHanam [NOMUH

CHMKEHME YPOBHS M3IYUYCHUN CUTHAJIOB B alllapaTHBIX
cpeacrax KC

YBEIWYEHHE  MOIIMHOCTH  IIOMEX B YaCTOTHBIX
avamna3oHax (IreHeparopbl CUTHAJIOMOAOOHBIX IOMEX
WJIA 1ITyMa)
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lepcnekmueHbIe MemoObI U cpedcmea
3awumsl uHgpopmayuu e KC om ymeyku no
kaHanam N9MWH

aJeMeHTHas ©0Oa3za ¢  Oosiee  MallbiIM  YPOBHEM
MH(GOPMALIMOHHBIX CUTHAJIOB

3dMCHaA JJICKTPO HGHCﬁ Ha OIITOBOJIOKHO
JIOKAJIBHOC 9KPAHHUPOBAHHUC Y3JI0B TCXHHUYCCKHUX CPCIACTB

BKJIIOYEHHUE B COCTAaB YCTPOMCTB IIPEABAPUTEIBLHOTO
mu@poBaHus 00p. HH(OPMALIUH.




ANNNapPaimnifnoO ~riPOc Vdvivifibicc
cpedcmea 3awWumal

uHgpopmauuu
Cucremsl naeHTUNOUKaumnm (pacno3HaBaHu4) n
ayTeHTUdunKaymu (NnpoBepku NOA/TMHHOCTW)
nonb3oBaTenen.

CucrteMmbl LN poBaHUSA ANCKOBbIX AAHHbIX.

CucteMbl WMPPOBAHUA [AaHHbIX, NepenaBaeMbiX MO
CEeTAM.

CuncteMbl ayTEHTUDUKALMKN SNEKTPOHHBLIX AAHHbIX.
CpeactBa ynpaB/ieHUsa KpUntorpapuueckmumm Karodyamu.




Jo OUCOLITIGIVIDI uucrnnuwunaquu oA
aymeHmuagukayuu
noJsib3oeameseu .

[IpMeHsaTCa ANns orpaHnYeHnsa A0CTyna
CNTy4YauHbIX N HE3AaKOHHbIX MoJsib30BaTesien K
pecypcaM KOMMbOTEPHOU CUCTEMBDI.

O6LKnm anroputmM paboThbl:

NoJIy4YnTb OT MOJb30BATENA WMHGOPMaLULO,
YAOCTOBEPSIOLLYIO €ro IMYHOCTb

npoBepuUTb €e NoAJIMHHOCTD

npenocraBnute (MNKU  He NpeaocTaBuUTb)
5TOMY MNOJ1Ib30BATEN0 BO3MOXHOCTb paboThl
C cucremom.




Tunbi ebibopa uHhopmayuu

TpaguumnoHHbIEe - CEKpETHas MH(MOpMAIIHS
I1OJIb30BATEIIA (mapoJb, CEKPETHBIN KJIIOY,
IEPCOHAJBHBIN HACHTU(PHUKATOP M T.II.); MOJIb30BATEIb
HOJIKEH 3alIOMHUTh 3Ty MH(MOPMALMIO WM XK€ IS HEE
MOT'YyT OBITh IIPMMEHEHBI CIICLMAJIbHBIE CPEJICTBA
XpaHCHUS,;

buomerpuyeckue - (QPU3HOIOTMYCCKUE ITapaMETPHI
4yejaoBeKa (OTIEYaTKH MallbleB, PHUCYHOK pPagy>KHOM
000JIOYKH IJIa3a U T.II.) UJIM OCOOCHHOCTH IIOBEICHUS
(0COOCHHOCTH PaOOTHI HA KJIaBUATypeE U T.IL.).




2. Cucmemsbl wugposaHusi
OUCKO8bIX OaHHbIX

UtoObl caenaTth  uUH@OpManMi0  OECHOJIC3HOM I
IIPOTUBHUKA, MCTIOIB3YETCS COBOKYIHOCTB METO/I0B
npeoOpa3oBaHus JAaHHBIX, Ha3bIBacMasi Kpunmozpagueii [OT
rped. kryptos - CKpbITBIN U grapho - nuury |.

CucTemsl U QpoBaHU MOT'YT OCYIIIECTBIISITh
Kpurnrorpaduyeckue npeoOpa3oBaHus JAaHHBIX Ha YpPOBHE
(bailIoOB WJIM HA YPOBHE JIMCKOB.

K nporpamMmmam nepBoro Tumna MOKHO OTHECTH apXHBaTOPbI
tuiia ARJ wm RAR, KOTOphle MO3BOJSIOT MCIOJIB30BATH
KpUIITOrpayMueCKue METOAbI JIJIS 3allUThl apXUBHBIX (PailloB.
[IppMepoM cuCTEM BTOPOro THUIIA MOXKET CIIY>KMTh IIpOorpamMma
mudpoBanus Diskreet, Bxomsiias B COCTaB MOIYISIPHOTO
nporpamMHoro nakera Norton Utilities, Best Crypt.




llo cnnocoby yHKuuongoeaHun
cucmeMbl WU@POBaHUsI OUCKOB8bIX
OJaHHbIX desisim Ha 0ea KJsiacca

"

1.cucremsl "mpo3paunoro’ mmudpoBanusa - (MUOPoBaAHUS Ha
nery") kpunrorpaguyeckue npeoOpa3oBaHUA OCYIIECTBIISIIOTCS B
PEKMME PEATLHOTO BPEMEHM, HE3aMETHO JIJIS ITOJIb30BATEIIS.

Hanpumep, nonv3osamenv 3anucviéaem noo020MOBIEHHbIUL 6
MeKCmoB8oM peoakmope OOKYMEeHm Ha 3awuuiaemviil OUcK, d
cucmema 3auumol 8 Npoyecce 3anUcu 8blNOJIHSAeNn €20 UWUPpPosaHue.

2. CHCTeMBbl, CHEHHUAIBHO BbI3bIBaeMble [JIf OCYIIECTBJICHUS
IU(POBAHUA - 3TO YTHIUTHI, KOTOPHIE HEOOXOIUMO CIIEIHAIBHO
BBI3bIBATh JJ1s BBINOJIHCHUS U poBaHusd. Hanpumep,
apxueamopbsl o 8CMPOEHHBIMU CPEOCMBAMU NAPOTIbHOU 3AUWUMBL.

BOJILIIMHCTBO CUCTEM, MpEIJIaralolluX YCTAHOBUTh I1apOJIb Ha
OOKYMEHT, HE IIU(pyeT HHPOPMAIMIO, a TOJIBKO 00€CIICUMBACT
3aIpOC MaposIsd Py AOCTYIE K JOKYMEHTY.

K Ttakum cucremam otHocutTcst MS Office, 1C u mHOTHE OpyTHE.




J. Cucmembl wugpoeaHusi
OJaHHbIX, repedasaeMbIX 0
cemsim

1 KaHaJIbHOro wun@poBaHMs 3aLUUNLLAETCS
BCA WMHMOpMauUMda, nepegasaeMass No KaHany
CBSA3U, BKJIIOYAS Cy>XebHylto .

«+>» MNOBbIWLEHNIO NPON3BOAUTENBHOCTUN CUCTEMbI 3a CYET
NCMOJIb30BaAHUSA alllapaTHble CpeacTtBa
L=

[]  CJIOXHOCTb MapuwpytTm3aumnm cCeTeBbiX MNaKeToB WU

HeobXxoaMMOCTb pacwmndppoBaHns AAHHbIX B
yCTpOMCTBax NPOMEXYTOYHOW KOMMYHUKaLNN
(lwno3ax, peTpaHcnaTopax u T.n.);

0 npuBOoAUT K NOSABMIEHUIO CTaTUCTUYECKUX
3aKOHOMEPHOCTEN B WUPPOBAHHbLIX AAHHbIX, BAUAET
Ha HaAeXXHOCTb 3alUThbI n orpaHun4ymnBaeT

NCMNOJIb3OBAHUE KpVII'ITOFpaCIDVI‘-IeCKVIX aJIFOPUTMOB.



2. OxoHeuHoe (a0OHeHTCKOe) mudpoBaHue MO3BONSET
obecneunTb KOH(PUAEHUMANBbHOCTb AAHHbIX,
nepefaBaeMbiX Mexay AByMst abOHeHTaMu.

3almueHo cogepXaHue cooblieHnin, Bcs cnyxebHas
MHPOpMauUmnsa - OTKpbITA.

HenocTtaTtok - BO3MOXHO aHaim3mpoBaTb MHAOPMaLMIO
0 CTPYKTYpe obmMeHa coobLieHnamm
( HanpuMep 06 oTnpaBuTesie U noJiydaTtene, 0 BpeMeHn n
YC/IOBUAX rMepefayvn pAaHHbiX), a Takxe 06 obbeme
nepenaBaeMbIX AaHHbIX




4 Cucmemsbi
aymeHmuguKayuu
3JIEKMPOHHbIX OaHHbIX

[Ipy oOMeHe HaHHBIMH II0 CETAM BO3HHKAET
npoOjieMa ayTeHTU(UKALIMK aBTOpa JIOKYMEHTa
CaMoro TIOKYMEHTA, T.C. YCTAHOBJICHUE
MOJUITMHHOCTU aBTOpa W MOPOBEPKA OTCYTCTBUA
U3MEHEHUU B IOJIYYEHHOM JTOKYMEHTE.

JI1s ayTeHTH(DUKAIUY JAHHBIX OPUMEHSIOT KO/
ayTCHTU(UKAIUN COOOIICHNS (MMHUTOBCTABKY)
WJIA 3JIEKTPOHHYIO MOAIKUCH.




Nmumoecmaska

OT0 MU(PPOBAHUE OTKPBITHIX JAHHBIX C IOMOIIbIO
CEKPETHOIO KJIr04a U MEPEIacTCs N0 KaHaly CBSI3U B
KOHIIC 3alld(pOBAHHBIX JAaHHBIX. (CMMMETPHYHOE
M(ppOBAHNUE)

[IpoBepsiercs MOJIyYaTeJieM, BJIAJICIOILIUM
CEKPETHBIM KJIFOUOM, ITYTEM MOBTOPEHUS MPOLIEAYPHI,
BBITIOJIHEHHOU paHee OTIIPABUTEJIEM, HaJl

IOJIYYCHHBIMH OTKPBITBIMHU JdHHBIMU.




Inexkmponnasn yugposan noonucs (II[11)

OTO OTHOCHUTEIBHO HEOOJbIIOE KOJIUYECTBO

OOIOJIHUTEILHOU ayTCHTU(pULUPYIOIIECH
MH(pOpMaIIH, nepeaaBacMou BMECTE C
MOAIMCHIBAEMBIM  TEKCTOM.  (aCCHMETPHUYHOE
(ppOBaHUE).

OtnpaButenb QOPMUPYET HUPPOBYIO IOIKUCH,
MCHOJIb3YsSl CEKPETHBIN KIIFOY OTIIPaBUTEIISL.

[lomy4darenp IpoBEpsS€T IOANMCH, HCIIOJIb3YS
OTKPBITHIA KJIKOY OTHPABUATEIA.




J. Cpedcmea ynpaesieHusi
Kpunmoezapagu4yeCKUuMU Krrodamu

BUAbl PYHKUUN YrpaBAeHUSA KAOYaMU:
1. reHepauus

2.  XpaHeHwue
3. pacnpegeneHune Kawyeu




/. FeHepauyus Knroyeu

B CUMMETPUUYHbIX KpPUNTOCUCTEMAX
MCMO/b3YHTCH annapaTHble 7
nporpaMMHble CpeacTBa reHepauuu
C/TydaunHbIX Yyncen.

B acMMMEeTpu4yHbIX KpUnTtocucrtemax -
KTHO4K OOTIXHbI obnlanaThb
onpeaeneHHbIMU MaTeMaTU4YeCKNMun
CBOWCTBaMMU.




2. XpaHeHue

OpraHunsauuns 6e3onacHoro XpaHeHus,
yyeTa U yaaneHus KJro4eBon MHOopMaLnu.

ans 6e3omnacHOCTH NPUMEHSIOT
lUMPpOBaHME C NOMOLWbI ApYyrux Krrouewn.
(nepapxusa knwo4den). B wunepapxuto Krouveun
06bIYHO BXOAMUT rnaBHbIN KAOY (T.e. MacTep-
K/KO4Y), K4 LWNEPOBAHUA K/HOYEU WU KIIHOY
LUNPpOoBaHUSA AaHHbIX. [[eHepaunusa n xpaHeHue
MacTep-Kn4ya ABNAeTCS KPUTNUYECKUM
BOMPOCOM KPUNTO3aLUNTHI.




J. PacnpedeneHue

CaMblh  OTBETCTBEHHbIXN  Mpouecc B
yrnpaBaeHnu K/lo4aMu. OH AO1KeH

rapaHTUpPOBaATb CKPbITHOCTb pacnpeaensieMbliX
K/to4Yen, onepaTtMBHOCTb U TOYHOCTb.

Mexay MnoNb30BaTeENAMU cCeTu KTHO4K
pacrnpenenstoT AByMs cnocobamu:

eC noMouwbi nNpaAMOro ob6MeHa CeaHCOBbIMU
I EEIIZF

°*/ACNONIb3YSS OAWMH WM HECKOJZIbKO LEeHTpOB
pacrnipenesieHns Ka4yeu.




