NHOOPMALIMOHHAA BE3OINACHOCTD]
NHctutyt MMBC, Kadegpa NCKT]
LLIymeniko E.B.]

oeHTndoukaumna m
ayTeHTUUKauma, ynpasrneHue
noctynom. OCHOBHbIE NMOHATUA.




OCHOBHbIE NOHATUSA

MoeHmudgbukauyuro n aymeHmugukayuro MOXHO CYMTaTb
OCHOBOW NPOrpaMmMHO-TEXHUYECKUX CpeacTB De3onacHoCTy,
NOCKOMNbKY OCTanbHbIE CEPBUCHI pacCcymnTaHbl Ha
obcrnyXuBaHne MMeHOBaHHbIX CyObeKkToB. MOeHmMuuKkauus v
aymeHmugukayusi — 3To nepsas MIMHNS 0OOPOHHI,
"npoxogHasa” MHPOPMAaLIMOHHOIO NPOCTPAHCTBA OpraHnU3aLUun.
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OCHOBHbIE NOHATUSA

Nodenmudpukayusi no3BoNsieT cydbekTy (nonb3oBaTento,
npoueccy, AENCTBYOLWEMY OT UMEHU ONpeaeneHHoro
nonb3oBaTens, UNnM NHOMYy annapaTHO-NPOrpaMmmMmHOMY
KOMMOHEHTY) Ha3BaTb cebs (COOOLNTb CBOE NMST).
[TocpenctBom aymeHmudgbukayuu BTOpas CTOpoHa
ybexaaeTtca, YTo cyObeKT AEUCTBUTENBHO TOT, 3@ KOro OH cebs
BblaaeT. B kayecTBe CMHOHUMA crioBa "aymeHmugbukauyus"
MHOrga UCNosb3yT CIOBOCOYETAHME "MPOBEPKaA

—_NoafMMHHOCTKN".
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OCHOBHbIE NOHATUSA

(3ameTm B CKODKax, YTO NPOUCXOXOEHNE PYCCKOSA3bIYHOIO
TepMUHa "aymeHmudukauyus" He coOBCEM MOHATHO.
AHrnnnckoe "authentication” ckopee MOXHO npoynTaTb Kak
"ayTeHTMKaumnsa"; TpyaHo ckasaTb, OTKyda B cepeanHe B3sanoch
ewle "doun" — moxert, n3 udeHmughukauyuu? Tem He meHee,
TEPMUH YCTOSASCA, OH 3aKpenseH B PykoBoasawmMx AOKYMEHTaxX
[locTexkomunccum Poccumn, Ncrnosnb3oBaH B MHOTOYUCNEHHbIX
nybnukaunsix, NO3ToMy UCNPaBUTb €ro yxe HEBO3MOXKHO.)
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OCHOBHbIE NOHATUSA

AyTeHTndnkauma obiIBaeT 0OHOCMOpPOHHel (0ObIYHO KITNEHT
AOKa3blBAET CBOK NOASIMHHOCTb CEpPBEPY) N d8yCMOPOHHeU
(e3aumHoU). [Npnumep oOHOCMOPOHHEU aymeHmuguKayuu —
npoueaypa Bxoda nonb3oBaTenst B CUCTEMY.

B ceteBou cpene, Korga CTOPOHbI
uoeHmuukayuul/aymeHmuguKkayuu TepputopuansHo

pasHeceHbl, y paccmMaTpuBaeMoro cepsuca ecTb ABa
_____OCHOBHbIX acnekTa:

] 4TO CNyXMT aymeHmugukamopom (TO ECTb UCMOSIb3YETCS
ansi NoATBEPXAEHUS NOANTMHHOCTU CyObeKTa);
] Kak opraHm3oBaH (1 3alnLieH) oOMeH aHHbIMU

uoeHmuukayuul/aymeHmugukayuu.
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OCHOBHbIE NOHATUSA

CyObeKkT MOXET NoATBEPAUTL CBOK MOASIMHHOCTb, NPEABbABMB
No KpanHen Mmepe ogHy 13 cneayroLwmx CyLHOCTEN:

] HeYTO, YTO OH 3HAET (Naponb, NIMYHbIN UOEHMUUKaUUOHHbIU
HOMEpP, KpunTorpadon4ecKnum K4 m T.n.);
] HeYTO, YeM OH BNageeT (JINYHYI0 KapTOYKY UMM NHOE
YCTPOUCTBO aHanorM4Horo HasHavdeHus);
(] HeYTO, YTO eCcTb YacTb €ro camoro (rofioc, oTneYaTku nasnbLeB
— W T.N., TO €CTb CBON BMOMETPUYECKME XapPaAKTEPUCTUKN).
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OCHOBHbIE NOHATUSA

B OTKpbITOM CeETEBOU Cpeae Mexay CTopoHamMu
udeHmucebukauuul/aymeHmugbukayuu He CyLecTByeT
OOBEPEHHOro MapLUpyTa; 3TO 3HAYMT, YTO B OOLLEM Cryyae
OaHHble, nepeaaHHble CyObLEKTOM, MOryT HE coBnaaaTb C
OAaHHbIMW, NONYYEHHLIMU N UCMOMb30BaHHbLIMUW OS19 MPOBEPKU
noannHHocTn. Heobxoanmo obecneunTb 3aWmTy oT
MaCCUBHOIO U aKTUBHOIO NMPOCNYLIMBAHUSA CETU, TO €CTb OT
rnepexeama, uaMeHeHuUs1 W/wnn eocripou3eedeHuUsi JaHHbIX.
____[lepepaya naponen B OTKPbITOM BUAe, 0MEBUOHO,
HeyQOBMETBOPUTENbHA; HE CriacaeT NoNoXXeHne n
LUMdopOBaHME Naporeun, Tak Kak OHO He 3alluLaeT oT
gocripouseedeHusi. Hy>xxHbl Boriee CroXHble nMpoTOKONMbI
aymeHmuagukauuu.
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OCHOBHbIE NOHATUSA

HapexxHasa uoeHmuukayus v 3aTpygHeHa He TOSTbKO K3-3a
CeTeBbIX Yrpo3, HO 1 NO Uenomy paay npuynH. Bo-nepsbiX,
No4YTu BCe aymeHmugukalyUuoHHbIe CYLLHOCTN MOXHO Y3HaTb,
yKpacTb Unun nogaenatb. Bo-BTOpLIX, UMeEEeTCA NpoTMBOpeYmne
MeXay HaOeXXHOCTbo aymeHmughukayuu, ¢ OAQHOU CTOPOHbI, U
ynobcTBamMu nNonb3oBaTesid U CUCTEMHOIO agMMHUCTPaTopa c
apyron. Tak, n3 coobpakeHuin 6ezonacHOCTU HeobxoaMmo C
onpeneneHHon 4YacToTon NPOCUTbL NOoNb30oBaTeNA NOBTOPHO
—___BBOAUTb aymeHmuguKkayuoHHyr nHdopmMmauuio (Beab Ha ero
MECTO MOl CECTb APYron YernoBeK), a 3TO He TONbKO XIOMOTHO,
HO M NOBbILLAET BEPOATHOCTb TOrO, YTO KTO-TO MOXET
NOACMOTPETHL 3a BBOAOM AaHHbIX. B-TpeTbux, 4eM HagexHee
CPEeOCTBO 3alUTbI, TEM OHO JOPOXKE.
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OCHOBHbIE NOHATUSA

CoBpeMeHHble cpeacTBa udeHmugbukauuul/aymeHmugbukauyuu
OOIMKHbI NoAAepPXNBaTb KOHLIENLUIO e0UHO20 8x00a 8 cema.
EOQuHbIlU 8x00 8 cemb — 3TO, B NEPBYO ovepenb, TpedboBaHme
yaobcTBa Anga nonb3oBartenen. Ecnn B KopnopaTuBHOM CETU
MHOIo MH(POPMAaLIMOHHbLIX CEPBMUCOB, JOMNYCKaOLLMX
He3aBncumoe obpalleHne, To MHOroKpaTHas
uoeHmuukayusi/aymeHmugbukayusi CTaHOBUTCS CITULLIKOM
obpemeHuTenbHoNn. K coxaneHuto, noka Hemnb3sa ckasaTb, YTO

—_eO0UHbIU 8X00 8 cemb CTan HOPMOMN, AOMUHUPYIOLLME PELLEHUS
noka He cdopmMnpoBanuceb.
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OCHOBHbIE NOHATUSA

Takum obpasom, He0BX0AMMO UCKaTb KOMNPOMUCC MeXay
HaOEXHOCTbI, AOCTYMHOCTLIO MO LiEHE N yO0OCTBOM
NCMNOJb30BaHUA U aAMUHUCTPUPOBAHNSA CPeaCcTB
uoeHmuukayuu n aymeHmugukauuu.

JTtoBornbITHO OTMETUTL, YTO cepBUC UOeHmMuagukayuu /
aymeHmucgbukauuu MOXET CTaTb OObEKTOM aTaK Ha
OOCTYNHOCTb. Ecnun cuctema ckoHurypmpoBaHa Tak, 4To
_____riocre onpeaeneHHoro Yymcra HeygadyHblX norbITOK YCTPOUCTBO
BBOAA MAEHTNUMDUKALUMOHHOW NHdopMaLnm (Takoe, Hanpumep,
Kak TepMUHarn) brnoknpyeTcsa, To 310yMbILLUIIEHHUK MOXET
OCTaHOBUTbL PaboTy neranbHOro NonbL3oBaTens dykBarbHO
HECKONbKUMN HaXXaTUssMN KNaBuLL.

10

e O

P

iV

f
A



[laponbHag ayTeHTUPUKaLnS

[ MaBHOE JOCTOUHCTBO MapoJsibHOU aymeHmugukayuu —
NpocToTa M NPUBLIMHOCTL. [Maponu AaBHO BCTPOEHLI B
onepaLuoHHbIEe CUCTEMbBI N UHbIE cepBUCHI. [1pn NpaBnNbHOM
NCNONb30BaHUM NaponM Moryt obecneunTb npuemMnemMsin ans
MHOIMX opraHusauum ypoBeHb 6e3onacHocTn. TeM HE MEHee,
MO COBOKYMHOCTU XapaKTEPUCTUK NX CreayeT NMpusHaTb caMbiM
cnadbbiM cpeacTBOM NPOBEPKU NOASTMHHOCTW.
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[laponbHag ayTeHTUPUKaLnS

UToObI Naposnb Obi1 3anOMUHAKLWMMCA, €0 3a4acTylo genawoT
NpOCTbIM (MMS NOAPYrvu, Ha3BaHME CMNOPTUBHOM KOMaHAbl U T.
n.). OgHako NpocTon Naponb HeTPYAHO yragatb, OCODEHHO
ecnun 3HaTb NPUCTPAacTUa JaHHOro nosnb3oBartens. 13BecTHa
Kraccuyeckasi UICTopusa Npo COBETCKOro paspeauynka Puxapaa
3opre, 06bLEKT BHUMAHUS KOTOPOro Yepes3 CII0BO rOBOPUI
"kapamba"; paszymeeTcs, 3TUM e CNOBOM OTKpbIBancs
CBEPXCEKPETHLIN Cenad.
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[laponbHasg ayTeHTUMUKaLmnS

Horaa naponuv ¢ caMoro Hadvarna He XpaHaTcs B TalHe, Tak
Kak MMeloT cTaHgapTHble 3HAa4YeHUs1, yka3aHHble B
OOKYMEHTaUuK, U Janeko He Bceraa nocre ycTaHOBKM
CUCTEMbI MPOU3BOANTCA UX CMEHA.

BBoa napona MoXHO noacMoOTpeTb. VIHorga ang
noarnaabiBaHNs UCMNob3YyTCA gaXe ONTUYeCKMUe npmbopeobl.
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[laponbHag ayTeHTUPUKaLnS

[Taponu Hepeako coobLatoT Konneram, YTobbl Te MOrnu,
HanpumMmep, NOAMEHNTb HA HEKOTOPOE BPeEMS BnagenbLa
naponsi. TeopeTnyeckn B nNogodbHbIX cryvasix bonee
NpaBUIIbHO 3aENCTBOBATb CPEeACTBA yrnpaBrieHUsa OOCTYMNOM,
HO Ha NPaKTUKE TaK HUKTO HE MOCTYMNaeT; a TanHa, KOTOpYHo
3HAKT OBOE, 3TO YXXe He TauHa.

[Taponb MOXHO yragaTtb "MeToaom rpyboun cunel”, UCMosib3ys,
—____CKaxeMm, cnoapb. Ecnu pann naponen 3awmdppoBaH, HO
OOCTYNeH ONA YTEHUS, ero MOXHO cka4vaTb K cebe Ha
KOMMbIOTEP U NONbITaTbCA Nogodpars naponsb,
3anporpaMmmMmupoBas NornHbIM Nepebop (npeanonaraeTcsd, 4YTo
anropuTm LN poBaHNS N3BECTEH).
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[laponbHag ayTeHTUPUKaLnS

TeM He MeHee, cneaywLline Mepbl NoO3BOJIAKOT 3HAYUTETIBHO
MOBbLICUTb HAOEXHOCTb napoanof/'l 3allNThbI.

() HanoXxeHUue mexHU4YeCcKuUx o2paHu4YeHuUU (Naponb OOSMKeH
ObITb HE CITULLKOM KOPOTKMM, OH OSMKEH codepXaTb OYKBblI,
LUMdpbl, 3HAKM NYHKTYaUUN U T.M.);

0 ynpaenieHue cpokoM delicmeausi naposieu, nx
nepunognyeckasl CMeHa;

__[) orpaHu4yeHne goctyna K panny naporeu;

] orpaHn4yeHune 4Yncra HeyagadHbIX MOMbITOK BXO4a B CUCTEMY

(3TO 3aTpyOHUT NpUMEHEHME "MeToaa rpyoom cunbl");
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[laponbHag ayTeHTUPUKaLnS

] oOyyeHune nonb3oBartenemu;

O ncnonb3oBaHWe NporpaMmMHbIX 2eHepamopoe napoJsiel
(Takasi nporpaMmma, OCHOBbIBAsiCb Ha HECMNOXKHbLIX NpaBunax,
MOXET MnopoxaaTb TOSIbKO 6r1aro3ByYHbIE U, CrieqoBaTeSbHO,
3anoMuHatloLLnecs naponm).

A MNepeuncneHHbie mepbl LenecoobpasHo NPUMEHATb Bceraa,
Oake ecnu Hapsigy ¢ naponamMum UCMorb3yTcs gpyrne
METOAbl ayTEHTUMPUKaLUUN.
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OaHopa3oBble naponu

PaccMoTpeHHble Bbllle NaposiM MOXHO Ha3BaTb
MHOropa3oBbIMU; NX PackpblTMe NO3BONSAET
3MTOYMbILLNEHHMKY AeNCcTBOBaTb OT MMEHW JNeranbHOro
nonb3oBaTens. [opa3no 6onee cunbHbIM CPEACTBOM,
YCTOMYMBBLIM K MAcCUBHOMY NPOCIYLUNBAHUIO CETU, ABMASAIOTCS

OoAHOPAa30BbLIE MAapPOJIN.
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OaHopa3oBble naponu

Haunbonee n3BeCcTHbIM NporpamMmMHbIM 2eHepamopom
O0HOopa308bIx rnaporseu anaetca cnctema SIKEY komnaHum
Bellcore. geqa aton cuctemel coctouT B crneagytowiem. Iyctb
nmeeTcd ogHOCTOPOHHAA pyHKUUA T (TO eCTb PyHKUMA,
BbIYMCIINTb OOPaTHYIO KOTOPOM 3a NPUEMIIEMOE BPEMSA He
NpeacTaBnseTca BO3MOXHbIM). 3Ta PYHKLNS N3BECTHA U
nonb3oBaTento, U cepBepy ayTeHTUpUKauun. [lycto, ganee,
NMMEETCH CEeKPEeTHbIN KN4 K, N3BECTHbIN TOSTbKO
_____nonb3oBartento.
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OaHopa3oBble naponu

Ha aTtane Ha4arnbHOro agMMHUCTPUPOBaAHUSA NOSib30BaTeN4
doyHkums f npumeHsaeTtca K knody K n pas, nocrne 4vero
pe3ynkTaT coXpaHsaeTcs Ha cepsepe. [locne aTtoro npoueaypa

NPOBEPKN NOASIMHHOCTW NONb30oBaTens BbIMMAANT Crieayowmm
obpas3om:

] cepBep npuckbINaeT Ha NONIb30BATENbLCKYKD CUCTEMY YMCIO
(n-1);
__[J nonb3oBaTenb NpMMeHSIET PYHKUUIO T K cekpeTHOMY Krtody K

(n-1) pas n oTnNpaBnseT peadynbrart rno CETU Ha cepBep
ayTeHTUukaumu,
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OaHopa3oBble naponu

] cepBep npumeHaeT pyHKUMo f K nony4yeHHOMY OT
nosib3oBaTens 3Ha4YeHMIO U CpaBHUBAET pe3ynbTaTt C paHee
COXpaHeHHOW BennynHoWu. B crny4dae coBnageHus
NO4AJSIMHHOCTb NONb30BaTESNA CYNTAETCSH YCTAHOBIIEHHOMN,
cepBep 3arnoMmHaeT HOBOE 3HayeHue (npucraHHoe
nonb3oBaTenem) N yMmeHbllaeT Ha eauHNLY CYETHUK (N).

20
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OaHopa3oBble naponu

Ha camom gene peanusaumsi yCTpoeHa YyTb CroXHee (Kpome
CUYeTYMKa, CepBep NOChbINIaeT 3aTpaBOYHOE 3HAYEHME,
ncnornb3yemoe pyHkumen f), HO ANsa Hac cenyvac 3TO He BaXXHO.
[TockornbKy dbyHKUMA f HeODpaTMa, rnepexsam napons, paBHO
KaK 1 rnosiydeHne OocTtyna K cepBepy aymeHmudgukayuu, He
NO3BONAKT Y3HATb CEKPETHLIN KItod K 1 npeackasaTth
crieayoLwmin oQHOpPa30BbIv Naporib.

_ Cwucrema S/KEY umeert ctartyc Internet-ctrangaprta (RFC
1938).
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OaHopa3oBble naponu

[lpyron nogxond K HageXxHon aymeHmugbukauyuu COCTOUT B
2eHepayuu Hoeo20 raporsis Yepes HeDONbLLON MPOMEXYTOK
BpeMeHU (Hanpumep, Kaxable 60 cekyHn), Ans Yero MoryT
MCNOJb30BaTbCS NporpamMmel UK cneynanbHble
NHTENMeKTyanbHble KapTbl (C NPaKTUYECKOMN TOYKU 3PEHUS
Takue naponu MoXHo cymTatb ogHopasoBbiMu). CepBepy
aymeHmugukayuu gorkeH bbiTb N3BECTEH anropuTMm
2eHepayuu rnaposied n accounmpoBaHHblE C HAM MapamMeTpbl;

_____KpOMe TOro, 4achbl KnueHTa u cepeepa A0S KHbI ObITb
CUHXPOHU3NPOBAHHI.

22
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CepBep ayTeHTUdMKaLMK Kerberos

Kerberos — 9170 nporpaMmmMHbIn NpPOAYKT, pa3paboTaHHbIN B
cepegnHe 1980-x rogoB B MaccadyceTCKOM TEXHONOMM4YeCKoMm
NHCTUTYTE U NPETEPMNEBLLUNIN C TEX NOP PS4 NPUHLUMNUANBbHBIX
n3amMeHeHUn. KnneHTckme KOMNoHeHTLlI Kerberos npucyTcTByoT
B OOMbLUMHCTBE COBPEMEHHbLIX OMnepaLuoHHbIX CUCTEM.

23
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CepBep ayTeHTUdMKaLMK Kerberos

Kerberos npegHasHa4vyeH Oans peweHnsa crieqyrollen sagayn.
MMeeTcsa oTKpbITasa (HesawmuleHHas) CETb, B y3/iax KOTOPOU
COCpPefoTOYEHbI CYOBEeKTbI — MoSib30BaTeNn, a Takxke
KITMEHTCKNE N CEPBEPHbIE NPOrpaMmMHbIe CUCTEMbI. KaXKabIn
CcybbeKT obrnagaeT CeKpeTHbIM KntodoM. HTobbl cydobekt C mor
OoKasaTb CBOK NOASIMHHOCTb CYyObeKTY S (6e3 aToro S He
ctaHeT obcnyxmneatb C), OH JOSTKEH HE TOSIbKO Ha3BaTb CcebH,
HO N NPOAEMOHCTPUPOBATb 3HAHME CEKPETHOro Krtoda. C He
_____MOXET NPOCTO nocnartb S CBOMN CEKPETHLIN KITOY, BO-NEPBbIX,
NOTOMY, YTO CETb OTKpbITa (4OCTYNHa AnNsl NaCCUBHOIO U
aKTUBHOIo NpocnyLmBaHus), a, BO-BTOPbIX, MOTOMY, YTO S He
3HaEeT (M He OOMKeH 3HaTb) ceKpeTHbIN Koy C. TpebyeTtca
MeHee NPAMONMHENHbIN CNOCob AeMOHCTpaLUun 3HaHUa
CEKPETHOrO KIlto4a. ¥ =moe



CepBep ayTeHTUdMKaLMK Kerberos

Cuctema Kerberos npegcrasnsaetr cobon AOBePEeHHYH
TPEeTb CTOPOHY (TO ECTb CTOPOHY, KOTOPOM AOBEPAIOT BCE),
BNageroLLy0 CEKPETHBLIMU KtovamMu obcnyXmBaemblX
CyOBbEKTOB M NOMOratoLLyo UM B NONapHOW NpOBEpPKE
NOASIMHHOCTW.

UToObI ¢ NnomMoLLblo Kerberos nonyvnTtb 4octyn K S (00bIYHO
9T0 cepBep), C (Kak npaBusio — KNnMeHT) nocblnaet Kerberos
3anpoc, cogepXxalluuin cBeaeHNst 0 HEM (KINUEHTE) N O

____3anpawunBaemou ycnyre. B otBeT Kerberos Bo3BpallaeT TaK

Ha3blBaeMbll OuneT, 3alndpoBaHHbIV CEKPETHLIM KIHOYOM
cepBepa, 1 KONuK 4YacTn nHdopmaunm ns bunera,
3alUMPpPOBaAHHYO CEKPETHLIM KITHOYOM KnuneHTa. KnueHT
AOIMKeH paclumdpoBaTb BTOPYO NOPLMIO AAHHBIX U NepecfiaTb
ee BMecTe ¢ buneTom cepBsepy. ¥ =moc



CepBep ayTeHTUdMKaLMK Kerberos

CepBep, paclumdpoBaB ODUMET, MOXET CPaBHUTb Ero
cogepXmMmoe ¢ AoNONHUTENbHOU MHAPOPMAaLMEN, NPUCTTaHHOW
knneHtomMm. CoBnageHne cBUOETENLCTBYET O TOM, YTO KITUEHT
cMoOr pacwmdopoBaTb NpeaHasHadeHHble eMy daHHbIe (BeOb
cogepxumoe buneta HUKOMY, Kpome cepepa u Kerberos,
HeOOCTYMNHO), TO eCTb NPOAEMOHCTPUpPOBaI 3HaHue
CEKPETHOrO Kritoda. 3HaYuUT, KITMEHT — UMEHHO TOT, 3a KOro
cebsa BblaaeT. [loavYepKkHEM, YTO CEKPETHLIE KITHOYM B NpoLecce
____NpOBEpPKM NOASIMHHOCTU HE nepeaaBanunucb No CeTU (Oaxe B
3awmdpoBaHHOM BUE) — OHM TOSIbKO UCMOSb30Banuch ang
lndppoBaHms. Kak opraHnsoBaH nepBoHa4vanbHbI 0OMeH
Krtodamm mexay Kerberos n cydbbektamu U Kak CyObeKTbl
XPaHAT CBOU CEKPETHbLIE KITHOYM — BOMPOC OTAENbLHbIN.

s 26
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Cepsep ayTeHTUUKaLmm Kerberos

MpoMNAKCTPUPYEM OMNMCAHHYK Npoueaypy.

1. Knuent C Kerberos: c, s,...
‘ Kerberos I {KnWeHT HanpaenaeT Kerberos ceegeHna
0 cebe 1 0 3anpawreacMon Cepeepe
2. Kerberos KnueHTt C: {d1}Kc, {Tc.5}Ks

{Kerberos soszspawzeT BUneT, 3awndposaHHbIA
KNKOYOM CepBepa, M A0NONHWTENbHYIO
MHPOPMaUMIO, 3aWKMPROEAaHHYIO KNOYOoM KNMEHTA}
1 2 3. Knuent C Cepsep S: d2, {Tc.s}Ks
{KnMeHT HanpaenaeT Ha cepeep BuneT 1
AONONHWUTENBHYD MHPOPMAaLMIO ¢

:
‘ KnueHT C I £ »{ Cepsep S I

Puc. 10.1. [lpoeepka cepeepoM S NOANMMHHOCTM KnueHTa C. -




CepBep ayTeHTUdMKaLMK Kerberos

30€ecCb C N S — CBeAeHNs (Hanpumep, UMsg), COOTBETCTBEHHO, O
KNnneHTe n cepsepe, d1 n d2 — gononHutensHas (no
OTHOLLEHUIO K Dunety) nHdopmauusa, Tc.s — ounert gns
knnenta C Ha obcnyxuBaHue y cepeepa S, Kc n Ks —
CEKPETHLIE KIOYKM KNMEeHTa N cepsepa, {info}K — nHpopmauums
info, 3awmdopoBaHHas Kro4yom K.
[lpnBegeHHasa cxema — KpanHe ynpoLleHHas Bepcusa pearbHOU
npoueaypbl NpoBepKM noanMHHoCcTU. bonee noapobHoe
_____paccmoTtpeHue cuctemMebl Kerberos MoXHO HanTun, Hanpumep, B
ctatbe B. lanareHko "Cepsep ayteHTUdpUkauymmn Kerberos (Jet
Info, 1996, 12-13). Ham e BaXXHO OTMETUTb, 4YTO Kerberos He
TOJTIbKO YCTOMUYMB K CETEBbLIM Yrpo3am, HO U NnogaepxKuBaeT
KOHLENUUo eOuHo20 8xo0a 8 ceme.
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MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

BbuomeTpua npencrasnser cobon COBOKYNMHOCTb
aBTOMAaTU3NPOBaHHbLIX METOA0B UOeHmMuguKauuu n/mnm
aymeHmucgbukayuu nogen Ha ocHoBe X PU3NONOrM4ecKux u
noBedeH4YeCcKMX XxapaktepucTtuk. K umucny domnsnonornyeckmx
XapaKTePUCTUK NpuHagnexar ocobeHHOCTM OTNne4vYaTKoB
nanbLueB, CeTyaTKuU 1 poroBuLlbl rfas, reoMeTpusa pyku u
nuua u T.n. K noBegeH4Yecknm xapaktepuctmkam OTHOCATCA
AWUHaMMKa noanucm (py4yHomn), CTUIb paboTbl C

_____KnaBuatypoMu. Ha cTbike pusmonornm n nosegeHns
HaxoaAaTcsa aHannm3 ocobeHHOCTEN roryioca U pacno3HaBaHue
peun.
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MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

buomeTpnen Bo BceMm MUpe 3aHMMatOTCA OYEHb OaBHO,
OLHAaKOo [0siroe BpeMs BCe, YTO ObINo CBA3aHO C HEW,
OTNMYarnocb CMOXHOCTbLIO U OOPOroBnu3HOW. B nocnegHee
BpeEMS Crpoc Ha bUoMeTpuUYecKne NPoayKTbl, B NEPBYIO
oyepenb B CBA3U C pa3BUTUEM 3NEKTPOHHON KOMMEpPLUN,
NOCTOSIHHO 1 BECbMa MHTEHCUBHO PacTET. OTO MNOHATHO,
MOCKOSIbKY C TOYKM 3pEHUS Mofib3oBaTens ropasno yaobHee
npeabaBUTbL CeOS camMoro, 4em YTo-TO 3anomMuHaTb. Cnpoc

____poxnoaet npeasnioXxeHune, 1 Ha pblHKE NOABUIINUCH
OTHOCUTENBLHO Hegoporne annapaTHo-NporpaMmmMmHble
NpPOaYKTbl, OPUEHTUPOBAHHLIE B OCHOBHOM Ha pacrno3HaBaHue
OTneYyaTKoB narsbLeEB.
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MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

B obwiem Buge paborta ¢ bBMoMeTpuyecKkMMun aaHHbIMU
opraHusoBaHa cnegyrouwmm obpasom. CHayana co3gaercs u
noaaepXxunBaetcs basa gaHHbIX XapakTePUCTUK
noTeHUuanbHbIX nonb3oBaTtenen. [Ina atoro buomeTpuyeckume
XapaKTepUCTUKN Nonb3oBaTeNid CHAMAKOTCS,
obpabaTbiBatoTCs, U pe3yrnbsraTr 00paboTKn (Ha3biBaEMbIN
OMomMeTpuYeCKUM LWaBIOHOM) 3aHOCUTCA B 6a3y JaHHbIX
(McxoaHble OaHHbIE, TakKMUe Kak pesdynbraT CKaHUPOBaHUS
_____nanbua unm porosuubl, OOLIYHO HE XPaHATCS).
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MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

B panbHenwem ansa udeHmugukauyuu (M OQHOBPEMEHHO
aymeHmudgukayuu) nonb3oBaTesid NpPouecc CHATUA U
00paboTKM MOBTOPHAETCH, NOCIIE YEero nponu3BoanTCs NMOUCK B
6a3e gaHHbIX WabnoHoB. B cny4ae ycnewHoro rnoucka
NTMYHOCTb NOSib30BaTeENA U ee NOASIMHHOCTb CYUTAKTCS
YCTaHOBMEHHbIMW. [1Na ayTeHTUMMKaLmMmM OOCTaTO4YHO
NPOU3BECTN CPpaBHEHMNE C OAHUM DUOMETPUYECKUM LLIABTOHOM,
BblOpaHHbIM Ha OCHOBE NpeaBapuUTENbHO BBEAEHHbLIX AAHHbIX.
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MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

OBbI4HO ODMOMETPUIO MPUMEHAIOT BMECTE C APYrMMU
aymeHmugukamopamu, TakKuMmmn, HanpmmMmep, Kak
NHTEeNnNeKTyanbHble KapTbl. IHOrga buomeTpunyeckas
ayTeHTUPUKaUma ABnAeTCcs NnLlb NepBbIM PyDexXom 3aLmTbl U
CIY>XUT ONS akTUBU3aLUUN NHTENNEKTYanbHbIX KapT, XpaHALLNX
KpunTorpaduyeckme CEKpPETLI; B TAKOM crny4ae
bromeTpuyeckui LWabrioH XpaHUTCS HA TOW XKe KapTe.



MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

AKTUBHOCTb B 0bnactm bMoMeTpum o4eHb BENUKA.
OpraHn3oBaH COOTBETCTBYHOLLNIA KOHCOPLMYM (CM.
http://www.biometrics.org/), akTuBHO BeayTcs paboTbl Mo
cTaHOapTu3aumm pasHblX acrnekToB TexHonorum (dpopmara
obMeHa AaHHbIMW, NPUKIIagHOro NporpaMMHoOro MHTepdenca
N T.N.), NyOnNuKyeTcs Macca peknamMHbIX CTaTeEW, B KOTOPbIX
bromeTpus nNpenogHOCUTCH Kak cpedcTBo obecneyvyeHus
cBepxbe30nacHOCTH, CTaBllee OOCTYMNHbIM LUMPOKUM Maccam.




MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

Ha Haw B3rnag, K bonomerpumn cnegyeTt oTHOCUTLCH BECbMa
OCTOPOXHO. Heobxoanmo y4nTbiBaThb, YTO OHa NOABEPXKEHA
TEM Xe yrposam, 4YTto 1 gpyrme metoabl ayTeHTndoukaumn. Bo-
nepBbIX, OMOMeTpu4ecKkn LWabrioH cpaBHUBAETCS HE C
pe3ynsTaToM nepBoHavarnbHOM 00paboTKM XapaKTePUCTUK
Nonb30BaTesid, a C TEM, YTO MPULLIIO K MECTY CpaBHEHUA. A,
KaK U3BECTHO, 3a BPeEMS MYyTU... MHOTO YEero MOXET MPOU30UTH.
Bo-BTOpLIX, BOMeTpuyeckme MeTodbl He Donee HageXHb!,
____4yeM Da3a gaHHbIX LWabnoHoB.

35

§



MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

B-TpeTbux, cneayer yunTbiBaTb pasHMLy Mexay npuMeHeHuem
BMoMeTpnM Ha KOHTPONTMPYEMON TEPPUTOPUN, NOA
6OUTENBbHLIM OKOM OXpaHbl, 1 B "nosesBbIX" yCroBusix, Koraa,
Hanpumep K YCTPOUCTBY CKaHUPOBAHUA POroBuLbl MOTyT
NOOHECTM MYNAX M T.N. B-4yeTBepTbIX, ODMOMETPUYECKME
OaHHble YernoBeka MeHATCH, Tak YTo 6asa LwabrnoHoB
HY>XXOaeTcs B COMPOBOXAEHMNWN, YTO CO34aeT onpeaerieHHble
npobnemsbl U Anga nonb3oBaTteneun, U aAna aaqMUHUCTPaTOpPOB.



MoeHTndmkauma/ayTeHTUPUKaLINA C
[IOMOLLIbIO OMOMETPUYECKMX JdaHHbIX

Ho rmaBHasi onacHOCTb COCTOUT B TOM, 4YTO ntobas "npodbounHa’
ans buomMeTpumn okasbiBaeTcs dpartanbHoun. [Naponu, npu Bcen
NX HEHaOeXHOCTU, B KpauHeM criydae MOXHO CMEHUTb.
YTepsHHY0 ayTEHTUPUKALNOHHYIO KapTy MOXHO
aHHynupoBaThb 1 3aBeCTW HOBYIO. [1aney e, rnas nnu ronoc
CMEHUTb HeNb3s. Ecrn buomeTpmnyeckne gaHHble OKaXXyTCs
CKOMMNPOMETMPOBAHbI, NPUAETCA KaK MUHUMYM NPOU3BOAUTL
CYLLECTBEHHYO MOAEPHN3aLUIO BCEN CUCTEMDI.



YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

C TpagmMuMoOHHOW TOYKM 3pEHNS cpeacTBa ynpasreHus
OOCTYNOM MO3BOMAKT cneumdununpoBaTtb U KOHTPOMPOBaTb
OEeNCTBUSA, KOTOpble CyObeKThl (Mosfib3oBaTesnin 1 rnpoLeccehl)
MOTYT BbIMOSTHATb Ha4 00 beKkTaMu (MHdopmaumen n apyrumm
KOMMbOTEPHbIMU pecypcamun). B gaHHOM pasgene peyb MaeT o
NTOrMYeCcKoM yrpaBneHun oCcTynom, KoTopoe, B OTfindme ot
domamndeckoro, peannsyetcd nporpaMmMHbIMN CPECTBaAMM.
ITlornyeckoe ynpasrieHne OCTYNOM — 3TO OCHOBHOW MEXaHU3M
____MHOrononb30BaTeNlbCKNX CUCTEM, MPU3BaHHbLIN 0becnevnTb
KOH(PMAEHUMANBbHOCTb U LLENOCTHOCTL OOBLEKTOB U, A0
HEKOTOPOW CTENEHU, UX OOCTYNHOCTbL (MyTeM 3arnpeLleHns
o0Cny>XnBaHMA HeaBTOPM3OBaAHHbLIX NMOSib30BaTeENEN).
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

PaccmoTpuM doopmMarbHYy0 NOCTaHOBKY 3a4ayvu B
TpagMUNOHHON TPpaKToBKe. MIMeeTca COBOKYMHOCTb CyObLEKTOB
N Habop 0ObLEKTOB. 3agadva JIorm4eckoro yrpaBrneHus
OOCTYMNOM COCTOUT B TOM, YTOObI N9 KaXaon napbl "CyObeKT-
OObLEKT" onpeaennTb MHOXXECTBO AOMNYCTUMbIX Oonepaunm
(3aBuUcsLLEeE, ObITb MOXET, OT HEKOTOPbIX AOMNONHUTENLHbIX
YCITOBMW) U KOHTPONMUPOBaTb BbIMNONIHEHNE YCTAHOBNEHHOIO

nopsigka.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

OTHoweHNE "cyObeKTbI-ODBbEKTLI" MOXHO NPeACcTaBUTb B BUAOE
MaTpuubl OCTYyNa, B CTPOKaX KOTOPOM MNepevncneHbl
CybbeKTbI, B cTONOLAax — 06bEKThI, a B KNeTKax,
PACMNONOXEHHbIX HA Nepece4YeHnn CTPOK U cTonbLuos.,
3anncaHbl ONONMHUTESbHbIE YCNOBUSA (Hanpumep, BpeMs U
MECTO OENCTBUS) N pa3peLleHHble BMabl AgocTyna. PparMeHT
MaTpULLbl MOXET BbIMMAAETb, HANPUMEP, Tak:
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

Tabnuuya 10.1. ®parMeHT MaTpu1Lbl gocTyna

®anun Mporpamma JivunAa cBa3zu PenauywnoHHana Tabnumua
Orw C CUCTEMHOWN rwc 8:00 go
MNonezoeatens 1 =
KOHCOMK 18:00
MonezoBaTens 2 a

"0" - obo3HavaeT paspeleHne Ha nepegady nNpas AOCTyna ApPYrvM Mofb30BaTensamMm,

r' — yreHue,
"w" - 3anuce,
" "

e — BbIMNONIHEHWE,

"a" - pobaenenne mHbopmMaumm
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

Tema nornyeckoro ynpasrieHnst 4OCTYNOM — OfHa U3
CrnoXxHenwmnx B obnactn nHdopmMmalMoHHON 6e30MacHOCTW.
[1eno B TOM, 4TO camMo NoHATHE OobbeKTa (a Tem bonee BnaOoB
OoCTyrna) MeHsIETCA OT cepBuca K cepsucy. [Ans
onepaumoHHON CUCTEMBbI K OO beKTaM OTHOCATCA pannbl,
yCTpoucTBa u npoueccol. [lpuMeHnTenbHO K dhannam u
yCTponUCcTBaM O0ObIYHO paccMaTpuMBalOTCs NpaBa Ha YTeHKUe,
3anuncb, BbIMOSTHEHUE (AN NporpaMMHbIX dpannos), MHoraa Ha
____vyaoaneHue n gobasneHue. OTaeribHbIM NMPaBoOM MOXET ObITb
BO3MOXHOCTb nepeaayun nosiHoMo4YmMn gocrtyna apyrum
cybbekTam (Tak HasblBaemMoe npaBo BnageHus). lNpoueccol
MOXHO co34aBaTtb U YHUYTOXaTb. COBPEMEHHLIE
ornepauuoHHble CUCTEMbI MOTYT NOAAEPXKMUBaTb N apyrne
OObEKTHI. %‘; BY>C



YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

[na cnctem ynpaBneHnsa penaumoHHbIMn 6a3amu JaHHbIX
00bEKT — 39TO Ba3a AaHHbIX, Tabnuua, npeacraBreHue,
XpaHumasi npoueaypa. K tabnmuam npumeHmnmsl onepaumm

noucka, gobaBneHusi, Moandukaumn n yaganeHnsa gaHHbIX, Y
APYrnx o6bEeKTOB MHblEe BUAbI AOCTYNA.



YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

Pa3HooOpa3sne o0beKTOB U NPUMEHMMBIX K HAM onepaunm
NPMBOAUT K NPUHLUMNMANbHON AeUueHTpannsaunum norm4eckoro
yrnpaereHusa goctyrnom. Kaxxgbi cepBuUC OOMKEH caM pellaTb,
NO3BOSMNTb NI KOHKPETHOMY CYOBLEKTY Ty UM UHYIO onepauutio.
TeopeTnyeckn aTo cornacyeTcs ¢ COBpeEMEHHbIM OOBbEKTHO-
OPUEHTUPOBAHHLIM NOAX0A0M, Ha NPaKTUKE XKe MPUBOOAUT K
3Ha4YnTENBHLIM TPyaAHOCTAM. [MaBHas npobrnema B TOM, YTO KO
MHOIMM OObeKTaM MOXXHO NOMNYy4YnUTb AOCTYM C NOMOLLbIO
_____pas3sHbIX cepBMcoB (BO3MOXHO, NpW 3TOM npuaeTcs
NpeoaoneTb HEKOTOPbIE TEXHUYECKNE TPYOHOCTN).
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

Tak, 00 pensunoHHbIX Tabnny MOXXHO 40DpaTbCs HE TOSbKO
cpeacteamm CYB/[], HO 1 nyTem HenocpeaCTBEHHOIO YTEHUS
doannoB N gMCKOBbIX pa3aenos, noaaepXmBaemMblix
ornepauuoHHON cnctemMmon (pasobpaBLUnCh NpeaBapuUTeEnbLHO B
CTPYKTYpe XpaHeHUs 00bekToB H6a3bl AaHHbIX). B pe3ynkraTte
npu 3agaHnum MaTpuulbl 4OCTyNa HY>XXHO NMPUHMMaTb BO
BHMMaHWE He TOMNbKO MPUHUKMN pacrnpeneneHnsa npuBuiermm
ONs1 KaXXgoro cepBuca, HO 1 CYLLIECTBYIOLLIME CBA3U MeXAy
____cepBucamu (npnxogutcsa 3ad0OTUTLCA O COrfacoBaHHOCTU
pasHbIX YacTen maTpuubl). AHanorndHasi TPYaHoOCTb -S
BO3HUKAET MPU SKCropTe/MMNopTe AaHHbIX, Koraa
MHpopMaLns 0 NpaBax AOCTyNa, Kak npaBuno, TepAeTCs
(MOCKonbKy Ha HOBOM CepBUCE OHa He MeeT CMbICna).



YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

CnepgoBaTernbHO, OOMEH AaHHBLIMU MeXAy PasfMYHbIMU
cepBucamMu npeacraBndeT ocobyto ONacHOCTb C TOYKMN 3PEHUSA
ynpaBneHnsa gOCTyrnoMm, a nNpu nMPOeEKTUPOBaHNM U peanmsaunm
pasHOpPOAHON KOHUrypaumm Heobxoammo no3aboTnTbCH O
cornacoBaHHOM pacnpenereHun npae goctyna cyobekToB K
oO0bekTamMm U 0 MMHUMM3aLNK Ynucra crocobos
aKcrnopTa/mmMmnopTa AaHHbIX.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

[Mpy NPUHATUK peLleHns O NpeaocTaBNeHnn AocTyna 0ObI4YHO
aHanu3npyeTcs cneaytoLas MHpopmauus:

O ngeHtTndoukaTop cyovekTa (MaeHTuuKaTop nosb3oBaTtens,
ceTeBOM agpec KomnbioTepa U T.n.). [NogobHble
naoeHTndnkaTopbl ABMNSKTCA OCHOBOW MPOU3BOSILHOIO (Unu
ANCKPELMOHHOro) yrnpaBneHust 4OCTYrNoOM;

O aTpubyThbl cybbekTa (MeTka beszonacHoCcTu, rpynna

____nonb3oBarensa u T1.n.). MeTkn 6esonacHoCcTn — OCHOBA
NPUHYAUTENIbHOro (MaHA4aTHOro) ynpasrieHNAa 4OCTYNOM.

47

§



YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

MaTtpuuy goctyna, BBUay ee paspexxeHHOCTU (DONbLUIMHCTBO
KINETOK — NYCTbl€), HEPA3yMHO XPaHUTb B BUAE OBYXMEPHOIo
Maccua. OObIYHO ee XpaHAT no cTornbuam, To eCcTb Ans
KaXkgoro obbekta nogaepxmBaeTcs Cnmcok "gonyLeHHbIx"
CyObeEKTOB BMECTE C UX NpaBaMu. OfiEMeHTaMU CMIUCKOB MOryT
ObITb MMeHa rpynn n WabnoHbl CyOLEKTOB, YTO CIYXUT
bonbLwMM nogcnopbeM aaMUHUCTPAaTopy. HekoTopble
npobremMbl BO3HMKAIOT TONLKO NpW yaaneHnn cybbekTa, Koraa

_____rpuxoauTcs yoansaTb ero MMsi N3 BCEX CMUCKOB A4OCTyNa;
BNpo4yeM, 3Ta onepauuna npon3BoamnTCcsa HeYacTo.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

Cnincku gocTtyna — UCKNoYnUTENbHO rmbkoe cpeancTtro. C nx
MOMOLLIbIO JTIETKO BLIMOMHUTL TPeboOBaHME O rPaHyNSAPHOCTU
npaB C TOYHOCTbIO 40 nonb3oBatend. [locpeacTBOM CrnMCKOB
HECNOXHO 000aBNTb NpaBa U1 ABHbIM 0Dpa3oM 3anpeTUTb
gocTtyn (Hanpumep, YTobbl Haka3aTb HECKOSTbKUX YSTIEHOB
rpynnbl NonbL3oBaTtesien). be3ycnoBHO, CMNCKM SIBNSIOTCS
NyYyLlnM CpeacTBOM MPOU3BOSIbHOMO yrpaBrieHUs OOCTYMNOM.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

[Mogasnstowiee 00MnbLLUMHCTBO onepaumMoHHbIX CUCTEM U
CUCTEM YyripaBrieHnst basamMu gaHHbIX peanusytoT UMEHHO
npoun3BonbHoe ynpasneHme goctynom. OcHOBHOE
OOCTOMHCTBO NPOU3BOSIbLHOrO yrpaBrieHNsl — r’MOKOCTb.
BooOLe roBops, Anga Kaxaomn rnapbl "CyObeKT-00BbeKT" MOXHO
He3aBMCUMO 3a[aBaTb npaBa gocTtyna (0COOEHHO NErko aTo
aenartb, ECN UCMOSIb3YKTCHA CIUCKU ynpaBrieHUs
aocTtynom). K coxxaneHuto, y "nponsBonbHOro” noaxoaa ecrb

____psia HepocTaTKoB. PaccpenoTOMEHHOCTL YrpaBrieHUs
OOCTYMNOM BEAET K TOMY, UTO AOBEPEHHLIMU OOSTKHbI ObITb
MHOrMe nosnb30BaTeNnun, a He TOSTIbKO CUCTEMHbIE OrepaTopb!
NN agMMHUCTPAaTOPHI.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

N3-3a pacceaHHOCTU NN HEKOMMNETEHTHOCTMN COTPYAHMKA,
BrnageroLero cCeKpeTHou nHgopmaumen, aTy nHdgopmaumio
MOrYyT Y3HaTb W BCE OCTaslbHbl€ MNOfb30BaTENMN.
CnepoBaTeribHO, MPON3BOSIbHOCTbL yrpaBreHUsa OoMmKHa ObITb
OOMNOJSTHEHA XXECTKMM KOHTPONEM 3a peanuni3aunen n3dbpaHHoOW
NONUTUKM OE30NacHOCTMN.



YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

BTopon HegocTaTok, KOTOPbIN NpeacTaBnaeTCca OCHOBHbIM,
COCTOMUT B TOM, YTO NpaBa OOCTyna CYyLLeCTBYIOT OTAENIbHO OT
OaHHbIX. HNYTO He MeLllaeT nosib3oBaTento, MMeKLLEMY
OOCTYN K CeKpeTHOU nMHdopmMmaumun, 3anncatb ee B 4OCTYMNHbIN
BCEM pann 1IN 3aMeHUTb NOME3HY YTUNUTY ee "TPOAHCKUM'
aHarorom. NNogobHas "pa3geneHHOCTL" NpaB U AaHHbIX
CYLLECTBEHHO OCJIOXHAET npoBegeHne HECKOSTbKUMN
CUCTEMAaMM COrfacoBaHHOM NONUTUKKM DE30MacHOCTU 1,

_____rnaBHoe, genaeTt rnpakTun4yeckn HEBO3MOXHbIM 3 EKTUBHbLIN
KOHTPOJSIb COrnacoBaHHOCTMW.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

Bo3Bpallasicb K BONpocy npeacTaBrieHns MaTpulbl A4OCTyNa,
YKaXKeM, YTO 151 3TOro MOXHO UCMOSIb30BaTh TaKXe
dyHKUMOHaNbHbIN Cnocob, Koraa MaTpuLy He XPaHAT B SBHOM
BUAE, a KaXabl pa3 BbIYUCASIOT COOEPKNMOE
COOTBETCTBYHOLUMX KNETOK. Hanpumep, npun NpuHyaUTENBHOM
ynpasneHnum JOCTYNOM NPUMEHSAETCS CpaBHEHNE METOK
be3onacHOCTM cyObeKkTa U OObEKTA.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

YnobHon HagCTPOWKOM Haa, cpeacTBamMm JIOrMYeCcKoro
ynpaBneHnsa gOCTYrnoM sABMAETCH orpaHn4YmMBaroLLmumn
uHTepdeunc, Kkorga nonb3oBaTens NULLAKT camMmon
BO3MOXXHOCTW NOMNbITAaTbCA COBEPLUNTb HECAHKLUMOHUPOBAHHbIE
OENCTBUSA, BKITIOYMB B YMCIMO BUOUMBIX EMY OOBLEKTOB TOSbKO
Te, K KOTOpbIM OH nmeet goctyn. [oaobHbi nogxon 00bIYHO
peanusyloT B paMKax CUCTEMbI MEHIO (MOMNbL30BaTESIO
NoKasbIBalOT NULLb AOMNYCTUMbIE BapuaHTbl BbIOoOpa) Unm

_____nocpeacTBOM OrpaHnymBatloLLnX 060sio4eK, Takux Kak
restricted shell B OC Unix.
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YnpasneHue goctynom (OCHOBHbIE MOHATUSA)

B 3akntoveHne nogyepkHEM BaXXHOCTb yrpaBfieHUsa 4OCTYnoMm
He TOJIbKO Ha YpOBHEe onepaunoHHOW CUCTEMbI, HO U B paMKax
OpYyrux cepBncoB, BXOOALLMX B COCTaB COBPEMEHHbIX
NPUNOXEHNWN, a TaKKe, HAaCKOSNbKO 3TO BO3MOXHO, Ha "CTbIKkax"
MeXxay cepBucamun. 34ecb Ha rMepBbIn MnaH BeIXoAUT
CylLLecTBOBaHWe eaMHON NONUTUKKN 6e3onacHOCT
opraHusaumun, a Takke KBanndpuumpoBaHHOE U corfacoBaHHOe
CUCTEMHOE aIMUHNCTPUPOBAHUE.
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Ponesoe ynpasneH1e 4OCTYNOM

[Tpn BonblUOM KONn4yecTse Nonb3oBaTenen TpagnuunoHHbIE
NoACUCTEMbI YNpaBrneHnUs AOCTYNOM CTAaHOBATCS KpanHe
CITOXHbIMW N9 agMUHUCTPUpPOBaHUA. HYMCno cBA3EN B HUX
nponopunoHarnbHO NpPou3BeaeHNIO KONMYecTBa
Nnosfib3oBaTenNen Ha KonnyecTBo obbekToB. Heobxoanmsl
peLlleHns B OObEKTHO-OPUEHTUPOBAHHOM CTUI1E, CNOCOBOHLIE
9TY CMOXHOCTb NMOHU3UTD.
Takum pelleHneM SBNsIETCA porieBoe ynpasneHue
__Aaoctynom (PY[). CyTb ero B TOM, 4TO Mexay
nonb3oBaTenaMum U nx nNpUBUNErnsSMm NnOABAAKOTCA
NPOMEXYTOYHbIE CYLLIHOCTU — ponu. [na kaxaoro
nonb3oBaTens ogHOBPEMEHHO MOryT ObiTb aKTUBHbIMU
HEeCKOJIbKO porien, Kaxaas U3 KOTOpbIX JaeT eMy
onpegeneHHble npasa (cMm. puc. 10.2).
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PoneBoe ynpaBneHune OOCTYNoMm

Monb30BarTensb Monb30BarTenb
1 2

Ponb 1

v v

Npaso ﬁocwna lNpaso gocwna

Monb30BarTensb
N

Y

Ponb K

R

lNpasBo #ocwna

Puc. 10.2. lonbzoBarenu, o0beKTbl U ponu.
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Ponesoe ynpasneH1e 4OCTYNOM

PoneBon gocTtyn HenTparneH no OTHOLLUEHUIO K KOHKPETHbLIM
BMOaM npas 1 crnocodbam nx NPOBEPKU; €ro MOXHO
paccMaTpuBaTb Kak 0ObEKTHO-OPUEHTUPOBAHHbLIN KapKac,
obrneryarowmn agMMHNCTPUPOBAHME, MOCKOSbKY OH MO3BOSIAET
caenaTtb NoACUCTEMY pasrpaHMYeHns OoCcTyna ynpasnaemMomn
Npn CKOSb YrogHO OONbLLIOM Ynche nonb3oBarternen, npexae
BCEro 3a CYET YCTaHOBNEHUNS MeXay PonamMm CcBs3en,
aHariormyHbIx HacrnegoBaHUO B OO bEKTHO-OPNUEHTUPOBAHHbIX
___cuctemax. Kpome Toro, ponen OmKHO ObITb 3HAYUTENBHO
MeHbLUe, YeM nosib3oBatenien. B pesynberarte 4nucno
aAMUHUCTPUPYEMBbIX CBA3EN CTAHOBUTCA NMPONopLUOHarnbHbIM
cymMmMme (a He Npou3BeOEeHNI0) KoNM4ecTBa Nonb3oBaTenen u
OOBLEKTOB, YTO MO NOPAAKY BENUUYNHBbI YMEHbLUUTb YXXe
HEBO3MOXHO. ¥ =moe



Ponesoe ynpasneH1e 4OCTYNOM

Ponesou goctyn passuBaetcs bonee 10 net (cama noes
ponen, pasyMeeTcsd, 3Ha4YUTESbHO CTapLUe) Kak Ha YPOBHE
ornepauuoHHbIX CUCTEM, TaK 1 B pamkax CYB[ n gpyrux
MHJOpPMaLMOHHbIX CepBUCOB. B YacTHOCTU, CYLLECTBYIOT
peanusaunmn ponesoro goctyna ana Web-cepsepos.

B 2001 roay HaunoHanbHbIN MHCTUTYT CTAHOAPTOB U

TexHornornm CLUA npeanoXxmn npoekT ctaHaapTa poneBoro
_____ynpasneHusa goctynom (cMm. http://csrc.nist.gov/rbac/),

OCHOBHbIE MONOXEHNSI KOTOPOro Mbl U PACCMOTPUM.

59



Ponesoe ynpasneH1e 4OCTYNOM

PoneBoe ynpaBneHne JOCTYNOM ONepupyeT cneayrowmnmm
OCHOBHbIMW MOHATUSAMMN:

0 nonb3oBaTenb (YeNoBeK, MHTENNEKTYaNbHbI aBTOHOMHBbIN
areHT n T.n.);
L) ceaHc paboTbI Nnonb3oBaTens;
0 ponb (00bIMHO ONpenensieTca B COOTBETCTBUN C
OopraHnU3aumMoHHOW CTPYKTYPOW);
_[] 06beKT (CyLHOCTbL, AOCTYN K KOTOPOW pasrpaHn4nBaeTCcs;
Hanpumep, dpann OC nnun tabnmua CYB[);

60

>
v

=N\



Ponesoe ynpasneH1e 4OCTYNOM

0 onepauusna (3aBncuT oT oobekTa; ans dpannos OC — YTeHune,
3anuncb, BbiNonHeHue v T.n.; ansg taonuu CYb[ — BcTaBka,
yaaneHue v T.n., Ans npukrnagHbiX 0ObLEKTOB onepaunm MoryT
ObITb Donee CrnoXHbIMN);

] npaBo gocTtyna (paspeLueHne BbINOMHATb onpeaesieHHbIe
onepauun Hag onpegeneHHsIMmn obbekTamm).
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Ponesoe ynpasneH1e 4OCTYNOM

Ponam npunucbiBaloTcA Nnonib3oBaTenv U npaea AocTyna,;
MOXHO CYMTATb, YTO OHU (PONKN) UMEHYIOT OTHOLLUEHUSA "MHOrne
KO MHOrMM" Mexay nonb3oBaTtenamMmu 1 npasamun. Ponu moryT
ObITb NpUNUCaHbl MHOIME MosSib30BaTeNnN; O4NH NONbL30BaTENb
MOXET ObITb NpunmncaH HeECKoNbLKUM pornsm. Bo Bpema ceaHca
paboTbl Nosfib3oBaTensa akTMBU3NPYETCH NOAMHOXECTBO Porewn,
KOTOPbIM OH NpUNnUcaH, B pesyrnbsrate Yero OH CTaHOBUTCA
obnagartenem obbeanHeHUs nNpas, NPUNUCAHHbBIX aKTUBHbLIM

___ponam. OgHoBpeMEHHO Mnosib3oBaTeNb MOXET OTKPbIThb
HEeCKOJIbKO CeaHCOB.
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Ponesoe ynpasneH1e 4OCTYNOM

Mexay ponamm MoXeT ObITb onpeaeneHo OTHOLLEHNE
4aCTUYHOIo Nopsaaka, HasblBaemMoe HacregosaHuem. Ecnu
porib r2 aBnAeTcsa HacnegHuuew r1, To Bce npasa r1
NpunNUCbIBalOTCA r2, a BCe Norb3oBaTenu r2 npunucbiBaroTcA
r1. OueBngHoO, YTO HacnegoBaHUe pPosien COOTBETCTBYET
HacnegoBaHMIO KNnaccoB B OO bEKTHO-OPMEHTUPOBAHHOM
nporpaMmmMnpoBaHnK, TONLKO NMpaBamM OOCTyna COOTBETCTBYIOT
METOMbI KIaccoBs, a Nosfib3oBaTensMm — 0ObEeKTbI (3K3eMMNApbI)
_____Kraccos.
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Ponesoe ynpasneH1e 4OCTYNOM

OTHOLLEHNE HacneaoBaHUsA ABAAETCA NepapXnyeckum,
npuyem npasa JocTyna 1 Nofib30BaTeNN pacnpoCTPaHAITCH
Mo YPOBHSAIM Mepapxmm HaBCTpeYy apyr Apyry. B oOLem
cny4yae HacregoBaHue SBMSETCA MHOXECTBEHHbIM, TO €CTb Y
OJHOW PONnn MOXET ObITb HECKONBbKO NpeaLlecTBeHHNL, (1,
€CTECTBEHHO, HECKONbKO HacneagHuL, KOTopbIX Mbl Oyaem
Ha3blBaTb TakKXe NpeemMHuLamn).
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Ponesoe ynpasneH1e 4OCTYNOM

MoXHO npeactaBuTb cebe dbopmmpoBaHne nepapxummn ponem,
HayMHas ¢ MMHUMYMa npaB (M MakCcUMyMa rnosib3oBaTenen),
NpUNMcbiBaeMbIX ponu "CoTpyaHMK", C NOCTENEHHbIM
YTOYHEHMEM COCTaBa Nnonb3oBartesnien n godbaBneHnem npas
(ponu "cuctemHbIn agMuHUcTpartop”, "oyxrantep” u T.n.),
BMNSOTb 40 ponun "pykoBoauTesnb" (4TO, BNPOYEM, HE 3HAYMUT,
4YTO PYKOBOAUTENIO NPEeaOoCTaBNATCA HEOrPaHUYEHHbIE
npaea; Kak n gpyrum ponsimM, B COOTBETCTBUN C NPUHLMMNOM

_____MMHMMM3aALMU NPUBUIIETUN, 3TON PONM LienecoobpasHo
paspeLmnTb TONbKO TO, YTO HEODXOANMO OS1A BbIMOSIHEHUSA
CIy>XebHbIX 006a3aHHOCTEN). PparMeHT NogodbHOW nepapxmu
porien nokasaH Ha puc. 10.3.
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PoneBoe ynpaBneHune OOCTYNoMm

COTpYAHMHK
CHCTEeMHBbIH byxrantep PyxoBogurenb

aJAMMHHUCTpPATOp

'

maBHbIK Dyxranrtep
Puc. 10.3. O®OparmMeHT uepapxmu ponen.
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Ponesoe ynpasneH1e 4OCTYNOM

[ns peanusaummn elle oOHOro ynomMmHaBLLErocs paHee
Ba)XHOro npuHUmna nHgpopmaLlnoHHoOn 6e3onacHoOCTn
BBOAMTCS NOHATME pa3perieHna o0o6a3aHHOCTen, Npuvem B
OBYX BMaax:. CTaTU4ECKOM U ANHAMMNYECKOM.



Ponesoe ynpasneH1e 4OCTYNOM

Ctatunyeckoe pasgeneHue oba3zaHHOCTeN Hanaraer
OorpaHnyeHns Ha NpunNUcbiBaHUe Nosnb3oBarterien ponsam. B
NPOCTENLLEM Clny4ae YsfIEHCTBO B HEKOTOPOW POnu 3anpeLlaet
NpuUnNMcbIBaHME Nonb3oBaTtensa onpegeneHHoOMYy MHOXECTBY
apyrux ponen. B obuwem cnyyae gaHHoOe orpaHU4yeHme
3aJaeTcd Kak napa "MHOXeCTBO poneun —4yncno” (rae
MHO>XECTBO COCTOMT, N0 KpanHen mepe, U3 OByX poneu, a
YMCNO OOSMKHO ObITb OonbLle 1), Tak YTO HUKAKOM

_____nonb3oBaTterib He MOXET bbITb NpUNMcaH ykazaHHoMy (Mnu
bornblueMY) YMCny ponen n3 3agaHHOro MHOXeCTBaA.

Hanpumep, MOXeT cyLlecTBoBaTb NATb OyxranTepcKux posieun,
HO NONUTMKa 6e3onacHOCTU AOMNyCcKaeT YfIeHCTBO He bonee
4yeM B OBYX TaKUX posisx (34ecb 4nMcno=3).
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Ponesoe ynpasneH1e 4OCTYNOM

[1pn HannymMn HacnegoBaHUA PONeEN orpaHNYeHne
npmnobpeTaeT HECKOMBLKO Donee CNnoXHbIN BN, HO CYyTb
OCTaEeTCHA NPOCTOU: NMPU NMPOBEPKE YSIEHCTBA B POSIAX HYXXHO
YYuUTbIBaTb MPUNUCLIBAHUE MoSb3oBaTenen ponsam-

HacnegHuuam.



Ponesoe ynpasneH1e 4OCTYNOM

OuHamunyeckoe pasgeneHue ob6s3aHHOCTEN OTNMYaeTcsd OT
CTaTUYECKOro TOSMbKO TEM, YTO paccMaTpuBarOTCA POnu,
OOHOBPEMEHHO aKTUBHbIE (ObITb MOXET, B pa3HbIX ceaHcax)
Onsi 4aHHOro norb3oBaTens (a He Te, KOTOPbIM MoJSib30BaTeNb
cTaTu4eckn npunucaH). Hanpumep, oanH rnosrib3oBaTtesib
MOXET UrpaTtb posib U Kaccupa, U KOHTponepa, HO He
OOHOBPEMEHHO; YTODbI CTaTb KOHTPONEPOM, OH A0S KEH
CHa4yana 3akpbITb Kaccy. Tem camMbIM peannsyeTca Tak
_____Ha3sblBaeMOe BpeMeHHOoe orpaHuyeHune noBepus,
SBNSOLLIEECS aCrNEKTOM MUHUMM3ALNN NPUBUNETUN.
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Ponesoe ynpasneH1e 4OCTYNOM

PaccmaTpuBaeMbi NPOEKT CTaHO4apTa COOAEPXKUT
cneymdunkaumm Tpex Kateropum pyHKLMNU, HeobXoaAnUMbIX ONA
agMunHucTpmpoBaHuna PYL:

0 AAMUHUCTpaTUBHbIE PYHKUMUU (CO30aHMNE U
COMpPOBOXAEHME ponen n apyrux atTpndyToB posieBoro
aocTtyna): cosgaTb/yaanuTb posib/Norb3oBartens, npunucaTtb
nonb3oBaTena/npaBo ponm Unn NMKBMANPOBAaTh

___ CyLlecTBYKOLLYO accounauuto, co3gartb/yaannutb OTHOLLEHME
HacnegoBaHUA MeXay CYLLECTBYIOLWMMW PONsMKU, co30aTh
HOBYIO POnb N cAenaTtb ee HacneaHuuen/npealecTBeHHNLEN
CYLLECTBYIOLLEN pOnun, co3aaTb/ygannTb orpaHNYeHna ans
CTaTM4yecKoro/AMHaMmn4eckoro pasaeneHns obsisaHHocTen,,



Ponesoe ynpasneH1e 4OCTYNOM

0 BcnomoraTtenbHble PyHKUUU (0OCNyXMBAHNE CEAHCOB
paboTbl NoNbL30oBaTenen): OTKPbITb ceaHC PaboThl
nonb30oBaTesnd ¢ akTuBaumen nogpasymesaemMoro Habopa
pOnen; akTMBMpoBaTb HOBYIO POfib, AeakKTUBMPOBATL POIb;
NpPOBEPUTb MPABOMEPHOCTb AOCTYyna.

0 NUHdopmaumoHHble dpyHKLUM (NofydeHne cBeaeHnn o
TeKyLlen KoHgurypaumm ¢ y4eTomM OTHOLLEHUS
HacnegoBaHuga). 34eck NPOBOAUTCA pasgeneHme Ha

_____obgasaTtenbHble U HeobA3aTenbHblEe YHKUKUK. K yncny rnepBbIxX
npuHagneXxatT nony4YyeHne crnmcka nonb3oBareneu,

NPUNMMcaHHbIX POJ1N, N CIMNMUCKa pOJ'IGI7I, KOTOpbIM NMpuUurnncaH
NOJ1Ib30BATEJb.
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Ponesoe ynpasneH1e 4OCTYNOM

Bce octanbHble PyHKUUM OTHECEHDLI K paspany
HeobsA3aTenbHbIX. ATO NoNy4YyeHne nHdopmauum o rnpasax,
NPUMUCAHHbLIX PO, O NpaBax 3agaHHOro NonbL3oBaTenNs
(KOTOpbIMKX OH ObfladaeT Kak YfieH MHOXeCTBa ponen), ob
aKTUBHbIX B JaHHbIN MOMEHT ceaHca pornsax v rnpasax, 0b
onepauusix, KoTopble posib/rnosib3oBaTesib MPaBOMOYHbI
COBEPLINTb Had 3agaHHbIM OOBLEKTOM, O
cTaTn4yeckoMm/gnHaMmn4ecKkom pasgerneHnm obsazaHHOCTEN.
MOXXHO HaOeATbCA, YTO NpeadnaraeMbl CTaHOaPT NOMOXET
copmumpoBaTtb €4UHYO TEPMUHOMNONMIO K, YTO Doree BaXxHO,
No3BONUT oueHuBaTb PYL-npoaykTel C eAuHbIX MO3nLUnn, No
eNHOW LKane.
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YnpaBneHune JocTynom B Java-cpene

Java — 3T0 06bLEKTHO-OPNEHTNPOBAHHAA cucTemMa
NporpamMMmMpoBaHnS, NOITOMY U yrpaBrieHne OOCTYNOM B HEW
CNPOEKTUPOBAHO U pearin3oBaHo B 0O6bLEKTHOM cTune. o aTon
NpuyYMHE paccMOTPETb Java-cpeay Anst Hac O4EHb BaXHO.
[ToopobHOo o Java-TexHosnornm n 6esonacHocTn Java-cpeasbl
pacckasaHo B ctaTbe A. TapaHoBa 1 B. Linwesckoro "Java B
Tpu roga” (Jet Info, 1998, 11-12). C paspelueHns aBTopoB
aariee ucnosnb3yrTca ee parMeHThl.
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YnpaBneHune JocTynom B Java-cpene

[Tpexxae Bcero, 0CTaHOBMMCS Ha 3BOMOLMM MOAENU
be3onacHoctu Java. B JDK 1.0 6binia npeanoXxeHa KoHUenums
"necoyHunubl” (sandbox) — 3aMKHYTOU Cpeabl, B KOTOPOU
BbIMOSTHATCA NOTEHUMASIBHO HEHAOEXHbIE NMPOorpaMmmbl
(annneTbl, NocTynueLLKE Nno cetun). lNporpammeil,
pacrnonararowmecd Ha fnokarbHOM KOMIMbIOTEPE, CYNTANTUCH
abConTHO HagEXHbIMN, N UM ObINTIO AOCTYMHO BCE, YTO
OOCTYMHO BUpTYyanbHon Java-maluuvHe.
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YnpaBneHune JocTynom B Java-cpene

B uncno orpaHuyeHun, Hanaraemblx "nNeco4vHuuen”, BxoauT
3anpeT Ha AOoCTyn K fiokanbHoW pbannoBon CUCTEME, Ha
CeTeBOE B3anMMOOENCTBME CO BCEMU XOCTaMU, KpomMme
MCTOYHMKA annneTa, 1 T.n. HesaBUMCNUMO OT YPOBHS
OocTuraemomn npu aTom b6esonacHocTn (a npobnemsol
BO3HMKANM U C pasgeneHnem CBOW/YYXomn, N ¢ onpeaeneHnem
MCTOYHMKa annrieTa), HanoXXeHHbIe OrpaHnYeHns cnenyer
NPU3HAaTb CINULLKOM O0DpeMEHUTENBbHBLIMU: BO3MOXHOCTW AN

____coaepaTenbHbIX AeNCTBUN Y anmnfeToB NoYTU HE OCTaETCH.
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YnpaBneHune JocTynom B Java-cpene

UTo0bI cnpaBuTbcsa ¢ aTon npobnemon, B JDK 1.1 BBenu
OeneHne NCTOYHUKOB (TOYHEee, pacnpocTpaHUTeNen) annneTos
Ha HaOeXHble N HeEHaAEeXHble (MCTOYHUK onpenensncsd rno
SNIEKTPOHHOW noanucun). HagexHble annneTol
npupaBHMUBaNuCb B rnpasax K "pogHomy" koay. CaenaHHoe
nocnabneHue pewwnno npoodbriembl TEX, KOMY NpaB HE XBaTarno,
HO 3aLyMTa ocTanacb HEJLWWENOHNPOBAHHOMN U,

cregoBaTerbHO, HEMOJSTHOMW.
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YnpaBneHune JocTynom B Java-cpene

B JDK 1.2 cdhopmupoBanack moaens 6e3onacHoCTH,
ncnorne3yemaa n B Java 2. Ot mogenu "necoyHnubl”
oTkasanuncb. OopMMUINCb TPU OCHOBHbIX MOHATUSA:

0 NCTOYHUK nNporpamMmmbl;
] npaBoO 1 MHOXXECTBO Npas,
0 nonntuka 6e3onacHoOCTM!.

_ WNcTo4nuk nporpammebl onpenensetcs napoun (URL,

pacrnpocTpaHuTenn nporpamMmmel). NocnegHmne 3agaroTcs
HabopoM LMMDPOBBLIX CEPTUPUKATOB.
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YnpaBneHune JocTynom B Java-cpene

[TlpaBO — 9TO abCTpaKTHOE NOHATME, 3a KOTOPbIM, KaK u
NONOXEHO B 00O bEKTHOU cpeae, CTOSAT Kracchbl U 00beKThI. B
OOSIbLUMHCTBE Cny4Yaes NpaBo onpeaenaeTcs ABymM4
LenoykamMmm CMMBOSIOB — UMEHEM pecypca N EUCTBUEM.
Hanpumep, B Ka4ecCcTBe pecypca MOXeT BbICTynaTb dpaunsn, a B
KayecTBe OencTBua — YteHme. BaxHenwmm metooom
"npaBoBbIX" 00bekTOB sABnsaeTcs implies(). OH npoBepsier,
criegyeTt nv ogHo npaso (3anpawmBaemMoe) N3 Opyroro

_ (nmetowerocs).
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YnpaBneHune JocTynom B Java-cpene

[TonuTtuka 6e3o0nacHOCTM 3a4aeT COOTBETCTBUE MeEXAY
MCTOYHMKOM U NpaBamMu NOCTYNUBLLMX U3 HEFO NporpamMmm
(popMaribHO MOXXHO CUUTATb, YTO KaXXOOMYy UCTOYHUKY
cooTBeTcTBYeT cBOA "neco4vyHnuya”). B JDK 1.2 "pogHble”
nporpamMmmbl HE UMEIOT KaKnX-NIndo npuBUIernn B nnaHe
©e3onacHoOCTU, U NONMMTUKA NO OTHOLLEHUIO K HUM MOXET ObITb
nobon. B pesynerate nony4usrica TpagMunMoHHbIU ONA
coBpemMeHHbIXx OC n CYB[l mexaHnam npas gocTyna co
___criegyownMm ocobeHHOCTAMM:
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YnpaBneHune JocTynom B Java-cpene

[TonuTtuka 6e3o0nacHOCTM 3a4aeT COOTBETCTBUE MeEXAY
NCTOYHMKOM U NpaBaMu NOCTYMNUBLUMX U3 HETO NMporpamm
(popMaribHO MOXXHO CUUTATb, YTO KaXXOOMYy UCTOYHUKY
cooTBeTcTBYeT cBOA "neco4vyHnuya”). B JDK 1.2 "pogHble”
nporpamMmmbl HE UMEIOT KaKnX-NIndo npuBUIernn B nnaHe
6e3o0nacHOCTU, N NONUTUKA NO OTHOLLEHUIO K HUM MOXET BbITb
nobon. B pesynerate nony4usrica TpagMunMoHHbIU ONA
coBpemMeHHbIXx OC n CYB[l mexaHnam npas gocTyna co
___criegyownMm ocobeHHOCTAMM:

1 Java-nporpammbl BbICTYNarT HE OT MMEHU NOSib30BaTenNs, Ux
3anyCcTMBLLErO, a OT UMEHUN NCTOYHKMKA NporpamMmebl. (ATO
BecbMa rnybokasi u nporpeccuBHasi TpakToBKa, eCnm ee
NpaBuUSIbHO pa3BUTb, CM. CneayoLwWwun pasagen);
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YnpaBneHune JocTynom B Java-cpene

0 HeT noHATMA BragenbLa PpecypcoB, KOTOPbIN MO Obl MEHSATL
npaea; nocnegHne 3agatTcs UCKNOYNTENBHO NONUTUKON
be3onacHocTn (bopMasribHO MOXHO CYMTaTb, YTO BriagenbLem
BCEro ABMAETCS TOT, KTO POPMUPYET NOMUTUKY);

] mexaHn3Mbl 6e30nacHOCTM cCHabXeHbl OO bLEKTHOW 0DEPTKOWN.



YnpaBneHune JocTynom B Java-cpene

BecbMa BaXKHbIM NOHATMEM B Mmoaenu 6e3onacHoctn JDK 1.2
SIBNSIETCA KOHTEKCT BbINosfIHeHUA. Korga smpTyarnbHas Java-
MaLlMHa NpoBepPSET npaBa AocTyrna 0bbekTa K CUCTEMHOMY
pecypcy, oHa paccMaTpuBaET HE TOSIbKO TEKYLLMN OOBLEKT, HO U
npeablayLwme arieMeHTbl CTeKa BbI30BOB. [locTyn
NpenocTaBnaAeTCs TOMbKO Toraa, Korga Hy>KHbIM NpaBoM
obnagatoT Bce 0ObeKThI B cTeke. PaspaboTtynkn Java

Ha3bIBalOT 3TO peanu3aunen NnpuHununa MMHUMN3aumnmn
_____npuBUNETNN.
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YnpaBneHune JocTynom B Java-cpene

Ha nepBbIn B3rNa4, y4eT KOHTEKCTa npeacraBnaeTcd
NornyHbIM. Hernb3s gonyckaTb, YTOObl BbI3OB Kakoro-nmbo
METOoAda pacLlmMpss npasa gocTyna XoTs Obl N0 TOM MpUYnHe,
YTO OOCTYN K CUCTEMHbIM pecypcaM OCYLLECTBMSETCS He

HaNpPsMYt0, a C MOMOLLIbIO CUCTEMHbBIX OOBEKTOB, MMEILLINX
BCe npasa.



YnpaBneHune JocTynom B Java-cpene

K coxaneHuto, nogobHble 4oBOAbLI NPOTUBOPEYaT OAHOMY U3
OCHOBHbIX NPUHLUMNOB OOBLEKTHOIO Nogxo4da — NPUHLUMNY
MHKancynsaumn. Ecnn obbekT A obpalyaetcs K 06bekTy B, OH
HE MOXET N He OOIMKEH 3HaTb, Kak peann3oBaH B 1 kaknmm
pecypcamMu OH nonb3yeTca Ans ceounx uenen. Ecnn A umeer
NpaBo BbI3bIBaTb KAKOMN-NTMOO MeToa B ¢ HEKOTOPLIMU
3HA4YEeHNAMM aprymeHToB, B 06s13aH 0b6cnyXuTb BbI30B. B
NPOTUBHOM cry4ae npu opMmnpoBaHnmn NMOSINTUKN

____BesonacHocCTn npmaeTcs yYnTbiBaTb BO3MOXHbIN rpadp
BbI30BOB OOBEKTOB, YTO, KOHEYHO Xe, HEpearibHO.
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YnpaBneHune JocTynom B Java-cpene

PaspaboTtunkm Java oco3HaBanu aty npobnemy. Ytoobl
CNpaBUTLCA C HEN, OHU BBENU NOHATNE
NpPUBUIIErMpoBaHHOro MHTepBana nporpamMmmsbil. [1pu
BbIMOJTHEHNM TAKOro MHTEpBasia KOHTEKCT UTHOPUPYETCA.
[lpuBMNernpoBaHHas nporpamMmma oTBe4vaeT 3a cebs, He
NHTEepecydacb npeabicTopruen. AHaNoOroMm NpUBUIIErMpoBaHHbIX
nporpamm aBnsaTCS pannbl ¢ OUTamm nepeycTtaHoBKU
noeHTndunkaTtopa nosnb3osatens/rpynnsl B OC Unix, 4To

_____NMwHMK pas noateepxaaeT TpaanuUMOHHOCTL Noaxoaa,
peann3osaHHoro B JDK 1.2. 3BecTHbI yrpo3bl 6be3onacHoOCTH,
KOTOpble NPUBHOCAT NoaodHble dpanrbl. Tenepb 3TO He
nyJwee cpeacteo OC Unix nepekodeBaro B Java.
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YnpaBneHune JocTynom B Java-cpene

PaccmoTpmumMm gucumMnivHy KOHTPOMA npae gocTtyna donee
doopmarbHo.

Knacc AccessController (BCTpoeHHbI MeHeXep
be3onacHOCTN) NpeaoCcTaBnsaeT eaAnHbIN MEeTOA A9 NPOBEPKU
3alaHHOro npasa B TEKYLLEM KOHTEKCTe — checkPermission
(Permission). 910 ny4we (N0 NpUYNHE napameTpmsyemMocTm),
4yeM MHOXXeCTBO MeToAdoB BMmaa checkXXX, NnpucyTCTBYHOLWLNX B

__ SecurityManager — gquHaMmn4eckn N3MeHAEMOM MEHeIKepe
be3onacHocTn n3 paHHnx sepcun JDK.
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YnpaBreHue gocTynom B Java-cpeae

MycTb TeKYLWMI KOHTEKCT BbINONHEHMA cocToMT M3 N CTeKOBbIX (QPerMoB (BepXHWiA

COOTBETCTEYET Mertoay, Bui3gaswemy checkPermission(p)). Metoa checkPermission

peanuzyet cnegyrowmnin anroputm (gM. Juctunr 10.1).

HE KVMeeT NPDOEBEEpAEMOIO

ngasal {
throw AccessControlExcegtion
WA W PNV ——
} elze &; (i-¥ QpeyM noMeuex Kak npusmnermposaﬁxﬂmg |
return;
WVWAAAAAAAAANN
}

=3 -1
vt r

5. a

b
// BHACHMM, eCTb J¥ NpOBEpAeMOe NpaBo Yy YHAaCAeZOBaHHODO KOHTEKCTa
inheritedContext.checkPermission (p);

Jucturr 10.1. Anropuru paboru Meroma gheckPermission xnmacca AgcessController. (himl, f£xt)




YnpaBneHune JocTynom B Java-cpene

CHayvana B cTeke uuietcs dpenm, He obrnagaroLmm
npoBepaeMbiM npasoMm. [lpoBepka Npon3BoaANTCH 4O TEX Nop,
noka nmbo He ByaeT ncyepnaH cTek, IMdO He BCTPETUTCS
"npuBunernpoBaHHbIN" openm, co3gaHHbIN B pe3yrbraTte
obpauleHmna k metoay doPrivileged(PrivilegedAction) knacca
AccessController. Ecnu npu nopoxaeHnn TeKyLWEro noTtoka
BbIMOSIHEHUSA ObIfT coxpaHeH KOHTEKCT inheritedContext,
NpoBepPSETCA 1 OH. [1pn NoNoXNTENLHOM pesynbsraTe
___nposepkun meton checkPermission(p) Bo3spallaet
yrnpasneHue, npu oTpuyaTesisHOM BO3HUKAET
ncknrumtTenoHasa cutyauuma AccessControlException.
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YnpaBneHune JocTynom B Java-cpene

BbibpaHHbIN noaxod UMeeT OAUH HeJOCTaToOK —
TAXENOBECHOCTb peanusaunn. B 4acTHOCTU, Npu NOPOXOEHUN
HOBOrO NOTOKAa ynpasBreHUa C HUM NpMUXoauTcs

accouunmnpoBaTb 3adonKCMpoBaHHbLIN "pPOaANTENBCKUN" KOHTEKCT
N, COOTBETCTBEHHO, NPOBEPATL NOCNEOHNN B NpoLiecce
KOHTPONA npae gocTtyna.

OTMETUM, YTO 3TOT NMOAX0A HE pacrnpocTpaHAeTCcs Ha
_____pacnpegeneHHbIn cny4vanm (XoTsa 6bl MOTOMY, YTO KOHTEKCT

NMEET NULLb NTOKanbHbIW CMbICI, KaK, BMPOYEM, M NMONMUTUKA
be3onacHocCTn).
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YnpaBneHune JocTynom B Java-cpene

B uenom cpeacrtea ynpasneHnsa goctynom B JDK 1.2 MOXHO
OLIEHUTb KaK "HanonoBuHy oObeKTHble". Peanunsauus
oopmrieHa B Buae nHtepdencoB 1 KraccoB, OgHaKo Mno-
NpeXXHeMy pasrpaHninBaeTcsa OCTYN K HEOOBbEKTHLIM
CYLLHOCTAM — pecypcam B TpagauLMOHHOM MOHUMaHUKU. He
yuYMTbIBAETCA ceMaHTuKa gocrtyna. Mimetot mecto n gpyrue
OTMEYEHHbIE BblLLE KOHLENTYaNbHble NPOONeEMBI.
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BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

[pencTaBnseTcs, YTo B HacTosiLee BpeMs npobrnema
yrnpaBneHns JOCTYNOM CYLLIECTBYET B TPEX MOYTU He
CBSI3aHHbIX MeXxay coOoWn NPOosABMNEHUSsIX:

] TpaguumoHHble Moaenu (ONCKPELUOHHAA 1 MaHOaTHas);
O mogenb "neco4vnunua” (npennoxeHHaa ans Java-cpenbl u
6nnskoun en cuctemol Safe-Tcl);
O mogenb punestpaunm (Mcnonb3yemMmas B MEXCETEBbIX
_____3KpaHax).



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

Ha Haw B3rnag, HeobxogmMmo o0beAuHUTL CYLLLECTBYIOLLIME
noaxodbl HA OCHOBE X Pa3BUTUA N 0000LLIEHUA.

dopmanbHas NocTaHOBKa 3a4a4M pasrpaHnyYeHnsa JocTyna
MOXXET BbIMMSAETb cneayroLmnmMm obpasom.

PaccmartpmBaeTcsl MHOXXECTBO OOBLEKTOB (B CMbICIE OOBLEKTHO-
OPUEHTUPOBAHHOIO NporpamMmMmpoBaHmns). Hactb 0ObEKTOB

__ MOXET ABNATLCA KOHTeMHepamMu, rpynnmpytownmMmm obbLEKTbI-
KOMMOHEHTbI, 3a4atoLnMn anst HUX OOLLIUN KOHTEKCT,
BbIMOSTHAOLLMMN 00WmMe yHKUNK U peanmayrowmmm nepebop
KOMMNOHeHTOB. KOHTeUHepbI MO0 BNOXEHbLI ApYyr B Apyra, nmbo
HEe UMEIT OBLLIMX KOMMNOHEHTOB.
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BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

C kaxgbiM 00bEKTOM accounmpoBaH Habop MHTepdencos,
CHabxeHHbIX geckpuntopamu (OU). K o6beKkTy MOXHO
obpaTnTbCs TonbKo nocpeactesom [. PasHbie MHTepdEeNCHI
MOryT NPeaoCcTaBnATb pasHble MeToAdbl N ObITb OOCTYMHbLIMU
Ons1 pasHbIX OOLEKTOB.

Kaxabl KOHTEUHEP MO3BONAET onpocnTb Habop OU
0OBbEKTOB-KOMIMOHEHTOB, YAOBMNETBOPSAOLLNX HEKOTOPOMY

____ycnosuio. BosBpallaembl pesyrnbsrart B 00LeM crny4yae
3aBUCUT OT Bbi3biBalOLLEro OOBLEKTA.
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BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

OObeKTbl M30NMpPOBaHbI ApYr OT Apyra. EQMHCTBEHHBIM BUAOM
MEXO0ObEKTHOro B3aMMoaencTBUS ABNAETCH BbI30B MeToaa.

[lpeanonaraeTcs, YTO UCMNOMbL3YTCA HadeXXHble cpeacTBa
ayTeHTUdmnkaumm n 3almTtbl KOMMYHUKaUMN. B nnaHe
pasrpaHn4yeHnsa gocTyna fokarbHble N yaarieHHble Bbi30Bbl HE
pa3nu4yaroTcs.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

[Mpegnonaraerca Takxe, YTo paspeLleHne Unm 3anpeT Ha
OOCTYN HE 3aBUCAT OT BO3MOXXHOIO napannenbHoro
BbINMOSTHEHNSI METOAOB (CUHXPOHU3aUNS NpeacTaBnaeT
OTAENbHY Npobnemy, KoTopasa 34ecb HE pacCMaTpUBAETCS).

PasrpaHnymBaeTca 4OCTyn K HTepdencam oObLEKTOB, a Takke

K MeTogaM ODBLEKTOB (C Y4ETOM 3HAYEHNN (PaKTUYECKUX

napameTpoB Bbi30Ba). [IpaBuna pasrpaHnyeHna gocryna
__(nPAO) sapatotca B BMOE npeanKaToB Hag OObeKTaMu.
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BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

PaccmartpuBaeTcs 3agadva pasrpaHuveHunst gocrtyna ans
BblAeneHHoro koHtenHepa CC, KOMMOHEHTAMU KOTOPOro
OOIMKHbI ABNATLCS BbI3biBAOLLMW U/UNN Bbl3bIBAEMbIV
00bekTbl. 1N aToro kKoHTENHEpPA nonaraeTcsa obLEN3BECTHBLIM.
CuuntaeTtca Takke, YTo Mexay BHELHUMW MO OTHOLLEHUIO K
BblAENEHHOMY KOHTENHEPY OObEKTAaMWN BO3MOXHbI Jt0bble
BbI30BbI.

__ BbinonHenue MNPLO kOHTpONMpyeTca MOHUTOPOM OOpaLLEeHUn.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

[1pn BbI3OBE MeTOAA Mbl Byaem pasgensaTtb 4eUCTBUSA,
NPOnU3BOAUMbIE Bbi3biBalOLLNM OOBEKTOM (MHULMALNSA BbI30Ba)
N Bbl3blBAEMbIM METOAO0M (MPUEM N 3aBEPLLUEHNE BbI30BA).

[1pn MHMUMaLMK BbI30BA MOXET NPOU3BOAUTLCS
npeobpasoBaHue [ dakTnyeckmx napamMmeTpoB K BUAY,
OOCTYNMHOMY Bbi3biBaeMoMy Metoay ("TpaHcnauus
uHTepdenca"). TpaHcnaums MOXeET UMETb MECTO, €CIn

___ BbI3blBaeMbIN OOBLEKT HE BXOAUT B TOT XK€ KOHTENHEP, YTO U
BbI3bIBAOLLNN.
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BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

[MapameTpbl MeTOAOB MOryT ObITb BXOAHLIMU U/Unu
BbIXOAHbLIMMU. [1py Nnpreme Bbi3oBa BO3HUKAET
MHJOPMaLMOHHbIN MOTOK U3 BXOAHbIX NapaMeTpoB B
Bbl3blBaeMbI OOBLEKT. B MOMEHT 3aBepLUEHNS BbI3OBaA
BO3HMKAET MHAOPMALMOHHLIN MOTOK N3 Bbl3biIBAEMOIO
oObeKTa B BbIXOAHblE NAapaMeTpbl. OTU NOTOKU MOTYT
dourypupoBathb B npaBunax pasrpaHM4yeHusa gocryna.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

CTpykTypupyem MmHoxxecTtBo Bcex NP, Bbigenue YeTbipe
rpynnbl NpaBun:

O nonnTtnka 6e3onacHOCTU KOHTENHEPA;
] orpaHn4yeHunsa Ha Bbl3blBaeMbI METOA;,
] orpaHn4yeHunsa Ha Bbi3biBalOLWMN METOA;
0 no6poBONbLHO HanaraemMmble OrpaHUYeHuUs.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

[MpaBuna, obwine anga Bcex 06bLEKTOB, BXOASLLUX B KOHTENHED
C, Ha3oBeM NONUTUKOMN BE30NACHOCTU OaHHOIo KOHTENHEpPA.

[Tyctb metog M1 obbekTa O1 B Touke P1 cBOEro BhINONHEHUS
AorkeH BbidBatb Mmetog M obbekTta O. NpaBuna, KOTopbIM
OOMMKeH yaoBneTBopATb M, MOXHO pasgenuTtb Ha Tpu
criegyroLime noarpynnoi:

___LJ) npasuna, onucbiBaloLme TpeboBaHUA K hopManbHbIM
napameTpam BbI30B3;



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

] npasuna, onucebiBatowwne TpedboBaHUA K ceMmaHTuke M;

] peannsauunoHHble NpaBuna, HaknagblBawoLwme orpaHNYeHns
Ha BO3MOXHble peanu3auunn M,

] npaBuna, HaknagblBawoLme orpaHUYeHNS Ha Bbl3biBaeMbIN
obbekT O.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

MeTtoa M obbekTa O, noTeHUMarnbHO OOCTYMNHbIW AN BbI30Ba,
MOXET NPeabsaABnsATb K Bbl3blBaOLLEMY OOBLEKTY crieaytoLme
rpynnbl TPEOOBAHUN:

O npaBuna, onucbiBaoLwmne TpeboBaHUA K hakTUHECKUM
napamMmeTpam Bbl30Ba;

] npaBuna, HaknagblBaoLne OrpaHNYEeHns1 Ha Bbi3biBaKOLLNM
OOBbEKT.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

MO>XHO BblAENUTb TPU PA3HOBUAHOCTU NPEOUKaTOB,
COOTBETCTBYIOLLUMX CEMAHTUKE N/ 0COBEHHOCTAM
peanu3aunm MeTOOOB:

] yTBEPXKOEHNA O haKTUYECKNX napamMmeTpax BbizoBa metoga M
B Toyke P1;

O npegukart, onuckiBaloWwWnn ceMaHTuKy metoga M;

O npegukart, onuckiBatoLwnin 0COOEHHOCTU peanusaumm metToaa
M.



BO3MOXHbIV Noaxo4 K ynpaBneHno OCTYNoMm
B pacnpeneneHHon o6beKTHOW cpeae

[lepeyncneHHble orpaHN4YeHnUsa MOXHO Ha3BaTb
006pOBOMbHLIMU, MOCKONbKY OHWU COOTBETCTBYIOT peanbHOMY
noBeaeHnto 06BHLEKTOB U HE CBA3aHbl C KAKUMU-INTNOO
BHELLHMMW TPeDOOBaAHUAMMN.

[TpennoxeHHasa NoCTaHOBKa 3aga4vn pasrpaHUYeHmns gocTyna

COOTBETCTBYET COBPEMEHHOMY aTany pasBuTus

NporpamMmMmpoBaHmnS, OHa NO3BOMSET BblPpa3nTb CKOSb YrogHo
_____CITOXHYIO NonuTuky 6esonacHoCTn, HanUTK banaHc mexay

boraTtcTBOM Bblpa3uUTerbHbIX BO3MOXHOCTEN U

9P EKTUBHOCTLIO paboTbl MOHUTOPA ODpaLLEHUN.
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