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AKTyanbHOCTb

- B coBpemMeHHOM Mupe NOCTOAHHO
BO3pacTaeT posib MHpopMaLInN.

- Posib KOMMbIOTEPOB, KOTOPbIE SBMAIOTCS
cpeacTteomM obpaboTkn nHdopmaummn, Bce
NOBbILLAETCS.

- B ycnoBusix pbIHOYHOM 3KOHOMUKM, KOoraa
CYLLECTBYET pearibHasd KOHKYPEeHUMa Mmexay
opraHn3aunsiMmy, BO3HUKAET MHTEPEC K
OEATENBHOCTU KOHKYPUPYHOLLINX
opraHu3auun, K gobbiBaHUIO MHOpMaLUK.

CyulecTBYyeT yrposa npeaHaMmepeHHOoro unm
cllydanHOro Bo3gencTeud, npuBoadLlas K
notepe nnu pasrnalleHno nHopmMaumn.




Bonpochl

- CyllecTByeT onpeaeneHHasa rpynna
noaen, cnocodHble B3fioMaTb
N6y 3aLlnUTy 1 NONYYUTb
MHJOOPMaLMIO U3 PasnUYHbIX
MCTOYHUKOB.

+ Xakepbl. KTo oHn?

ECTb Nn cpean HUX Halu
COOTEYECTBEHHUKN?

N3 cpeactB MmaccoBOU MHAPOpMaLIMK
Mbl 3HAEM TONbKO HEFATUBHbLIE UX
npoasneHusa. Tak nu aTto?




LleAb: oTcnexxmBanue gesitenibHOCTU
Xakepckoro asumxeHusa B Poccun u 3a
pybexxom n ero NnposBrneHns B caepe
MHAPOPMaALIMOHHBLIX TEXHOJIOTUMN.

[UnoTe3a: xakepCTBO UMEET HE TOSMbKO
oTpuuartenbHble, HO U
NONOXUTEmNbHbIE MPOSIBIIEHNA B
cdepe MHPOPMAaLMOHHbIX
TEXHOJTOMUH.




3agayvuuv uccrneagoBaHus

N3yunTb nutepaTtypy no reme
nccrieqoBaHuA.

[lpocnegnTb 3a OeATENbHOCTLIO XaKepoB
B POCCMUNCKOMN N 3apyDeXXHON npecce.

Pa3zobpatbcs B MOTMBaxX OEATENbHOCTY
XaKepoB.

BbISBUTb NONOXUTENbHbIE U
oTpuLlaTeNbHbIE CTOPOHbI AEATENBHOCTH
XaKepoB.

[1lpoBecTn onpoc nonb3oBaTeneun
MHTepHeTa B pexume on-line 06 mnx
OTHOLLUEHNUN K XaKEPCTBY.




MeToaoonornyeckas YacTthb

e OObBLEKT uccnepoBaHUA -
OEATENbHOCTb XaKepoB..

* [lpeamet UccnepoBaHUA —
NPOSABNEHNSA XaKepPCKNX
OENCTBMN B cdepe
NHJOPMALIMOHHbIX
TEXHOMOMMN.

e JTanbl UCCAEAOBAHUA:

| 9Tan — n3y4vyeHne n aHanus
nuTeparypbl (CEHTAOPL
2009);

Il 3Tan — npoBegeHue
COLMONOrM4yecKoro onpoca,
obpaboTka pesynsraTtoB
(okT0pb 2009);

lIlf aTan — cbop n obpaboTka
SMMNUPUYECKOro MaTtepmana
(Hos1I6pb 2009).

e MeTOAbI UCCAEAOBAHUA:
TeopeTunyeckue:

AHann3 n CUHTES.
NHaykums n gegykuusi.
Cucrematmsauyus.
CpaBHEeHME.
- O0b0o0LeHue.
AMOUPUYECKUE:

HabnoaeHue.
- PentuHr.

CtaTtuctuyeckasi obpaboTtka
OAHHbIX.

Onpoc B pexunme on-line




3Ha4YeHUe mepMuUHa «XxaKep»

Xakep (oT aHrn. hack — paspybaTb) —
ypes3BblHanHO kBanudunumposaHHbIn UT -
cneunanmct, YenoBekK, KOTOPbIM NMOHMMAaET caMble
OCHOBBbI PaboTbl KOMMNbLIOTEPHbLIX CUCTEM.

+ Xakep - 3NnoyMblLUNEHHUK, UCNONb3YOLLN
OOLLUNPHbIE KOMMBIOTEPHbIE 3HAHUA ONA
OCYLLECTBNEHNA HECAHKLMNOHUPOBAHHLIX, MHOrAa

.\ BPEOOHOCHbIX OENUCTBUU B KOMMNbIOTEPE.

ITN onpeaeneHnss MoXXHO CHUTaTb OYEHb
bnuskumn. Begb ogHo 6e3 gpyroro
HEBO3MOXHO. YTOObI YTO-TO crnomaTb, HAAo0
3HaTb, KaK 3TO NOCTPOUT.




3apoxdeHue u pazsumue xakepcmea

B 60-e rogbl XX Beka cTtyaeHTbl MaccadyceTtckoro
TexHornormn4yeckoro nHctutyta (MIT) ctanu
NPON3BOANTL MepPBble MaHUNYNALUN C
KOMMNbLIOTEPHbLIMU NporpamMmmMamMmu

+ 1970e2. TernnegpoHHbIe hpuKepsbl.

- 19802. Xakepckue docku coobuweHud u
coobuwecmea xakepos

- 19832. [lemckue uepsbl
- 19842. XakepcKue XypHaribl

- 1986e. lpusHaHue 83rioMa KOMIMbMepoa8
rnpecmyrieHuem

- 1988a. Yepsbr Moppuca
- 1989e. [lepsas ucmopus ¢ KubepuwnuoHaxem




3apoxdeHue u pazsumue xakepcmea

1990e2. Onepauyusi Sundevil

19932. Cocmosinics nepsbit Def Con 8 Jlac-Beeaace -
cambilU KpPyrHbIU exe200HbIU cbe30 Xxakepoas.

19942. XaKkepckue ymusnumsl rnepemeuwjaromcsi Ha eeb-
calumel

1995e. ApecmoeaHbl KesuH Mum+uk u Brnadumup JlesuH.
[ MaBHbIN CEPUNHBIN KNDEPNPEeCTYNHNK

19972. Bannombl AOL

1998e. lNpoepamma 0O e3rnoma Windows 95/98
2000ez. B obcnyxueaHuu omkasaHo (DDoS amaku)
2001e. DNS-amaku

B 2001 rogy 30 cTtpaH, Bkntovaa CLUA, nognucanu
«KOHBEHLMIO O KNOEPNPECTYMNIIEHNSXY




TeyeHNA xakepcKoro ABMxeHus

dpukepsl

Bupvconucareav

KubepLunuoHbI

KubepnpecCtynHUKU —




IH>xacTtuH lNutepceH

B 1993 rogy BmecTte ¢ AByM4A
CBOUMM NPUATENSIMU Ha
PaanoCTaHLUUN BO BPEMS

BUKTOPWHBI, e pa3sbirpbiBanmch
aoporne npusbl, 3axBaTuB
ynpaerieHne ternegoHamu,

3ab510kMpoBasnm TenegoHHYI0 CeTb
Tak, YTO Ha paauo npoxoannu
3BOHKW TONbKO OT HUX,

OO3BOHUINCbL HA CTaHLNIO B

HY>KHbI MOMEHT W BbIMrpanu

Porshe ctonmocTbio 50 ThiC.

ponnapos, Typnoesakm n 20 000

[0Nn1apoB.
<




Bupyconucarennm

epT Moppuc —
“aBTop Yepss

“ Moppuca

BBy CMUT- aBTOP

BUpyca «Mesaucca

<




KnbepLnumoHbl

- Xynuo Apouma
B3ioMar
aMepPUKaHCKYHO
ODOPOHHYIO CETb
Navy.

» [1pnroBopeH K
TpeM rogam
TIOPbMbI.




ecsimb caMbIX pa3bICKUSaeMbIX XaKepoe 6
ucmopuu ®

10. ®paHk LapoeH (The Leftist) o0
9. [IxxacmuH lNumepceH (Agent Steal)
8. burnn J1aHopem (The Cracker)
/. [38uo0 Cmum
6. Xynuo Apouma aka EI Griton
5. Kwopu JluHH (Kyrie Linn)
4. Bnaoumup flesuH
e 3. JIUHH XmyHe (Fluffy Bunny)
i 2. Kopetl Jlundcneti (Mark Tabas)
Fa 1. 1. KeauH MummHuk (Condor)




KeBuH MUTHUK

cepegnHe 80-x B3rnoman

MMNbIOTEPbLI OECATKOB,

3BECTHbIX eMYy, KOMMaHUN,

- cpeaun koTopbix Motorola,
Netcom, NASA.

» B 1994 r. ero apecroBanu u
nocagunn Ha 4 roaa.

- HbIHe nucaTtens, cneynanucT B
obnactn MHdopMaLMOHHOWN
De30MnacHoOCTN.




XaKepbl B HalleWn cTpaHe

« 1994 2. - [lpoepammucm 4acmHou oupMbl
«CamypH» u3 lNemepbypaa Briaoumup JlesuH
gariomari 3awjumy Hbro-iopecko2ao omoerieHus
Citibank

1996 r. - [[pynna xakepoB 13 MockBbI

1998 r. - poccumnckne xakepbl «rpabart» Bank of
America.

1999 r. - Bacunuu ['opLikos

[1lo nutoram 2008 roga abcontoTHO Bce IT
XypHanb! U U3gaHua npusHann UMEHHO PYCCKMUX
XaKepoB Iy4LLInmMu

CerogHsi 0 pycckux NporpamMmMmcTax MHOro
rOBOPSAT, C HUMU CYMUTAIOTCS N DOATHLCS.




Bnagnmup JleBuH

Pycckun nporpamMmmMmncT
4acTHON (PUPMbI
«CaTtypH» 13 lNeTepbypra
npun nomowin 486-ro K
N Modema opraHu3oBar
aTtaku Hblo-MOPKCKOro
oTaeneHusa ogHoro 13
KpynHenwmx 6aHkoB
mupa Citibank u
nepeBern Ha
noagenbHble cyeta 10
MWUISIMOHOB 40S11apoB.




Momueb! dessimesibHOCMU XaKepoe

- Lllymka

- Jlroboribimemeo
- MamepuaribHasi 8bi200a

- I3gecmHocmsb, rpu3HaHue,
criasa

- [lonumuka, udeorsio2us,
pernuaus

- Mecmb, HEO0B80/IbCMEBO




fMonoxumersnbHbiIe acrieKkmabl

xaKepcmea

— Xakepbl ABNAKOTCA ABUraTtensaMmu
KOMIMbIOTEPHOro nporpecca.

— Xakepbl y4aCTBYHOT B TECTUPOBAHUM
KOMMNbIOTEPHbLIX CUCTEM, BbIABNAA €€
cnabocTn.

— Xakepbl He MOryT CTeEpNeTh
HeCOBEPLLUEHCTBO Nnporpammbl u
npeanoXxart NyTn ee AopaboTkm nnu
camun ee gopaboTator.

— MHormne BaxkHeuLLMe KOMMNbIOTEPHLIE
MOEWN - UHTEPAKTUBHbLIN MHTEPAIENC,
CBS3b MO TENeMOHHbLIM KaHanam,
BBS, cetn n gaxe VIHTEPHET - ObINu
npogykTamMu co3gaHna XakepoB.




«benble» XxaKkepbl

Kepbl - BHICOKO KBAJIU(PUIMPOBAHHDbIE
NMPOrpaMMHUCThI, BHECIIIHE OTPOMHBIU
BKJIA/ B Pa3BUTHE KOMIbIOTEPHbIX

TEXHOJIOT U,
- —= JIuHycC
p—— [ 008A/1OC —
4 *‘\ cosaarenb -
~— 22517 oTKpbITOrO sapa Jlappu Yonn —
- § """" ' Linux cosgaTternb A3blka U
AN N\, cucTeMbl
NnporpamMMmnpoBaHnS

Perl




«benble» xaKkepbl

Puyapo
“ CmorniMaH —
- OCHoOBaTernb
KOHUEenuun
cBOOOOHOIo
nporpamMmMHOro

obecrevyeHuns
Tum bepHepc Jlu —

OcHoBaTtenb NHTepHeTa




«benble» xaKkepbl

‘Jrl <
¥ Al .: d
= »

Mapk Llykepbepa —
OCHOBaTerb
counarnbHOU CeTH
Facebook

Kpuc KacniepckKu -
Haluen

YA3BMMOCTb B
npoueccopax Intel.




Onpoc

- [logBepranucek N1 Bbl XakepCKUM
arakam?

- CunTaeTe Nu Bbl, YTO XaKepbl NOSIE3HbI?

+ Xakepbl KaKkou CTpaHbl, NO BaLlemMy
MHEHWI0, caMble nyyine?

Sl

m‘, /..‘:( o ;Ts




I lNopgeprasiuch JIM Bbl XakepCKUM aTakaMm?
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CuuTaere M Bbl, YTO XaKepbl NOJNE3HbI?

HE 3Halo




I Xakepbl KAKOH CTPaHbI, NO BalLLEMy MHEHMUIO,

160
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100

caMble nyyume?




BbiBOAbLI

PaboTta HocuT 0bo0LLaloLWLmnn XapakTep.

Mbl npocnegunn WUCTOPUKD XaKepPCKOoro
OBUXEHNSA 3a pybexxom 1 B HaLLEW CTpaHe.

[Mnotesa o ToMm, 4TO XaKepCTBO MMEET HE
TOJ1bKO oTpunuaTeribHblE, HO U
NMOJN1OXKUTEJIbHbIE MPOABITIEHUA MOJIHOCTbIO
noarsepaniiacb.

Hawe HeratTuBHoOe K HMM OTHOLLUEHUE
3anoXxunn B Hac CcpeacrtBsa  MaccoBOMU
NHOpMaLnmn

XaKepcTBO Hemnb3d paccMaTpuBaTtb NULLb
KaKk HeratuBHOE SIBMIEHNE. OTOT CIIOXHbIV
N MHOroacnekTHbln eHOMEH TpeobyeT
eLle creunanbHoro n3yvyeHus.




Kak 3alimtutb CBOU KOMMNbIOTEP OT

Ao http: //www.ldpr.ru/

< G+ | O hup:/ feww.ldpr.ruf ~'Q-

| http:/ fwww.ldprau/

Lal0Sha HAcK you!!!
[To3aGorrecs 0 cBOeH cHeTeme DesonacHocTy!!
Nuclear-Wind Hack GROOP

XaKepCKUX aTak

+ VMcnonb3yute aHTMBMpYC!

[Mepunoanyeckn obHOBNANTE €ro

[Mepunoanyeckn obHoBNANTE
ornepaunoHHY0 CUCTEMY U
nporpamMmHoe obecrnevyeHune

Mcnonb3ynte Firewall! Nepuoonyecku
obOHOBNANTE ero

He oTKpbiBanUTe OOCTYMN K AUCKAM U
nankam, nMMbdo 3aKkpbiBanTe nocrie
NCMOSib30BaHUS

BbikniovanTte BUpTyanbHbIN cepBep
nocre paboTkl, eCrnin UCMOSIb3YETE €ro
nokarnbHO

He coxpaHauTe NnU4Hyo
NHJOPMaLUO Ha KOMMNbIOTEpPE.




[lepcnekTuBa Ha byayulee

«Xakep» - cneynanmucr,
BOOOLLEe, obnagaroLwmnm oYeHb
aetarbHbIMN 3HAHUSIMU B KaKUX-
nnbo Bonpocax, U1 MMeLLIUA
OOCTAaTOMHO HECTaHOapTHOE U
KOHCTPYKTUBHOE MbILLSIEHNE.

BrnionHe peanbHO CYyLLECTBYIOT
XaKepbl-aCTPOHOMbI, XaKepbl-
XUMUKU, XaKepbl-OU3NKMN 1 T.A4.

OTO MOXET NOCINYXUTb CTApPTOBOW
nnowaagkon Anga aanbHEeULWero
nccrnegoBaHus.




balodanto 3a BHVIMAHYE




