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Bo3HWMKHOBEHME BUPYCOB
CBSI3aHO C Uaeeun co3gaHus
CaMOBOCMNPOUN3BOASILLINXCA

nporpamMmm.
Havanocb Bce B 50-e roabl 20
BEKa.

CHavana 310 ObInn
BUpyconoaobHble NporpaMmmei.
B 1983 rogy nosiBuncst nepsbI,

Nony4vYnBLLNK
pacrnpocTpaHeHne BUPYC Ha
[MBOM Apple II.
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[lepBbIn
BUPYC
Ha3blBaJ1CH
Elk Cloner

Bupyc 6b1A Hanmucan B 1981 romy
15-A€THUM IIIKOABHUKOM
Puuyapnom CkpeHTa Oad
KoMIIbIoTeEPOB Apple II.
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[KowlnbroTeprle BUPYChI

nporpammbl, KOTOpble MOryT
“pPa3MHOXaTbCA” U CKPbITO BHEOAPATb
CBOW KOMun B (paunnbl, 3arpy3o4Hble

CEKTOPbI ANCKOB W OOKYMEHTHI.

E.l. NonetaeBa




[lpu3sHaku, ykasbiBalowime Ha
nopaxeHue nporpamMm BUPYCOM:

HenpaBunbHaga paboTta nporpamm
MenaneHHas paboTta KoMmrnbloTepa

HeBO3MOXHOCTb 3arpy3ku onepaLmnoHHOM
CUCTEMDbI

lcuesHoBeHME dhannos

I3ameHeHne aathbl, BpeMeHU co3gaHus dannia nnm
ero pasmepa

BbIBOA Ha 3KpaH HenpeaycMOTPEHHbIX
COOOLLEHUN NN N30DPpaKeHNN

YacTble 3aBUcaHus KOMiB®TEPA U T.4. 5



CtTeneHb
BO3OEUCTBUA

HNeucreue

HeonacHble

Y MeHblueHne ceBoboaHon
MamMsaTn Ha ONCKE,
rpapuyeckune, 3ByKOBbIE U
apyrue BHelHune s ek bl

OnacHsle

Cbon 1 3aBucCaHume paboThl
KOMMbIOTEPA

OueHb OnacHbIE

[ToTepsa NporpaMmm U AaHHLIX,
dopmaTnpoBaHme BnH4YecCcTepa
nT.Aa.

E.l". MNoneTtaeBa




KOMNbIOTEPHLI € BUPYCHI

dannosble
MakpoBupychl

Jarpy3ouHble
CeTeBble

E.l. NonetaeBa




PaHAOBBIE BHPYCEI

HNencreue

NMpodmmaKkTUukKa

BHenpaoTCcAa B
NCMOJHUMBbIE (hanJbl
(BQQWMH) 7
AKTUBU3UNPYIOTCA MpU
3anycke. He moryT
3apa3nTb hansbl
NaHHbIX ((hansbl,
coaepxawime
n3obpaxeHmne n 3ByK).

He pekomeH ayeTcs
3aMyCKaTb Ha
BblNOJHEHME Panibl,
NOJIYYEHHbIE N3
COMHUTESIbHOIro
NCTOYHMNKA WU
NnpeaBapuTesbHO HEe
NnpoBepeHHsbIE
AHTUBUPYCHbBIMIN
nporpaMmMmamMu.

E.l". MNoneTtaeBa




3arpy304YHbI€ BHPYChI

Ndeucreue

NMpohu/BKTUKA

3anncbiBatoT ceb4a B
3arpy304HbIN CEKTOP
nncka. lNpwun 3arpyske OC
C 3apPa>XeHHOoro gMcKa
BMPYCbl BHEOPSAOTCS B

Ol1l koMnbloTEpPa. B
OaJlbHenLwem

3arpy304Hbl BUPYC BeOeT
cebs Kak hansioBbIN, T.€.
MOXKET 3apakaTb hansbl
npu obpaleHnM K HAM

KOMMbIOTEPA.

OTKa3 OT 3arpysKku
onepaumoHHOM
CNCTEMbI C TMOKNX
ONCKOB U
yCcTaHoBKa B BIOS
KOMMMbIOTEpPA
33T
3arpy304HOro
CeKTopa oT
N3MEHEHUN.




MaxpOoBHPYCHI

HNencreue

NMpodmnakTuka

3apaXkalo T han/ibl LOKYMEHTOB
Word )
E xcelV MBROGEUT X TROBMbIrcs

CbaKTVI‘-IeCKVI MaKPOKOMaHdaMW

(
MeHRAUBMYTC ST HRREMeHT.

[Mocne 3arpy3kun 3apa>keHHoro
LOKYMEHTa B MPUJIOXKEHN E
MaKpPOBUPYChl MOCTOAHHO
NPUCYTCTBYIOT B MAaMATH
KOMMblo TEPa U MOIYT 3apa>kaTb
opyrne JOKYMeHTbl. Yrpo3sa
3apaXkeHn s npekpaLlaeTcs
TONBKO MOC/E 3aKPbITUSA
NPUICXKEHUS.

E.[ [Noneraera

[MpenoTBpaLleHne
3anycka Bupyca.

[Tpy OTKpPbITUU
JOKYMEHTa B
npuioxeHnax Word

n Excel

0 Npucy FEPDIIRBTIGRA X
MaKpOCOB

(
BADHSH E# PAIbH biX
npeafaraeTca
3aNPETUTb UX

3arpysky.

10




CeTeBbI€ BHPYCHI

JelicTBHE I1 IJIAKTHKA
PaguipocTpaHsaroTess MO KOMIBIOTEpHOH ceTH. | He pekomMeHayeTcs
3afjakeHHE MOZKET MPOUCXOAHTH IPH | OTKPBLIBATH
I1O CHHH 3apazKCHHbDbIX (l)aﬁJIOB C CCPBCPOB RIIOJKEHHEIE B

aHuJIOBBIX apXHBOB.
iy P IIOYTOBLIE

HNuTe pHEe T-YepBH —
pacupocTpaHAaroTCA 1 #FdNRY BT EPHOHReTH BO
BJIO>KEHHBIX B MOUTOBOE coobmienue (daiinax. Ilo
OIPE/ACIICHHBIM J1aTaM OHH aKTUBHU3HPYIOTCH H
VHHUYTOXKAIO T (paiiiIbl HA THCKAX 3apa>KeHHOTO
KOMIIBIOTEPA. YaCTO (IMMOXHUIIAKOT
UJICHTHPHKATOP U AP0 JIb MOJIb30BATENA I
Aoctyna B MHTEpHET M mepejaroT UX Ha
OIPE/ICIICHHBIN MMOYTOBBIN aapec. B pesyiabTaTte
3JI0 YMBINIJIEHHUKHU MOJIYY4alOT BO3MO XKHOCTH
Aoctyna B MHTEpHET 3a IEHBIH HHYETO HE
IO AO3PEB a0 UX MMoJib3oBareiei. Bupyc nmocine
3apaskeHUA KOMIIBIOTEpAa HAYHHAET pacchlIaTh
ceOs1 Mo BeeM afpecam BJIGKTpOHHOrfI MOYThIL,
oneraesa

KOTOprC HMCHOTCA B aAPpCCHOH KHHI'C
| TIOJIES3SOBAaAITC JIN.

cooOIeHns (paiibl,
IMOJIYYEHHBIE U3

COMHHUTCJIILHBIX
HNCTOYHHUKOB.

I

-~y Noura

_3 Kanengapo

W 2

- JoMeTKH

| Cnucox nanox
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anda Titamium Antvirus 2004 3100.00)

KASPERSKY

>

ANTI*VIRUS

E ‘

Hacrpodwa

HacTpoRika QOnonKnTensNbIX onymn

AeTEaT1op YInmT CXPUTOrNe FRpIo A

Oleapysom 38T CDELCTEA, HINDTaYytwnsd L EDIA L03 NONywtreed
YAMOSON 0 A0CTYNIA K KoMt opan

v BTy AOTECTOD YIWNET OSRTOND Yrpnaossek

[1ns noncka u
«neyYeHnsa» - | e
3apak&HHbIX painos e R e s
NCMNOMb3YTCA aHTUBUPYCHbIE
[TporpamMmmeil.
ITO:
Kaspersky Anti-Virus,
Panda Titanium Antivirus

Ap_n-n” PO DAMM- Y TOK

eIy

180 -
SANIDTTE e “’m
¥ BT SRTOCTOD NOOCDM-y T 0
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avast! |
? LLEHTP CrPABKW % HACTPOWKMN f MEPEVTI HA PACLUMPEHHYHO BEPCUIO

— ATE 3TW INEMEHTDLI YNPaeneHna AnA 3anycka CTaHA3PTHbIX BWACE CKaHWPOBaHNA WKW CKaHWPOBaHWA, N3paMeTpbl
Q \ (O C Bbl 334311 CaMK. MoxHo Taicke OAHOBPEMEHHO BbINOAHATL CPasy HECKONbBKC CrISHHpC.E&HHﬂ.
: CKAHWPOBATb
+—[EKOMMbIOTEP

Ckarmposats CKaHMpOBaHMe CheMHBIX HocuTeneit / CkaHnpoeaHme euinonHaeTca... [l Cron || Maysa BozobHol

Cranmposatme npusarpysce ey, 0% (S ooy 4

XKypHane! ckaHuposaHus

3KPAHbI B
[’ EANBHOM Bpems pabotbr: 0:00:11
BPEMEHW

O6paboTanHblil daiin:

CkopocTe: 0,0 b 33 cexyHay
% OECIYXKVBAHVIE Mpoeepero daiinos: 0

lMpoeepeHo nanok: 0
OBbem NpoBEPEHHDIX A3HHBIX:

3apaxeHo pannos:

MonHoe ckaHuposaHue HyxxHoW nankw (cneayer ebibpaTe Npu 3anycke CKaHUPOBaHMA).

Buibepute nan CKaHUpPOBaHUA Myex
(07\ p Ky ana P H

MoapobHee ¥

[T?a,qarb ocobbiil BUA CKaHMPOBaHUA

Avast! Antivirus

* E.l". NMonetaesa
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aQ =] B

Qaiin  Hactpoiikn [lomowe
MpoBepka | CtatucTika
B 3TOM pexuMe NPOBEPAIOTCA: -
(@) BbicTpas nposepka ¥ OnepaTuBHaRA NaMaTb
o 3arpy304Hble CEKTOpbI BCEX AMCKOB
MonHas nposepka = OfbexTel aBTo3anycKa
BoiBOpoLHO .3 KopHEeBOoI KaTanor 3arpy304Horo AMcka
* KopHeBoit KaTanor ancka ycraHosku Windows
3 CucTemHbli katanor Windows
> Manka Mou JoKyMeHTbI
* BpeMeHHbIi KaTanor CUCTeMe!
- BpeMeHHbI KaTanor Nonb30BaTens
ObbekT MyTe CraTtyc QOeicTeune
l BouaenuTs Bce \ ] BoineunTb ] [_ﬂepemmeHosaTb [ l MNepemecTuTb ] [ Yaanutb |
e — |
MoaroToBka ckaHMpoBaHWa 2011-01-08 (13:06) 1801152

* E.l". NMonetaesa




NOD32 Control Center mEOA

£ Residert modules and fiters

8 AMON

0 DMON

of MON

B NOD32
0 Updae

0 Update
B Log:

) Eventlog

0 Viuslog

£ NOD32 Scarner Logs
B NOD32 System Tools

IMON - Internet monitor

Number of files
Scanned: 205
Infected: 0
Cleaned: 0

File:vw firewallleaktester.com/images_site/software3.)pg
Version of virus signature database: 1.881 (20040930)

Internet Monitor (IMON) enabled

oJEae
[
““NOD32

Antivirus System

C.I. 11uJIcidcbd
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MpaBuna 3aWmUTbl OT KOMMNbLIOTEPHbIX
BUPYCOB:

PerynapHo TectupymTte KOMMNbIOTEP HA Hanuymne
BUPYCOB C NMOMOLLLIO aHTUBUPYCHbLIX Nporpamm

[lepen cymnTbiBaAaHUEM MHOPMALUN C ONCKET
NpoBepPANTE NX HA Hann4ymne BUPYycoB

Bcerga 3awuuiante cBou AUCKETHLI OT 3annucu nNpu
paboTe Ha apyrux KomnbroTepax

[lenante apxnBHble KON LEHHOW ONS Bac
MHdopMaLuun
He ocTtaBnamTe AUCKETY B ANUCKOBOAE

He ncnonb3ymnte nporpammebl, NnoBeaeHne KOTOpbIX
HEMOHATHO

PerynspHo obHOBNAUTE aHTUBUPYCHbIE NPOrpaMmmbl

E.l". MNoneTtaeBa 16



3awmTta OT KOMMbOTEPHbIX
[ BUPYCOB

CyLLecTBYIOT TPy pybexa 3aluThbl:
erpegoTBpalleHne NocTynneHns
BUPYCOB;
enpenoTBpaLleHne BUPYCHOW aTaku,
ecnun Bupyc noctynun Ha [1K;
erpenoTBpalleHne paspyLUNTENbHbIX
nocreacTBUN, ecrin ataka
npowusoLuna.

E.l". NMonetaesa 17



[ MeToabl peanu3aynm 3aluUThbl

[IporpammHeble
AnnapartHble
OpraHn3aumoHHbIe

E.l". MNoneTtaeBa
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Cpencrtea aHTUBUPYCHOW
3aLMnTbl

OCHOBHOE cpeicTBO— pe3epBHOE KoNUpoBaHue
Hanbonee UeHHbIX OaHHbIX. B cnyyae ytparhl
NHdOpMaLK XXeCTKMUe ONCKU opMaTUpYIOT,
yctaHasnmatoT OC ¢ anctpubytmsHoro CD-auncka
N BCe Heobxoaumble NporpamMmebl, a JaHHbIE — C
Pe3epBHOIO HOCUTENSA (KOTOPLIN OOMKEH XPaHUTbLCHA
otaensHo ot [K). Bce perncrpaumoHHblie v
naporibHble AaHHble Angd goctyna B VIHTepHeT
pekomeHayeTca XpaHuTb He Ha [K, a B cnyxebHom
OHEBHUWKe B cendgoe.

E.l". MNoneTtaeBa 19



= BcnomoraTtenbHble cpeacTea — 31O
aHTUBUPYCHLIE NporpaMmbl U annaparTHblie
cpencTBa.

O

AnnapaTtHoe CpPeacTBO:. OTKITIOYEHNE MEPEMbIYKM
Ha MaTepUHCKOW nnare He No3BonuT
OCYLLECTBUTb CTUpaHne Mmukpocxemsl BIOS Hu
BUPYCY, HN 3MT0YMbILLNEHHUKY, HU
HeaKkKypaTHOMY MNosfb30BaTersto.

AHTUBMpPYCHas nporpamMmma cpaBHMBAET KOAbl
nporpamMm C U3BECTHbIMU EN BUPYCaMMU,
KOTOpble XpaHATCS B ee Oa3e JaHHbIX.

E.l. NonetaeBa 20



AHTUBUPYCHbIE NporpamMmmsl

Bun [Mpumepbl [MpnHUMN HepocTtaTku
paboThbl
[Tonudaru
PeBunsopbl
BroknposLLK

KA

E.l". MNoneTtaeBa
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