be30nacHoCTb
Windows NT Server 4.0




KopnopatnBHas ceTb

YpoBHU MHPOPMALMOHHON UH(PPACTPYKTYPbI




KopnopatuBHasi CeTb

Windows NT

 KnneHTckune paboyue
CTaHUuun

\ C—QNNECT
,f} cx\ ~;!,| _"

| — L'lﬁ, & ~_4\




‘KopnopatnBHas ceTb

Windows NT

 KnneHtckue paboymne
CTaHUuumn

e CepBepbl OU3HeC
NMPUIOXEeHUn

e CepBepbl B[l

e CepBepbl thannoB u
neyaTtu




KopnopaTtnBHas ceTb

Windows NT

e KnnueHTCcKne paboumne
CTaHUMMU

e CepBepbl Ou3HeC
NMPUIOXEeHUn

e CepBepbl B[l

e CepBepbl channos u
neyaTtu

e CepBepbl DMZ

‘ Ty
CONNECT
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KopnopaTtnBHas ceTb

Windows NT

e KnnueHTCcKne paboumne
CTaHUMMU

e CepBepbl Ou3HeC
NMPUIOXEeHUn

e CepBepbl B[l

e CepBepbl channos u
neyaTtu

e CepBepbl DMZ

e MapwpyTusatopbi, MO

o 133
C—BNNECT
=000




Cuctema 6e3onacHoOCTuU

[ [lpouecc Bxoaa ]

B cuctemy WinLogon LRE

‘ ayTeHTndmKaumn

1.0
JlokanbHbIV
agMUHUCTpPaTop

[ [ucnetyep yy4eTHbIX ]

3anucen (SAM)

2

ayauTa YYETHbIX
3anuceu

Yy
[ MoHuTop 6e3onacHocTn (SRM) ]




Cucrtema 6e30nacHoOCTMU

[ [lpouecc Bxoaa ]

B cuctemy WinLogon [TpnHMMaeT 3anpockl Ha

‘ perncTpawmio

JTokanbHbIN \...\System32\Winlogon.exe
aAMUHUCTPaTOP

ayauTa

Yy
[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cuctema 6e3o0nacHOCTU

*Co3naHne mapkepa
besonacHoro gocryna
o ‘ *YnpaBneHne cUCTEMHOU
JlokanbHbIN NONNTUKOWN
agMUHUCTpaTop *YnpaBrneHue nonnuTmukom
ayauta

[lpouecc Bxoaa
B cuctemy WinLogon

\...\System32\Lsass.exe

ayauTa

y

| CONNECT
o | [ “:u » |

| e .-/‘ L-«, ~_.{\




Cucrtema 6e30nacHoOCTMU

[1pouecc Bxoaa
B cuctemy WinLogon

¢

JTOKanbHbIN
afMUHUCTpaTop

XpaHeHne aaHHbIX ayauTa

ayauTa \...\System32\Config\SecEvent.evt

Yy
[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cucrtema 6e30nacHoOCTMU

[lpoBepKka MMeHU 1 Nnapons

[TakeT
\...\System32\Msv1_0.dIl ayTeHTUUKaLum

[ucnetyep yy4eTHbIX
3anucen (SAM)

2

YYETHbIX
3anuceu

[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cucrtema 6e30nacHoOCTMU

| [aKeT
ayTeHTndmKaumn

1.0
[Moonepkka 6a3bl JaHHbIX z

nonb3oBaTenbCKNUX BHoaKETOB

[ucneTtyep yyYeTHbIX
3anucen (SAM)

\...\System32\Samsrv.dlI []

YYETHbIX
3anuceu

[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




Cuctema 6e3o0nacHOCTU

| [aKeT
ayTeHTndmKaumn

XpaHeHne nHdopmMaumm o
BrogxeTax nonb3oBartenen, rpyn, Oucnetyep y4YeTHbIX ]

KOMMbIOTEPOB 3anucen (SAM)

XpaHUTCA B HECKOSTbKMX MeCTax
o\...\System32\config\sam

e \...\repair\sam._

*ERD

YYETHbIX
3anuceu

| CONNECT
- 7:—) ‘7"\ “v.‘ "‘!

¥
| a— .-/‘ L-«, ~_.{\




Cucrtema 6e30nacHoOCTMU

[1pouecc Bxoaa
B cuctemy WinLogon

¢

JTOKanbHbIN
afMUHUCTpaTop

[lpoBepka gocTtyna
[eHepauma cooblieHnn ayauta

aapo OC

ayauTa

vy |
[ MoHuTop 6e3onacHocTn (SRM) ]

g —
| SONNECT




CTRL+ALT+DEL

BBoO OaHHbIX

ma: [laponb: [HomeH:

Winlogon [J LSA

LSA (1 MSV1 0

roaxe
rnokanbH
bIN?

ObpaboTka Ha yaaneHHoM

[Mony4yeHune SID

yane u nonydenue SID

Winlogon [ Win32

Pabo4unit cton

. CONNECT

- m-j rﬂx ‘v‘) ﬁ.’

L JL)



BbrogxeTbl

IToap30Barennb

/I

['pynna

Komrmsrorep

C—BNNECT




BrogxeTtbl
| SID (Security ID)

‘ S-R-I-S-SIII
hS=1-5-21—-917 2'cHagl 2 —1 345ka o CEAC T RO MEE S MO i)

RID

noa3Ha4vyeHue (subauthority value(s))

3Ha4vYeHue naeHtTudunkatopa noOsIHOMO4YUMU
(identifier-authority value)

YpoBeHb KOHTpoOnA (revision level)

O6o3HauveHue SID




Kep 6e30MnacHoro

NMonb3oBaTernb
Master (SID)
pynnbi
Users (SID)
Interactive (SID)
Everyone (SID)
NMonb3oBaTenbCKUe npasa
SeSystemtimePrivelege

CONNECT




Kep 6e30MnacHoro

Monb3oBaTtenb
Master (SID)
Mpynnbi
Users (SID)
Interactive (SID)
Everyone (SID)
Monb3oBaTenbCckue nNpaea
SeSystemtimePrivelege

Microsoft
internet /i

C—E)NNECT




‘T Microsoft Management Console - [MMC onsole Root\Security Configuration Manager\Conl
12 Console Window Help
B=d oD

|~ acton ~ view || @ X 2

[Stoedc

[ Console Roat
= Security Ce g 5120 KBytes
T8 Database: CAWINNT SecuripADatabase! 5120 KBytes
(8 Configuations 5120 KBytes
=08 CWINNTSecui\Templates Enabled
& Enabled
Enabled
Not Corfigured
Not Corfigued
Not Corfigued
As Needed
s Needed
As Needed
5] Shutdown system when secuity audit log bec...  Not Configured

® g %
(8 Resticted Groups
(8 System Services
- Registry
- (8 File System
. secumsd

Cyb6tbekT goctyna = Mapkep 6e3onacHoro gocrtyna + lNporpamma

* [I[pocTOoN CyOBHLEKT
 CybbekT-cepBep

e\
CONNECT




O0BbEeKT

 Tun gaHHbIX

* ATpnoOyTHI

* Habop onepauunmn, BbIMOMHAEMbIX HAA
OOBbEKTOM

| coanneCT




; OObLeKT

D:\Winnt\System32\regedt32.exe

Owner: Administrator
ACL.:

Grant: (all) Administrator
Grant: (R): Users
Revoke: Everyone
System ACL.:

Audit: (R): Users

[Mpumep obbekTa - hann




TMonyyeHue gocrtyna

CyOtbekT
(Mapkep)

3anpoc goctyna

[locTyn
K 00beKkTy X

‘ Macka ‘
aocTyna

MoHuTop
Be3onacHocTu

OObBbeKT
(HeckpunTop)

OnpeneneHune
[locTyna

OIEMEHT KOHTpOn4
poctyna SID123X

[paBa:
Read
Write

Execute

No access




naHHbIX SAM

e bas3a gaHHbIX SAM XpaHUT ABa Kpuntorpa-
donyeckumx xalla Ana Kaxaoro naposns.

— LAN Manager Password. licrnonb3syetca ans
COBMECTMMOCTM cOo cTapbiMu Bepcuamu OC
Microsoft u He MoXeT 6bITb 60nbLUe 14
C/IMBOJ10B.

— Windows NT Password. ba3unpyeTtcsa Ha
Unicode n orpaHnyeH 128 cumBosiaMu,




naHHbIX SAM

LAN Manager Password.

user: user1
password: gwerty

1. QWERTY
2. QWERTY 00000000

3. QWERTYO 0000000

= xom1 (16 6auT)

CONNECT




naHHbIX SAM

Windows NT Password.

user: user1
password: gwerty

1. KouBeptupoBanue B UNICODE
2. llIudpoBanue no MD4




WugppoBaHne SAM
YTunuta SYSKEY

* CEKpEeTHbIN KIMOY Ha XXECTKOM AUCKeE
e CEeKpeTHbIN KoY Ha OUCKETE
* CeKpeTHbIN KoY — Naposib Nonb3oBaTeng




Passfilt.dll

 [1InnHa napona He MeHee 6 3HaKoB
» ObazarernbHble CUMBOJIbI (BEPXHUU/HMKHNN
perncTp, 4ymcna, cneLucmMmBoribl)

 [Taponb He gorXeH coaepXxaTb
MMS Nonb3oBaTens




YTunuta Passprog

* BKnoyeHne pexxmma ycrnoXXHeHUa napons
* YnpaBneHune b6r10KNMpOBKOU YHETHON
3zanuncu «Administrator»




YTunuta Passprop

[Maponb AonxeH coaepXaTb CUMBONbI
oboux peructpos (Aa, Gf, Ud)

Unnm

[Maponb AonxeH cogepXaTtb UnUpbl UNU
cneucumBonsl (a1, g3, G%, &9)

TpeboBaHUA K NAponsam

| coanneCT




CeTeBad avTeHTUMUKauus

KnueHT

D YcTaHOBNEeHue CBA3U

3anpoc napons

* [lepepavya napons B OTKPbITOM Buae
* [lepepava xawa napons
e MexaHn3Mm «3anpoc/OTKIINK»

CONNECT




CeTeBad ayTeHTUPUKauus

KnueHr
YcTtaHoBNneHue CBA3N

<P

SMB_CON_NEGOTIATE

3anpoc napons

SMB_SESSION_SETUP&X

3awundpoBaHHbIX 3anpoc AHanorum4Has
onepauusa u
CpaBHeHue

MexaHu3m «3anpoc/otknmk» B Windows NT

CONNECT




CeTeBas ayTeHTUPUKaL U
| Cnocobbl ayTeHTUukaumm (HaynHasa ¢ SP 4)

— LAN Manager
— NTLM

— NTLMv2




CeTeBas ayTeHTUPUKaL U
' Hive: HKEY_LOCAL_MACHINE

‘ Key: System\CurrentControlSet\Control\Lsa
Name: LMCompatibilityLevel
Type: REG_DWORD

Value: 0 -5




‘HacTpouka cucrtembil

CuncrtemHas nonuTuka
HacTpouka npaB nonb3oBaTeneun
McnpaeneHune owmnbok OC
HacTpouka goctyna K oobekTam
YcTaHOBKa Krno4ven peectpa




CucremHas noinTUKa

Account Policy

Computer: GAMDALF

Password Restrictions
M aximum Password Age Minimum Password Age

" Password Never Expires " Allow Changes Immediately

{+ ExpiresIn| 180 =4 Days * Allow Qhangeslnl 1 EDays

Minimum Password Length Password Uniqueness

" Permit Blank Password " Do Not Keep Password History
v At l_.eastl 8 E Characters (* Remembel| 24 Passwords

" No account lockout
* Account lockout

Lockout after | 3 E bad logon attempts
2 sl
Reset count after 30 minutes

Lockout Duration

¢ Forever [until admin unlocks)

" Duration | E minutes

[V Users must log on in order to change password

Cancel




[acTpouKa npaB nNonb3oBaTesnien

User Rights Policy E3

Computer: 155140 0K

Right: cess this computer from network, Ll

Grant To:

Administrators
Everyone
Power Users

Remove

[~ Show Advanced User Rights




WUcnpaBneHne owinbok OC

pUNoXeH
ne
Win32

oAcuUcCTe

Ma
Win32

Pexxum nonb3oBaTens

Pexxum agpa
NcnonHutenbHas

cucrema
(NTExecutive)

A0po

Annapartypa E—
. | ST



HacTpouka gocTyna K o6bektam |

Directory Permissions B3

Directory: C:\

Dwner: Administrators

[~ Replace Permissions on Subdirectories
[V Replace Permissions on Existing Files
Name:

o Administrators Full Control [&l] (41}

N CREATOR OWNER Full Control (&) (&)

% Everyone Change [RwXD] (RwXD)
SYSTEM Full Control (&) (&)

Type of Access: (£ Cantrol ~|

Cancel I Add... l Remove | Help |

CONNSCT




‘PDann nogKauKu
Hive: HKEY _LOCAL_MACHINE

Key: System\CurrentControlSet\Control\
\Session Manager\Memory Management

Name: ClearPageFileAtShutdown

Type: REG_ DWORD

Value: 1
YCcTaHOBKa KNo4Yen peecTpa

| coanneCT




‘Task Manager
Hive: HKEY CURRENT USER

Key: Software\Microsoft\Windows\CurrentVersion
\Policies\System

Name: DisableTaskMgr

Type: REG_ DWORD

Value: 1
YcTaHOBKa Kno4yen peecTtpa

| coanneCT




‘Null Session
Hive: HKEY LOCAL MACHINE

Key: System\CurrentControlSet\Control\Lsa

Name: RestrictAnonymous

Type: REG_DWORD

Value: 1

YCcTaHOBKa Knto4yen peecTtpa

| coanneCT




Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\
\LanmanServer\Parameters

Name: AutoShareServer
Type: DWORD

Value: 0O .
YcTaHOBKa Knto4yen peecTtpa

| coanneCT




YTuUnutbl ANa HACTPOUKMU
| C2 Config - Windows NT Resource Kit

‘ Security Configuration Manager (SCM)

PykoBoacTea No HAacTpouke
* NSA Guide
* Windows NT Security Guidelines




Guidelines

| CTpyKTypa OOKYMeEHTa
* Level 1
* Level 2

Level 1 — He3Ha4YnTenbHas moandoukaumng
YCTaAHOBOK MO YMOMYaHUIo

Level 2 — onga y3anoB ¢ NOBbILWEHHbLIMU
TpeboBaHNSAMU K 6e30NacHOCTU




Guidelines

' 1. BeeneHue
' 2. O630p OoKyMeHTa

[1pouecc nHcTannauuu

He konmpoBaTb YCTAaHOBMEHHYIO CUCTEMY

OTKMHOYUTL HEUCTONb3YyEeMble MOACUCTEMBI
HKEY LOCAL_ MACHINE\System\CurrentControlS

et\Control\Session Manager\Subsystems
OTKNIOYNTL HE HYXXHblEe YCTPOUCTBA




Confiqguration

'g’ih Microsoft Management Console - [MMC1 - Console Root\Security Configuration Manager\Configurations\C:AWINNTAS .. [H[=] B3
Tﬁ] Console Window Help

! ¥ Acton ¥ View || Ez B2 X &

(] Console Root Attribute | Stored Configuration Setting
=1+ Security Configuration Manager 28] Maximum log size for Application Log 5120 KBytes
E Database: C:\WINNTASecurity\D atabase' _ﬂ Mawimum Log Size for Security Log 5120 KBytes
= j Configurations _,ﬂ Maimumn Log Size for System Log 5120 KBytes
= j C WINNTAS ecurity’\Templates _ﬁ'] Restrict Guest access to Application Log Enabled
B, @ basicdcd ‘f,:] Restrict Guest access to Security Log Enabled
E:z:z;vkt _,ﬂ Restrict Guest access to System Log Enabled
compdcd _,_j Retain Application Log for Not Configured
compwsd _,_':| Retain Security Log for Not Configured
hisecdcd _,_ﬂ Retain SystemLoqg for Nat Configured
hisecisd _ﬂ Retention method for Application Log As Needed
off97srl _,ﬂ Retention method for Security Log &s Needed
securdc4 _ﬁ'] Retention method for System Log As Needed
-2 Account Policies _,ﬂ Shutdown system when security audit log bec...  Not Configured
[+ =¢] Local Policies
ﬁ E}.fent Log L R R R
-4 ey | * Compatible Configuration
-8 Restricted Groups
8 ﬁ e s *Secure Configuration
+ ﬁ File System . . .
secuwsd * High Secure Configuration

CONNECT




Tﬁ] Console Window Help

2FE 0@

¥ Action ¥ View

BB X & Em

(] Console Root

=[] Security Configuration Manager

MName

| Description

2 dccount Policies

-2 Account Pc
=1-2¢) Local Palici
281 Audit Py

2¢) Security

= g¢) Event Log

£¢) Setting:

{9 System Ser
=8 Registry

- USERS

-l MACHI

=& CURRE

=& CURRE

upen
Open database...
Analyze System Now...

Configure System Now...

Import Configuration
Export Configuration...

{29 Resticted [~

19 -0

New window from here

v Scope Pane
Description Bar

_4 IE|Database C\ {Iklk[l]Tll"--...Il..l J_L-L_.-l.--.-tup.sdb ||C|es

Fvent Log
Restricted Groups
bystem Services
Heqistry

File System

#-(8 File System
#-_8 Configurations

- CLASSES_ROOT

Password and account lockout policies.
Auditing, user rights and security options policies.
Event Log settings and Event Viewer.

Restricted Groups

System service settings

Reaqistry security settings

File security settings

CONNSCT




Tﬁ Console Window Help
AEH 0B

| ~ acion ~ vew || B2 2 X = &[m

(1 Console Root Attribute | Stored Configuration ... | Analyzed System Set... |
=[] Security Configuration Manager ¥ Audit Account Management Success,Failure Failure
=208 Database: C:AWINNT\Security\database® |27 sudit Logon Events Failure Failure
& ‘f‘ Account Policies g}s.&udil Object Access No &uditing Failure
=g Local F’Iicie @ Audit Policy Change Success,Failure Failure
—fj . @BAudit Privilege Use Failure Failure
-ﬁ Lises ights Sssignaent ff_fj.&.udit Process Tracking No Auditing No Auditing

= _'ﬁ ',‘E‘Eﬂei:’ E::;ty Ontons ;@Audit System Events Success,Failure Failure

_g_ﬂ Settings for Event Logs
[ Restricted Groups
[ System Services
=8 Registry
- USERS
- gl MACHINE
& ﬁ CURRENT_USER
& ﬁ CURRENT_CONFIG
[+ ﬁ' CLASSES_ROOT
-8 File System
#-_8 Configurations

CONNECT




