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KoMnbiloTepHas u ceteBass 6e30MnacHOCTb.
bpaHaMayap.

MexaHn3M BUPTYasbHbIX YaCTHbIX CETeN.
be3onacHas nMHpopMaLMOHHas cucTtema.
KoH®OunaeHUnanbHOCTb, AOCTYMHOCTb, LEe/IOCTHOCTb
OAHHbIX.

CepBucbl ceTeBon 6€30MacHOCTMW.

m UundposaHne nudpopmauum,
AyTeHTNnMUKaLumto,

NaoeHTnpukaums,

ABTOpM3auuio,

AyauT,

TexHoNnorng 3awmnueHHoro KaHana.




KomnbloTepHaa U ceTeBas
60e30nNacHoOCTb

0 [lpwn BCceM cBoeM MHOroobpasnm cpeacrea
3aLNTbl UHHOPMALUMN AeNnaTCs Ha ABa 60NbLINX
KJlacca:

cpeAcTBa KOMMNbIOTEpPHOU 6e30nacHoOCTH
npeaHa3HauyeHbl A1 3aWmnTbl BHYTPEHHUX
MH(OPMALMOHHbBIX PECYPCOB, HAaXOASALWMNXCS B
JTOKaNbHOM CETU WM HA OTAENIbHOM KOMMblOTEpPE
nosib3oBaTenNs;

cpeAcTBa ceTeBOM 6e30nacHOCTU NpeHa3HaY€eHbI
ONS 3almMTbl MHPOPMaLIMK B NpoLEecce ee nepeaaym
yepes CeTb.




bpaHAMAy3p

O Ansa obecneyeHnUss KOMNbOTEPHOU 6€30NacHOCTMH
HY>KHO 3aLLUMUTUTb OT HECAHKLUMOHMPOBAHHOIO AOCTYNa
BCE pecypcCbl, HaXoAALWMNECS BHYTPU JTIOKaSIbHOW CETWU:

m annapaTHble pecypcol (cepBepbl, ANCKOBbIE MACCUBHI,
MapLwpyTn3aTopsbl),

m MporpaMmMHble pecypchbl (onepaumoHHble CUCTEMDI,
CYb/[, nouTtoBble cnyx6bl 1 T. n.),

m [aHHble, XpaHsawmecs B amnax n obpabartoiBaeMsbie B
onepaTMBHON MaMATMW.

0 Hawnbonee yacTto Ucnosb3yemMbliM CpeaACTBOM 3aLUUTHI
3TOro TMnNa gaBfiseTcs 6paHnamayap,
yCTaHaB/IMBaeMbI B MeCcTaxX BCcex coeguHeHUN
BHYTpeHHen cetn ¢ HTepHeTOoM.




bpaHaMayap

BpaHaMayap npeacraBnsieT cobom MexceTeBou 3KpaH,
KOTOPbIN KOHTPOJZIMpyeT obMeH cooblieHnamum,
BeAYLMNCS MO NMPOTOKOJSIaM BCeX YPOBHEN, U He
NponycKaeT NoAo3puTeNibHbIN TpadPuK B CETbh.

BpaHaMay3p MOXET MCMNOJ/1b30BaTbCs U BHYTPU CETH,
3aWmLlas oAHY NOACETb OT APYroMn.

[ToMmnmo 6paHaMay3pa aHanornyHble npobnemsl
Npu3BaHbl pelaTh BCTPOEHHble cpeacTBa
6e30nacHOCTM OonepauMOHHbIX CUCTEM MU
NPUJIOXKEHNN, TAaKNX KaK 6a3bl AaHHbIX, @ TaKXXe
BCTPOEHHbIEe annapaTHblie cpeACTBa KOMMblIOTEpa.




MexaHn3M BUPTYaNbHbIX YAaCTHbIX
ceTteu

CeroaHst MHTEPHET MCMONb3yeTca NPeanpuUATUAMU He
TO/IbKO KaK MCTOYHUK MH(OPMaLIMKN, XPaHALLENCS Ha
MHOIOYMCNEHHbIX BEH-CalTax, HO N KakK AelleBas
TPaHCMNOPTHAaNA cpeaa, No3ponsowas obbeanHUTb CETb
LLEHTPa/IbHOIro OTAENEHMNSA C CETAMU DUINANOB, @ TaKXe
NOAKIOUYUTb K pecypcam npeanpusaTus TeeKOMbOTEPOB —
COTPYAHWKOB, HAaXOASALWMXCA AOMA UM B KOMaHANPOBKE
paboTarLKnX C KOPNOPaTUBHOW CETbIO YAalIEHHO.

[Tpy 3TOM BO MHOIMMX ciay4dyasax npeanpuaTuio Ba>KHoO, 4YTobbl
nepenasaemMas yepes VIHTepHeT nHdpopMaumsa He bbina
NCKaXXeHa, YHUYTOXEHA UN NMPOCMOTPEeHa NMOCTOPOHHUMMU
NOAbMN,

[ns pelweHnsa 3Ton 3ag4auun CEroaHs WMPOKO UCMO1b3YETCH
MeXaHU3M BUPTYaJZibHbIX YacTHbix ceten (VPN).




be3onacHaa MHPOpPMaLMOHHAA
cucTteMa

0 be3onacHas vHoOpMaLUMOHHAaA cUcrtema
— 3TO CUCTeMa, KoTopas4,

m 3alMWaeT AaHHble OT HECAHKLMOHMPOBAHHOIO
AOCTYna,

m BcCerga rortoea npeaocCtaBuUtTb MxXx CcBoOUM
MNoJib30BaTENAM,

B HAAEeXHO XpaHUT MHPOPpMALMIO U rapaHTUPYET
HEN3MEHHOCTb AAdHHDbIX.
0 Takum obpasom, 6esonacHas cucrema no
onpeaeneHnto obnagaet CBOMCTBaAMMU

KOHMOUAEHUNAaNbHOCTU, AOCTYMHOCTUN U
LLeJTOCTHOCTM.




KoHdeaeHUManbHCTb, AOCTYMNHOCTD,
LLeNOCTHOCTb AaHHbIX

O KoHdumaeHUMaNbHOCTb — rapaHTuUs TOro, 4To
CeKpeTHble AaHHble byayT AOCTYMNHbl TONIbKO TEM
nonb3oBaTendMm, KOTOpbIM 3TOT AOCTYN pa3peLlleH
(Takme nosib3oBaTes I Ha3bIBAOTCS
aBTOPU30BaHHbIMKN).

O ﬂOCTynHOCTb — MApaHTUA TOro, 4YTO aBTOPMN3OBAHHDbIE
MoJib30BaTeJ1N BCerga noJsiydart AO0CTyln K AAdHHbIM.

0 LlesIoOCTHOCTb — rapaHTnd COXPaHHOCTU AAHHbIMU
NpaBU/IbHbIX 3HA4YEeHUIN, KOTopasa obecne4ymBaeTcs
3aMnpeToM A1 HeaBTOPM30BAHHbIX MOJib30BaTes1en
KakKnMm-nmb6o ob6pa3om N3MeHATb, MOANDULUNPOBATD,
paspylwaTb Uin co3gaBaTb
OaHHble.




KoHdeaeHUManbHCTb, AOCTYMNHOCTD,
LLeNOCTHOCTb AaHHbIX

O Uenbto 3n10yMblWIEHHUKOB MOXET 6bITb
HapyLweHne KaxXaon nx coCTaB/iISoLWmnNX
MHPOpMaUMOHHON 6e30MacHOCTU —
AOCTYMNMHOCTU, LLeJZIOCTHOCTU UU
KOH(paeHUNanbHOCTMN.

0 TpeboBaHusa 6e30MacHOCTU MOTYT MEHATbLCH
B 3aBUCUMOCTU OT
m Ha3Ha4veHUnd CUCTEMbI,

B XdpaKTepa UCMNOJ1Ib3YEMbIX AAHHbIX,
E  TUMNa BO3MOXHbIX Yrpos.




CepBUCbl ceTeBON 6€30MacHOCTHU

0 CpeacrtBa obecrnieyeHns 6e30nacHOCTH,
Ha3blBaeMble TaKXXe cepBuUcamMm ceTeBoit
6e3onacHoCTU (NporpaMMHbIe U
arnapaTHble NMPoAYKTbl, NpeAHa3HAYEHHbIE
ANa 3aWnTbl AaHHbIX), BKOYalOT B Cceb

cneaylouwme npoueaypbi:

LLiIndbpoBaHne nHdpopmauunu,
AyTeHTuduKauuio,
NoeHTndunkaums,

ABTOpUM3auumio,

AyaunT,

TexHOoNnornsa 3awmnieHHoOro KaHana.




LLindppoBaHue

LLncdpoBaHne — 3TO KpaeyroJibHblIl KAMEeHb BCEX
cucTemM MHopMaLMOHHOW 6e30nacHOCTW.

Jlrobasa npouenypa wWndpoBaHusd, npespatllarollas
MHMOPMaLUUNIO N3 06bIYHOIMO «NOHSATHOrO» BUAA B
«HeynTabenbHbIN» 3alUNPPOBAHHbLIN BUA, €CTECTBEHHO
AoJ/KHa 6bITb AOMOSIHEHA Npouenypou
aewmndpupoBaHnd, KoTopast nocse NpMMeHeHns K
3allnpoBaHHOMY TEKCTY CHOBA AeflaeT ero
«TMOHSATHbIM> .,

[Mapa npoueayp — wudpoBaHne n agelwimdppupoBaHne
— Ha3bIBAETCH KPUNTOCUCTEMOM.




AyTeHTUdDUKaums

AyTeHTUdUnKauma npeaoTBpallaeT AOCTYMN K CETU
HeXenaTesbHbIX JIUL U paspellaeT BXo4 AN
NneranbHbIX Mosb30oBaTeNEN.

TepMUH «ayTeHTUdMKaLMUa» B NepeBoae C TaTUHCKOro
O3Ha4yaeT «yCTaHOBNIEHNE NOASIMHHOCTU .

B kauecTtBe 06beKTOB, Tpebywmnx ayTeHTudmnKaumn,
MOTYT BbICTYMaTb HE TOJIbKO MOJIb30BATENIN, HO U
pa3/inyHble YCTPOMUCTBA, NMPUOXEHUS, TEKCTOBas U
apyrast uHpopmauyus.

AyTeHTUdUKaLUMSA AaHHbIX O3HAYaeT A0Ka3aTebCTBO
LleTOCTHOCTM 3TUX AaHHbIX, @ TakXe daKT nUx
NOCTYMN/IEHNS UMEHHO OT TOro YesioBeka, KOTOpPbIi
06bsaBMI 06 3TOM. [1na 3TOro MCMOSb3YETCH MEXaHU3M
3J1IEKTPOHHOM NoANUCK. AyteHTuduKauuo cneagyer
OT/IMYATb OT UAEHTUDUKaALNN.




NapeHtTudunkauums

O WNaeHTUdMKaLMA 3aK/104YaeTca B
coobLleHnn nonb3oBaTesieM CMCTeMe CBoero
naeHTudukKaTopa.

0 WaeHTudukKaTopbl NoNb3oBaTeNeN
NPUMEHSIIOTCS B CUCTEME C TEMU XKe LensaMm,
YTO U NOEHTUMPUKATOPLI NTIOObIX APYTrNX
o6bekToB (hpannoB, MPOLLECCOB, CTPYKTYP
AaHHbIX), N OHN He BCeraa CBSA3aHbl
HernocpeacTBeHHO ¢ obecneyeHnem
6e3onacHoOCTW.




ABTOpM3aumn

ABTOpM3auua — npouenypa KoOHTpond Aocrtyna
neranbHbIX MONIb30BaTENIen K pecypcaM CUCTEMbI C
npeaocTaB/ieHNEM KaXao0My U3 HUX UMEHHO Tex Mnpas,
KOTOpble onpeaeneHbl eMy agMMHUCTPATOPOM.
[ToMMMO NpenocTaB/eHnd Nosb30BaTeNsaM Nnpas
OOCTyna K KaTtaJjioram, daviamM U npmHTepam, cUcTtema
aBTOpM3aLUNMN MOXET KOHTPOIMPOBATb BO3MOXXHOCTb
BbIMNO/IHEHMA NO/b30BaTENSAMU PA3NTUYHbBIX CUCTEMHbIX
dYHKUMN, TaKNUX KaK

NOKaNnbHbLIN AOCTYN K cepBepy,
yCTaHOBKa CUCTEMHOI0 BPEMEHMU,
co3aHue pe3epBHbIX KOMUN AAHHbIX,
BbIKJ/IOYEHUE cepBepa.




AyaunT

O Ayaut — pukKcaums B CUCTEMHOM XypHane cobbITUH,
CBA3aHHbIX C AOCTYMNOM K 3alimuiaeMbiM CUCTEMHbIM
pecypcaM.

0 [MoacucrteMa ayauta coBpeMeHHbiXx OC no3BonisdeTr
andodepeHUMpoOBaHHO 3a4aBaTb NepeyeHsb
NMHTEpPECYLWNX agMUHUCTPATOpa COObITUA C MOMOLLbIO
yaobHoro rpapumnyeckoro nuTeppenca.

0 CpeancTtBa ydyeta n HabnwoaeHus obecneymsaloT
BO3MOXXHOCTb 06HapyXuUTb 1 3addUKCUPOBATb BaXHble
cobbITUSA, CBSI3aHHble C 6€30MacHOCTbIO: MOMbITKU
co34aTb, NOSIY4YUTb AOCTYN WUAN yAANNTb CUCTEMHbIE

DECYpChil.




TexHoJIoONrmA 3allmileHHOoro
KaHana

0 TexHoJ/Mormsa 3allmueHHOro KkaHana
obecneuymBaeT 6e30MaCHOCTb Nepeaayu
AAHHbIX MO OTKPbLITOWN TPAaHCMNOPTHOWU CeTH,
HanpuMmep nNo NHTepHeTy, 3a CYeT:

m B3aWMHOMN ayTeHTUdUKaunm aboHEHTOB Npwu
YyCTAQHOBJ/IEHUN COeANHEHUS;

m 3alUNTbl NepeaaBaeMbiX No KaHany CoobLLeHUN
OT HECAHKLIMOHMPOBAHHOIO A0CTYNa;

m obecrneyeHns LENOCTHOCTU NMOCTYNaKLWmMX No
KaHanly coobLleHnu.




BbiBOAbI

0 Cpeacrtsa obecrnieyeHns 6e30MacHOCTU
KOMMbIOTEPHbIX CETEN BKIOYAIOT:

m CpeacTBa KOMMblOTeEpHOM 6e30MacHOCTH,
npeaHa3sHavYeHHble ANd 3aWunTbl BHYTPEHHUX
MHPOPMALMOHHbIX PECYPCOB, KOTOpPbIE
HaXoAsTCA B JIOKAQ/IbHOW CETU UM OTAENbHOM
KOMMbIOTEPE NOSb30BaTENS;

m cpeacrtBa ceteBon 6e30NacHOCTH,
npeaHa3Ha4vYeHHble Ans 3aWwnTbl MHPOPMaUUn B
npouecce ee rnepenaymn yepes ceTb.




BbiBOAbI

[0 OCHOBHbIMW XapaKTepucTnkammn 6esonacHou
NMH(MOPMALIMOHHON CUCTEMBI ABNAOTCS:

m  KOHPMAEHUMANbHOCTb — rapaHTUS TOro, YTO CEKPETHbIE
AaHHble 6yyT AOCTYMNHbI TONIbKO TEM MNOJSIb30BATENSAM, KOTOPbIM
3TOT AOCTYN pa3peweH (Takne nonb3oBaTeNn Ha3bIBAOTCH
aBTOPU30BaAHHbIMN);

m [JOCTYNHOCTb — rapaHTus TOro, YTo aBTOPU30BAHHbIE
nonb30BaTeNn BCceraa nosyydaTt AOCTYN K AAHHbIM;

m  LENOCTHOCTb — rapaHTus COXpaHHOCTU AAHHbIMU MPaBUSIbHbIX
3Ha4YeHun, KoTopas obecneuynBaeTcsa 3anpeTom Ans
HeaBTOPM30BaAHHbLIX NOJSib30BaTeNen Kakum-nnb6o ob6pasom
N3MEHATb, MOANDUNLMPOBATbL, pa3pyLllaTb AN CO34aBaThb
AaHHblE,

O Anga 3awmuTbl MHOOPMALMM B CETSAX MCNOJb3YOTCS

MexXaHn3Mbl WNPpoBaHNSA, ayTeHTUdUKaunum, asTopmsaumm u

ayauTa. lNepenaya AaHHbIX Yepe3 CeTb OCYLWeCTBASEeTCH C

NOMOLLbIO KOMOBUHUPOBAHHON TEXHUKU 3aLLUULLEHHOIO
KaHana.




