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KpermoHasibHaa obuiectBeHHas

| 3a|.|m| «Accouuauusa 3alumTbl

uuu» (A3VI) oGpasoBaHa B 2002 rogy no
POCCUMN. B

¥/l aKTUBHO B3aMMOEeUCTBYeT C annapaTom
ieTa besonacHoctn P®, ®Cb Poccuuy,
8paJ/IbHOU CNY)X60U TEXHUYECKOro u
KEnopTHoro koHTpons (PCTIK), deaepanbHbIM
"€@HTCTBOM N0 MH(POPMALMOHHbIM TEXHOJIOIrUAM
= (« AVIT), APYrMmMM MUHUCTEpPCTBaMU U

= =%

== ?‘:'BeAOMCTBaMM, a TaK)xe CO MHOrmMu (PMHaAHCOBO-
=  DKOHOMMYECKMMM CTPYKTYpaMM.

“® YcraB A3M gaeT npaBo OCYLLEeCTB/SATb
MeXAyHapoaHble CBA3U, pa3pellaeTt BCTynaTtb B
MeXxayHapoaHblie obljecTBeHHble 06beanHeHus, a
TaK)Xe OCyLeCTB/ISiTb BHELWHESKOHOMUYECKYIO
AEeATeNIbHOCTb.
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A3U AIBNSIETCA IMUEH3NATOM ;.
Poccumn n Foctexkomuccum Poccum,

() JRlAE ‘All..O

- —
TBNSAITb MEPONPUATHA M OKa3biBaThb YCIIYTM NO

lecKoM 3aLmTe KOHUAEHLNaNIbHOM
faLuuu;

1 esiTeNbHOCTb No paspaboTke u (Mnn)
“Apc M3BOACTBy CpeAcTB 3alinUTbl KOHUAEHLNANIbHOMN
~~ wMHdopMauumm;

0 OcymeCTBnﬂTb paboTbl, CBA3aHHbIE C

MCNO/Ib30BaHMEM CBefleHNMN, COCTaB/ISIIOLLNX
rocyAapCTBEeHHYIO TaWHY;

® Bectu pa3paboTKy, NnpoM3BOACTBO, OCYLLUECTBJIAATb

TexXHMU4Yeckoe obcnyxmpaHme 1M pacnpocrpaHeHue
IWwncpoBanbHbIX (KpunTorpadpuyecKkmx) Cpeacrs.
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? _KTOB 7 CBﬂseu C uenbro
AN3aLMn NPOAYKTOB U TEXHOJIOM MM
1nThbl nHcpopMauum, o6MeHa AeNoBoiA
MH(pOpMaLMen, oCyLLeCTB/IeHUS

C _' MECTHbIX pa3paboTok m

~ MPOMBILIEHHOTrO NPON3BOACTBA,

- ripoBeeHnsa CUMINO3UYMOB,
KOH(depeHLUnHn, BbICTaBOK, CEMUHAPOB,
opraHu3saumm obyueHus cneumasiucrToB B
o6bnacrtn nHdopMaLLMOHHOMN
6e3onacHoOCTM. 5
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‘CHasl 3aLimMTa MHPOPMALIMOHHbIX pecypcoB
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TUBHbIX CUCTEM
el-me Kpuntorpaduyecknx cpeacrs

3 ,f'?s: ra uchopMauvm OT YTEUYKM N0 TEXHUYECKUM
aHanaM
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20” ]TOCTaBKa KOMMJIeKCHbIX cuctem u cpeacrts Ub

® MocraBka 3aWMLLEHHbIX CpeAcCTB BblYMC/INTENIbHON
TEXHUKMN

® HezaBucumbiit ayautr Ub o6bexkToB MHOpMaTU3aLnK
® [Npoeegenne HUOKP
® O6ecneyeHune 3KCNOPTHbIX NOCTAaBOK 6



OMIJIEKCHaA 3allUTa —
1aLLMOHHbIX pecypcoB RO}
YaTUBHbIX CUCTEM =

HUe KOMMJIEKCHbIX cuctem uHcpopMauMOHHou 6e30nacHOCTH

. bHE bIX aBTOMaTU3ZUDOBAHHbIX
| OCTpoeHHbIX Ha 6a3se ceTen 06u.|ero nosib30BaHusl, B TOM uncne
T, BKJIlOUaeT B cebs:

- .

poeKTHbIN 3Tan (o6cneaoBaHne COCTOAHUA MHGOPMaLIMOHHO-
YHUKALMOHHbIX CUCTEM B YacTu UHGOPMaLMOHHON 6€30NacHOCTH, aHaNu3
bIX AAHHbIX, MOAroTOBKAa Npea/s1IodKeHNUN 3aKa3umnKy);

' .' -fipoe TMpOBaHMe KOMIJIEKCHbIX cucTteM HdopMaunoHHon 6e3onacHoCTy,
= BK/TIOMAIOLUMX;
m

sE—:oi-‘_;péanusa|.|mo KOMIJIEKCHOW CUCTeMbl MH(POPMaLMOHHON 6€30MacHOCTH
= (nocTtaBka, yCTaHOBKA U MOHTa)X CPeACTB 3aWMTbl, 06yueHne nepcoHana);

~ ® npuMeHeHue KpunTorpacdmnyecKnx CpeacTs;

® - pa3paboTKy OpraHM3auMOHHO-pacNopAANTEsIbHOU AOKYMEHTaUUKN, NOAroTOBKY K
arrecraumm no TpebosaHnam MHpopMaLUMOHHON 6€30NaCHOCTH;

® aTTecTauMOHHbIE€ UCNbITAaHUS KOPNOPAaTUBHbIX CUCTEM NO TpeboBaHUAM
nHpopMaunoHHOU 6e3onacHOCTH;

rapaHTMmHoOe M NoCTrapaHTUHOEe 06CNny)XMBaHue;

AYTCOPCUHI MH(POPMALIMOHHON 6€30NMacCHOCTU KOPNOPaTUBHbIX
MBS HIE A mmennbix AC, Bkntouarowmx ynpasneHme

KOMIJIEKCHOU CMCTEMON MH(POpPpMaLUMOHHOU 6e30nacHOCTM. /
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-‘.,’_": MHdOpMaLMKM B NOKaNbHbIX (KOPNOPaTUBHbIX) KOMNbIOTEPHbIX
X, B TOM YMCJie Npy HaJIMuMm BbiXoAa B ceTu obLlyero nosib3oBaHus,

iw §=mma UHpOpMaLMK NpU ee XpaHeHun B 6a3ax AaHHbIX, HA XXECTKUX
~ " MarHUTHbIX AUCKAaX U T.MN.,

0 _3allnTa MHOPMaALIMOHHBbIX MOTOKOB B NMpoLlecce UxX nepecbuiku Mexxay

nosb30oBaTesIasMmn ceTtun, npm AMCTaHLUOHHOM 06pau.|eHm1 K 6a3aM gaHHbIX
“ TI"I,

® upeHTMMKaUMa n ayTeHTUdPUKaLUA NoNb3oBaTeNIen NPy peasnusauum
CUCTEM pa3rpaHuMueHms gocryna (B TOM Yuc/ie C UCNOJIb30BaHUEM
3N1IEKTPOHHbIX HOCUTENnen knrueson nHdopmauum - e-token, touch
memory, CMapT-KapTbl),

® 3awmTa OT NoaAesiKy 3J/IeKTPOHHbIX AOKYMEHTOB Ha OCHOBe 2
MCNOJZ1b30BaHUSA 3JIEKTPOHHOU LUPOBOUN NOAMUCU U KpUnTOrpacdum c
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y a MHPOpMaLUn - AglL
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'@UKM N0 TEXHUUYECKUM KaHaNaM

a3 “Neumns ble UCCNIeNO0B: : b aXHUYECKUX
3B80/1510LLME OBHAPYXUTb BO3MOXXHO BHEeAPEHHbIE B HUX 3JIEKTPOHHbIE
‘b€Ma nHOopMaLMM U ONpeaennTb ONacHble 30Hbl BO3SMOXXHOIO
'a nHopmaumm no kaHany NIMUH;

Bbli€/IEHHbIX NOMELLEHN, B KOTOPbIX BeAyTCA CEKPETHbIE NeperosBopbl

IMEHTaJIbHble U3MEepeHUs YPOBHEN 3ByKOM30/1LuuMn, crneymnasbHble

2A0BaHMNA Ha 3J1IeKTPOaKyCcTUYecKkne npeobpasoBaHus, BbICOKOHACTOTHOE

$i3blBaHNE, NPOEKTUPOBaHME, MOHTaX U HaCTPOMKa CUCTEM 3alLLUTbl peYyeBon

H(POpMaLIMM NO aKyCTUUECKOMY, BUBpPOAKYyCTUUECKOMY U ONTO3/IEKTPOHHOMY

e "’ M);

“8- [locTaBKa, MOHTaXX M Ha/laAKa CPeACTB 3almTbl MHGOPMALMKM OT YTEUKMN N0 KaHany

~—— [I3MMWMH, ceTsiM 3/1eKTPONUTaHNS 1 3a3eMieHns (reHepaTopsbl WyMa, PUAbTPbI U

~ - Ap.);

® - 3auuTta undpoBbIX TeNnedOoHHbIX annapaToB NyTeM YCTAaHOBKW YCTPOMUCTB
6/10KMpoBaHNs HECAHKLIMOHUPOBAHHOIO BKJ1HIOUE€HUS1 MUKPO(hOHOB undpoBoro
TenecgoHHoro annapara (npm ncnonb3osaHnm uncpposbix ATC):

® 3awmTa TeniechoHHbIX annapaToB N0 KaHa/Ny 3/1eKTPOAKYCTUUECKUX
npeobpazoBaHuii U BbICOKOUACTOTHOIO HaBA3bIBaHUS.

Pe3yanaT: O6ecneuyeHue 3aWwmTbl MHPOPMALIMK OT YTEUKM NO

TEXHUNYECKUM KaHa/1aM, 3allUTa pE‘-IEBOﬁ MH(I)OpMaI.IMVI B Bbll€J1EHHbIX
noMeLleHnAX. 9
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10CTdBKa KOMIMJIEKCHbLIX .-
" cuctemm cpedcTe
) ALLMNC N 6e30nc OCTN

:I.I.IMTbI ot HC[] (annapaTtHble, NnporpaMMHO-annapaTHbie n
MHbIE);

fIEKChbI ynpaBsieHnsa NonIMTUKon 6esonacHocTn, obecneunsarowme
IOHUTOPUHI M KOHTPOJ1b paboTbl nonb3osatenen AC, c6op nucdopmaumm o
SpaboTe npuaoxkeHnn AC, BbisiBJieHMe U onepaTMBHOE pearupoBaHue Ha
===CO0bITUSA, HapyLlaloLUlue 3afaHHYI0 NOJIMTUKY 6e30NacHOCTM Ha pabounx
= — CTaHLMsAX noJsib3oBaTesien;

®  CcucTteMbl 06HapyXeHUsi BTOpP)KeHuii, o6ecrneumnBaoLue aBTOMaTUYECKOe

‘BbisiB/IEHME U 6/10KMpOBaHMe ceTeBbIX aTaK BHELHUX N BHYTPEHHUX
“HapyluMTenemu;

® cCucremMbl aHaNM3a 3aWMLLEeHHOCTH, 06ecneunBaloLne BbisiBJIEHUE U

ycTpaHeHue yaszBumocTtei AC, koTopble MOryT 6bITb MUCMOJ/1b30BaHbl
HapyLiuTenem Ans peaamsauum atak;

Pa3/invdHble peasindalm 3allULLEeHHbIX 3JIEKTPOHHbIX MOYT,

3alyMileHHble Y3/bl AoCcTyna kopnopaTuBHbiX AC B UHTepHeT,

No3BO/IAIOLLME OCYLLEeCTBAATL 6e3onacHbIin AocTyn nonb3oBaTtenen ACB
UHTepHeT;
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JoCTaBKa 3alliMLLUEHHbIX |
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'DeACTB BbIYUC) UTenbHOM

- - s
COLiMaLInsa OCYLLECTBJISET NOCTaBKy CpeacTs
JINTEJSIbHOU TEXHUKM (NepcoHaNbHbIE
1bIOTEPbI, CEpBEpPbI, MPUHTEPDI,
TOMaTu3npoBaHHblIe paboune MecTa), BbINOJIHEHHbIX

S =

B 3aLMLLIEHHOM MO NO60YHbIM 3/IEKTPOMArHMTHBIM
~—— USNYYEHUSIM U HABOAKAM MCMOJIHEHMU B COOTBETCTBUM C

-

TEeXHUYECKMMM TPebOoBaHUSIMU 3aKa3uMKOB ANS
“06paboTkn nHcopmaLuumn passiIMyHbIX YPOBHEHN
CeKpeTHoCTHU. [laHHble cpeacTBa npeaHa3HauveHbl Ans
MCNOJ1Ib30BaHUA Ha 06bekTax nHpopMmaTU3aLUnmn pa3HbIX
KaTteropuun 6e3s nposeaeHuns AOMNOJIHUTEJIbHbIX
nccnenoBaHUMN.
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)PMaLMOHHOI 6€30MacHOCTH
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JIEKCHOe 06cneaoBaHne 3KCNEepTHO-A0OKYMEHTAJ/IbHbIM U
YMEeHTaJIbHbIM MeToAaMn MH(pOPMALIMOHHO-
KOMMYHUKaLMOHHbIX CUCTEM C aHAJIN30M U OLleHKOM
S 9(PMEKTUBHOCTN UCMNOJIb3yEeMbIX CUCTEM U CpeacTB obecneyeHus
= besonacHocTn nHdopmaumm.
e
— MpenocraBnenne 3aka3umnky no pesynbratam o6cneaoBaHus
“MHpopMaumm o paboTte ero MHPOPMALNOHHO-KOMMYHUKALMOHHbIX
~ cucrteM (Bknro4yasi COCTosiHME M aHaIn3 3aLMLLEeHHOCTU CeTeBbIX U
MH(POPMaLIMOHHDbIX PECYPCOB), OLIEHKH CTENEHU YA3BMMOCTH
CUCTeMbl, peKOMeHAaLMN NO COBEepPLUEeHCTBOBAHMIO CUCTEMDI

obecneyeHna 6esonacHOCTU MH(OPMaLUM.

’.
_ . -
Vil
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'lj 3efleHne Hay4yHO-UCCIe0BaTeNIbCKUX WU

IBITHO-KOHCTPYKTOPCKMX paboT no

mymecxum 3alaHUAM 3aKa3uMKa Ha 6a3e

'"ucnuTaTeanux naowaaen m Hay4HbIX
nabopartopmit kak npegnpusaThii ASU, Tak 1
APYrnxX opraHu3aLmmn, ABAAOLWMNXCA NapTHeEpaMm

Accouuauum.
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NMnoCTaBOK

DraHu3auma paboT no sKCNopTHbIM
ICTaBKaM CpeACTB 3aWnTbl MHPOpMaLuM B
€OOTBETCTBUM C AEACTBYIOLMM
YHOAATENbCTBOM.

I'lpu BbiMOJIHEHUUN SKCMOPTHbIX NMOCTABOK
KOMMJIEKCHbIX CUCTEM U CPEACTB 3alyUThbl
nHpopmMauum Accoumauusa npomsBoaAUT BCe
HeobxoAuMble COryiacoBaHMA U 3KCNepTu3bl B
COOTBETCTBYHOLIMX OpraHax rocyAapCcTrBeHHOM
BNnactun Poccunckon ®epepauum.

?
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mcax noBbilLeHua kBanindukaumm, nposeaeHus

f’TEMaTVI‘-IECKMX CEMMNHAapPOB.

06yquue npoBOAUTCH KaK Ha 6a3e yuebHbIX KypcoB
OoTAENbHbIX NpeanpuaTun Accoymaumm No KOHKPETHbIM
HanpasBJ/ieHUsIM, TaK 1 No 6os1iee WNPOKUM U rnybokum
nporpaMMam C Mcnosib3osaHmeM (NO cornacoBaHuIO)
BO3MOXXHOCTEN nyuywmnx BY3oB Poccum.

15
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Accoumauums

Appec: 125438, MockBa, 4-u JInxaueBckuu nep., A4. 15,
oryn «<HUM «Keanr», MOO «A3U»

TenedoH/dpakc: +7 (095) 156-7102

TenedoH: +7 (495) 154-6155

http://www.azi.ruhttp:/ /www.azi.ru, e-mail: azi@azidu




