AAMUHUCTPUPOBAHUE
MHMPOPMALMNOHHbIX CUCTEM

AnmuHucrtpupoBanue OC
YaaneHHoe a/IMUHUCTPUPOBAHUE




YaaneHHoe ynpaBs/ieHUE CeTEBbIMU

pecypcamm

° YaajieHHOeE yIIpaBJIeHUue — IIPoIiece
aIMIHHICTPUPOBaHUS KOMIIbIOTEpa 0e3 PU3UUECKOTO
IIPUCYTCTBUSA IIOJIb30BATEA 32 KOMIIBIOTEPOM.

» B coctaB Windows Server 2003 BXOIHT pAJ CPECTB,
obecneunBaOINIX yIaJIeHHOE YIIPaBJIEHHE CEPBEPOB U
paboyux CTaHIIUH.

o JIJ151 BBITIOJTHEHUS YAAJIEHHOTO YIIPABJIEHUS BO3MOKHO
HCII0JIb30BaHNE KOMAHHOMN CTPOKHU U rPpaUUeCcKOoro
nHTepdernca.



/IMCTaHUMOHHOE ynpaBaeHMe paboyYmMm
CTOJIOM

* Mnctpyment /lucTaniton moe 20|
yhnpaBJjieHHe padoYuM CTOJIOM
OKBHUBAJICHTCH YAAJICHHOMY O6wwe I HMmA komMneloTepa | O6opytosarve | OonosmurensHo |
aI[MI/IHI/ICTpI/IpOB aQHUIO qepe3 cepBep B ETOMATHYECKOE OOHOBNEHUE U.ﬂa.ﬂeHHOB WCNONE30EaHHE
TepMHHaﬂOB’ peasiM30BAaHHbIN B A > HaaToM KOMNbIOTEPE GUaeT patoTaTh CEpBEp TEPMUHANOE.
Windows 2000. Q CepBep TEPMUHANO0E NO3BONAET OAHOBPEMEHHD HECKOABKUM
I NOAb30BATENAM BbINOAHATE YAaNEHHOE NOAKAIDYEHUE K CEPBEPY

¢ PH €T0 3aIlyCKe CO34a€TCA HOBAsA W 33NYCKaTE Ha HEM NPOrpamMmb.

yAaJIEHHaA KOHCOJIb, KOTOPpaA COAEPKUT

I10JIb30BAaTEJIbCKHUE HaCTpOfIKH BX0O/J4d B
CHCTEMY. [~ Paspewwrs oTnpaeky NpUrAaLIEHS YaaneHHOMY NOMOLHWKY

w Wik,
 CepBepHasi 4aCTh JJAHHOTO HHCTPYMEHTa MR B

IIPOU3BO/TUTCS Yepe3 3aKIIATKY
YaanenHsblie ceaHcsl B CBoMcTBax
cucTeMbl. BO3MOXHO yCTaHOBUTD
CIIKCOK T10JIb30BaTesIel, KOTOPhIM OyeT
paspelleH JOCTYI K IAHHOMY

JonoAHUTENEHD..,

— ducTaHUMOHHOE YynpaeneHue paﬁO‘iMM CTOM0M

[V Paspewmrs yaaneHHoe NOAKMAIYEHWE K 3TOMY KOMMbKITERY

KOMIIBIOTEDPY. i : :
ﬂﬂﬂ AanbHeWWen HACTPOMKUW CEpPEEPa MCNOAB3YUTE FDYNNOBYID
« Ha xiineHTe ceaHCHI yZlaJIEHHOTO WAW NporpanMy HACTROMKIA CAYKE TEPMUHANOE.
yIIPaBJIEHUA 3aIyCKAIOTCA C ITIOMOIIIBIO
KOMAaH/1bI HOZIKJIIO‘ICHI/IC K MogpotiHee 0 TOM, Kak Pa3BepTLIBATL, HACTPAUBATE W

AAMUHUCTPUPOESTE CEPEED TEPMWHANOE, CM. CngaBKa 0 Cepeepe

YAQUWUICHHOMY paﬁotleMy CTOJY B TEDMUHANOE.

rpyune IIlporpammsbr —>
CranpaptHbie —> CBA3b.

| oK I OTmeHa [1pyMeEHHTE




/INCTaHUMOHHOE YyNpaB/JeHME pPaboyYMMm
CTOJIOM

« NHcTpyMeHT JlMCTaHIIMOHHOE yIIpaBJjeHue pabouynum
CTOJIOM MOKHO HACTPOMUTD Ha HCIIOJIb30BAHUE B
KauecTBe KJIueHTa Be0-Opay3ep, HanpuMep Internet
Explorer.

- IIpeumylniecTBa JaHHOTO IIOAX04A — BO3MOXKHOCTD
IIOAKJIIOUEHUS JIJIsI aAMUHUCTPUPOBAHUSA cCEPBEpPa C
IIOMOIIIbI0 0OBIYHOT'O BeO-Opay3epa ¢ MaIlliHbI 10/
yrpasjaeaueM Bepcuii Windows 95, 98, 2000.



/INCTaHUMOHHOE yrnpaB/ieHMEe PaboyYmMMm
CTOJIOM

¢ I[JIH peain3annumn Cnyskba WWW =

OtmeTeTe BCe YCTaHaBNUEaEMbIE KOMMOHEHTBI. 3aTeHeHHbIN $AaKoK 03HAYaEeT

BO BMO-}KHOCTeI‘/JI H HTepHeT_ HACTHYHYIO YCTAHOBKY KOMMOHEHTa. BbIACHUTE ero cOCTas NOZB0AAET OAHOUMEHHAA

KHOMKA.

IIOAKJIIOUEHUN A HeO6XO,Z[I/IMOI Cﬂ%ﬁaWN- COCTaE!

® YCTAaHOBHUTH JOIIO/THUTEC/IbHYIO [ [9] Beﬁ-ngnuKauuﬂ DAY
1 O [9 BrnoyeHua Ha ctopoHe cepeepa [SSI1) 0.0 ME
KOMHOHeHTquIHdOWS (CepBep [ @ WHTepHeT-noak AloyeHue K aaHHemM (IDC) 0,0 ME
IIPUJIOKEHUHU — Cﬂy}K6bI 11IS — (@ WHTepHeT-NoaK.Alo4eHHe K YaaneHHomMy patoueny cTony 0.4 MB
WWW — V] o Cryxeia Wi/ 1,9ME
CJIY}K6a HHTepHeT [] (@ YnanerHoe aomMuHucTpuposaHie (HTML) 5,7 MEB _'_I
HOAKJ/IIOYEHUE K yﬂ aHeHHOMy Onucanue: Mogaepskka dakinoe ASP. Active Server Pages Bceraa ycTaHaBAMBaIOTCA.
CTOJTY).
o Ha IUIHGHTCKOﬁ MaIIInHeE C TpefyeTca Ha AucKe: 2,9MB Cocras,.. |
HOMOIHI)IO Internet Explorer CeofogHo Ha gucKe: 34724 9 ME

| oK I OtmeHa |

IIOAKJIFOUNTCSA, 3a1aB afpec:
http://<server>/tsweb.




/INCTaHUMOHHOE yrnpaBaeHME YAANEHHbIM
CTOJIOM

_1Of x|

’3 VMHTEepHeT-NoAKAOYEHWE K ¥ AaneHHoMy pabouemy ctony - Microsoft Internet Explorer

®arin  [paeka Bua MsbpanHoe Cepeuc Cnpaeka | 7,’

QHazaa ~ &I -~ [x] 2] = | ' Momck - MsBpanrHoe &4 Meana &4 | Qrm BLEBE

Aapec: @http:ﬁlocalhost,ftsweb.f ;_l Mepexoa | Cocbinkn >
-~

Microsoft
Windows

MHTepHeT-NoAKNYEHUE K YAaZleHHOMY paboueMy cTtony

BeeanTe MMA YAINSHHOrO KOMNEKRTEPA,
ecibepUTe pazMep 3KPaHa AnA NoOAKNKHEeHMWA K1
wenkHuTe NMoaknouiro.

Ana BeICTPOro NOAKNKHYEHMA K TOMY Xe Pazmep: IHDJ'IHDSKpaHHbII;'i "l
KOMMBKTEPY MOXHO NOMECTUMTE CTRPaHMUY
noaknw4eHua e MzBpaHHoe,

Cepeep: Il

r- OTNP3EUTE YHETHEIE A3HHEIS ANA A3HHOro
noaknH4eHmMA

| nNoakntounte |

N K

I@ FoToBo [_ |_ |_ ]\j MecTHaa MHTpaceTE




CepBep TepMMHaANOB

o Jl714 ynpaBjieHUA yZilaJIeHHbIMU
IIOAKJIIDUEHUAMU K CEPBEPY UCHOJIb3YETCA
HECKOJIbKO UHCTPYMEHTOB
aIMUHUCTPUPOBAHUA:

» HacTpoliika c1y»k0 TEpMUHAJIOB,;
s JlucreTryep cay:k0 TEpMHUHAJIOB;
= JIuneH3upoBaHe cepBepa TEpMUHAJIOB.



HacTpounKka cny6 TepMmHaIoB

 JIaHHBIU UHCTPYMEHT MMO3BOJISAET:
s Co3aaTh HAOOp NOAKIIOYEHUN, OPEAEIAIONNX CETEBBIE
nHTepdenCchl U MapaMeTpPbl MOAKII0OYEeHN S,
s OIIpeiesiuTh IapaMeTPhI cepBepa, TaKue KaK TUII
JINIIEH3UPOBaHMA, OTPAHUYEHHA Ha YHCJIO CEaHCOB
II0JIb30BATEJIS U TAK JlaJIee.

tscc - [HacTpoiika cny<6 Tepmynanos’flapameTpbl cepsepal e = |D|L<.|

KoHcone  Aericteme Bua  Cnpaeka

¢» B0RRE 2

_ HacTpokka cnyx TepMMHanos MNapaMeTpbl I ATPHOYT I
}’naneHMe BPEMEHHEIX NanoK NP BbIXoae Aa
MCHOIIb3OBaTb BPEMEHHBIE NanKK ANA CeaHca Aa
nmueﬂsnposaﬂne Ha ycTpoHcTeO
Paﬁoqnﬁ cTon Active Desktop OTKNHUHTE
Cosmecmmocrb paspeLweHHi MNonHaA GesonacHoCTE
OFDaHHHHTb NoNb30BaTENA EAMHCTEEHHBIM CEaHCOM Aa

I'IanKa CeaHca OTKAHO4YMTE




/IncneTyep cnyK6 TepMHUHAIOB

o JIucmeTuep COy:K0 TEPMHUHAJIOB II03BOJISIET IIPOCMATPUBATh CBEJIEHHS O CEpBepax
TEPMUHAJIOB B IOBEPEHHBIX JIOMEHAX. ATa CIy:KeOHasi IporpaMMa HUCIIOJIb3YeTCs JJIsT
HabJTIOIEeHN A 32 MT0JIb30BaTEISIMU, CEAHCAMHU U IIPUJIOKEHUSIMU Ha KaKIOM CepBepe
TEPMUHAJIOB U JIJA€T BO3MOKHOCTD BBITIOJTHATD Pa3JIMIHbIE JeUCTBUS /IS YIIPABJIEHUS
CEpBEpPOM.

« Cmomornpio Jlucreryepa MOKHO ITPOCMOTPETh HMH(POPMAITUIO O 3aIMyIleHHbBIX IIpoIieccax.

E,_..'z' WIN2K3 - AucneTyep cnykb TepMvHanos - |I:I|l<]

devictena Bua Cepeuc  Cnpaeka

d|sl|@E| 2= 2] X|

El@ 3TOT KOMNbHOTED Mpoueccel l WHpopMaumra |
B winzks
“ill= RDP-Tep (cnywatens) J FID I O6pas I -
3 console (AammcTpaTop) 0 Besapicrenolc..
s ilb=i RDP-Tep#tl {(AAMMHMCTPATOP) 292 :}':St:rgx s
\i] M36paHHbIe cepeepbl 368 csrss..exe
El\il Bce cepeepbl M3 CNMCKa 960 winlogon.exe
@ UFO 1004  services.exe

1016  lsass.exe
1184 svchost.exe
1244  svchost.exe
1388 svchost.exe
1404 svchost.exe
1432 svchost.exe
1684 spoolsv.exe
1716 msdtc.exe
1784  dfssvc.exe
1820 dns.exe :J

-

AnA BoIB0AA CNPaBKH HaxmMuTe <F1 > MNUM v/

Jcccccccccccccccﬁ_ﬂ




/IncneTtyep cny>K6 TepMHUHAIOB

° I/IH(l)OpMaI_[I/IH O IIOAKJIIOUEHHBIX YAAJIECHHDBIX I10JIb30BaTE/IAX:

E,_..'z' WIN2K3 - AucneTyep cnykb TepMvHanos - IDIA]

devictena Bua Cepeuc  Cnpaeka

el o)z == 2] ]

E@ 3TOT KOMNBHTEP MNpoueccel WHpopmMauua I
= winzks
- RDP-Tep {cnywaTens) MonbzoBarent: AQMUHUCTPATOP Cnpaeka |
S Console (AaMMHMCTpaTOP)

Wma knuerra: DIMA-MOBILE
Homep copku knuenra: 2600
E\i] Bce cepBepbl M3 cNMcka Karanor knverra: C:AWINDOWS\system32\mstscaz. dll

R R DP-Tcp# 1 (AAMMHUCTPATOP)

@ UFO Koa npoaykra knuerra: 1 Koa ofopyaosaHus knuerTa: 0

Agpec knuenta: 192.168.163.100

Bysdepos cepeepa: 5 » 1460 Gabm Bysdepos knuenta: 5 = 1460 Gaim
Konuuecteo usetoe: 64K Pazpewenue; 1280 % 800

Hma mogema:

YpoeeHe WHppoBaHWa: CoBMECTUMBIN € KAMEHTCKUM

KAWEHTCKAA AUUEHZUA:

AnA BoIB0AA CNPaBKH HaxmMuTe <F1 > MNUM v/




Mcnonb3oBaHWe KOMaHA AN AUCTAaHUMOHHOIO
ynpaBaeHUs paboymm CTOJIOM

* ITpu kax10M MOAKIIIOYEHNH K YAJIEHHOMY CTOJIy Ha CepBEpe
UHUIMATIU3UPYETCA KOHCOJIBHBIN ceaHC, 00eCceunBaroug JOCTY K

yAaJeHHOMY pabodyeMy CTOJIy.
o AaMmuHucTpaTop umeeT 3 @EeKTUBHbBIE CPEJICTBA 10 IPOCMOTPY U
IIPEKpPAIEHUIO JITAHHBIX CEaHCOB:

s query session — BBIBOJIUT TEKYIIHE CEAHChI HA CEPBEPE

» change logon /disable — oTkr0uaeT Bce BUABI CETEBBIX MOAKIIOUEHUI

» change logon /enable — pa3peraer noaK/II0UEHN K CEPBEPY;

» logoff <ums ceaHca> — NIPUHYAUTEILHO 3aBEPIIAET CEAHC HA OCHOBAHHUU €T0

MEHU
= logoff <kop cearnca> — MpUHYIUTEIBHO 3aBEPIIIAET CEAHC HA OCHOBAHUU €TO

KO/1a



R —
KoMaHAHbIM peXUM YyNpaB/IEHUS

- Ilpumepsl yIipaBjieHUA yAaJleHHBIMHE IIOAKJIIOUEHUsAME K paboyemMy
CTOJLY.

° Z[OHOJIHI/ITGJIBHI)IMI/I KOMaHJaMU ABJJIAIOTCA:

s reset session <KoJ ceaHca> - IPUHYAUTEILHO 3aKPHIBAET BCE
IIPUJIOKEHUS 1 3aBePIaeT CeaHc

o tsdiscon <Ko ceaHca> - MPUHYIUTEIBHO Pa3PhIBAET IIOAKIIOUEHIE
ceaHca. CeaHC CTAaHOBUTCH 3aBUCIIINM.

&t C:\WINDDWS' system32',cmd.exe I

Microsoft Windows [Bepcua 5.2.37901
{(C> Kopnopauus Mavkpocoor, 1985-2003.

C:\Documents and Settings\AaMUHUCTpaTOp >guery session
CEAHC MNofAb30BATESb ID CTATYC THI YCTP-BO
>console AnMUHUCTpPAaTOP 0 AxkTuBHO wdcon

rdp—tcp 65536 [llpuemn rdpud
rdp—tcpi2 AnMUHUCTpATOPp 2 AxkTuBHO rdpud

C:\Documents and Settings\AgMuHUCTpaTOp>




Y AaneHHbIM 3anyCcK Nporpamm

» CyIIleCTBYIOT JIPYTHUE CIIOCOOBI BBITIOJTHEHMS aJIMUHUCTPATUBHBIX QYHKITUN
Ha IPYTUX KOMIBIOTEPAX B CeTH. [laHHbIE METO/IbI UCITOJIB3YIOT CLIEHAPUH
BX0/1a, MaKeTHbIE (pauJIbl ¥ PEECTPHI JJIA 3aIyCKa IPOTPAMM.

- KomaHnza /i1 3ammycka mporpaMMbl Ha yIaJIEHHOM KOMIIbIoTepe — at

> at \\<KoMIbpIOTEP> <BpeMs_CYTOK> <KOMaH/ia> - Ha3HauaeT BpeMsl
BBITIOJTHEHHST KOMaH/Ibl HA CETEBOM KOMIIbIOTEPE

= at \\<kommnbioTep> <Bpemsi_cyTrok> /EVERY:M|T|W|TH|F|S|SU
<KOMaH/ia> - Ha3HA4YaeT JIeHb He/leJIU ¥ BPEMS BBIIIOJTHEHHs KOMaH/Ibl Ha
CETEBOM KOMIIbIOTEPE

= at \\<xommbioTep> <Bpems_cyTok> /INTERACTIVE <xomanga> -
HazHavyaeT BpeMs BBIIIOJTHEHUSI KOMaH/bl HAa CETEBOM KOMITILIOTEDE,
pasperiias oOMeH JaHHBIMHU C TEKYIIIUM I10JIb30BaTeIeM



Y nasIeHHbIM 3anycK nporpamm

 JlJ1a yiaJeHHOoTOo 3alycKa IIporpaMM MOXKHO HCII0JIb30BaTh U I'PYIIIIOBEIE
IIOJIUTHUKU.

 Ilpwu co3maHuU TPYNINOBOU IOJUTUKHU CYIIECTBYET BO3MOXXHOCTh BKJIIOUHUTD
3aIlyCK CIleHapueB IIPU BKIIOYEHUH KOMIIbIOTEPA, IIPU BXO/I€/BBIXO/E
I10JIb30BaTEJIA ¥ IPU BBIKJIKUYEHUN KOMIIbIOTEPA.

 CrieHapuu MOTYT IIPeJICTaBJIATh cOO0M (aiiyibl HaMMCaHHBIE HA PAa3JIUYHBIX
CIIEHApHBIX A3bIKaX:

> Visual Basic Scripting Edition
s JScript;
> Windows Script (ocHOBaH Ha HCIIOJIb30BaHUU Xml);
s bat-datin.
- Pacnosaratrores ¢aisibl ClieHapyUeB B CIIEIMAIbHOU ITallKe, HAallpUMep:
o C:\WINDOWS\System32\GroupPolicy\Machine\Scripts\Startup



MHdOopMaLma 06 yaa/IEHHOM CUCTEME

« CHUCTEeMHBIU aIMUHUCTPATOP J0JIKEH OTCIEKUBATh UCIIOJIb3yeMOe
IIporpaMMHOE o0OecIieueHHe U anapaTHbIe PeCYPChl KOMIIBIOTEPOB
B CETH.
 BbpIiBOj cucTeMHON nHGOPMAIUN O KOMIbIOTEPAX CETU
OCYIIIECTBJISIETCS ¢ IIOMOIIBI0O KOMaH]/I:
s systeminfo /s <komnbpioTep> /u <MOJIb30BaTENb> /P <IAPOJIb> -
BBIBOJ], CICTeMHOU nH(opManuu (ObICTpOIeliCTBHE IIPOIeccopa,
Bepcus BIOS, Bepcus Windows u T.11.)

= systeminfo /s <kommbpioTep> /u <mOJIb30BaTENb> /P <IAPOJIH>
/fo TABLE|LIST|CSV /NH - BeIBOA, cucCTeMHOU HH(POPMAITUU B
dopmate TabJAUIIBI, CIMCKA, C Pa3Ae/ISIONIUMU 3aIIIThIMU



[pumep nHdopmaumm 06 yaaneHHOM

CHUCTEME
" CWNDOWS\systemaZemdexe

Microsoft Windows [Bepcusa 5.2.37901
{(C> Kopnopauus Maskpocoor, 1985-2003.

C:\Documents and Settings\AamuHucTtpatop>systeminfo /s radiowave /u office \wildim
/p

Mrma ysaa: RADIOWAUVE
Hazsanue O0C: Microsoft(R)> Windows(R)> Server 2003, Standard Ed
ition
Bepcua OC: 5.2.3790 Service Pack 1 ceopka 3790
M3rotoButean O0C: Microsoft Corporation
MNapamerpw OC: Panosow cepsep
Ceopka OC: Multiprocessor Free
3JaperucTpupoBaHHBW BAaneAel: Admin
3aperucTpupoBaHHana opraHusauua: RosNOU
Kon npomykra: 69820-012-4074175-429209
flata YyctaHoOBKM: 05.01.2005, 10:53:02
Bpema pacsoTm CUCTEMBbI: 2 nH., 18 vyac., 22 muH, 31 cek.
M3roToBuTEAb CHUCTEMBI: Intel
Mopneab cucTemMbi: SE7210TP1-E
Tun cucremwm: #86-based PC
lNpoueccop(m): YUucao npoueccopos — 2.
[01]1: x86 Family 15 Model 3 Stepping 4 Genuineln
tel V3192 MI'u
[02]1: x86 Family 15 Model 3 Stepping 4 Genuineln
tel V3192 MI'u
Bepcua BIOS: AMI - 2000408
MNanka Windows: C:\WINDOUWS
CucTtemMHas nanka: C:\WINDOWS\system32
YcTpoKcTBO 3arpyskKu: \Device\HarddiskVUolumel
A3mMK cucTemMm: ru;Pycckum
fAsmk BBOpA: en—us ; AHr auvickuu (CLAD




MHdOopMaLma 06 yaa/IEHHOM CUCTEME

« Cienyrolasa KoOMaH/1a I03BOJIAET BbIBECTHU CIIMCOK
yCTaHOBJIEHHBIX JPAUBEPOB YCTPOUCTB Ha Y/IaJI€EHHOM
KOMIIbIOTEpE:

o driverquery /s <KOMIILIOTEDP> /U <IOJIb30BaTeab> /P
<MHapoJib>

= driverquery /s <KOMIIbIOTEP> /U <II0JIb30BATEJIL> /P
<napoJsib> /fo TABLE|LIST|CSV /NH BwrIBOoA nHpOpMaUU
0 JipaliBepax B (popmate TabIUIIbI, CITHCKA, C
pa3IesIAINIUMU 3aSTHIMU

o driverquery /s <KOMIILIOTEDP> /U <IOJIb30BaTeab> /P
<MapoJib> /si BBIBOJI HHGOPMAIIHH O IOJIIIHCAHHBIX
JipariBeEpax



[IpMep BbiIBOAa MHPOPMALMU O
panBepax CUCTEMbI

ey CAWINDOWS \system32\cmd.exe

C:\Documents and Settings\AamMuHucTpartop >driverquery /s radiowave /u office\wildill
m /p
Beenute napoab naa office\wildim: eeees

HasBanue Tun ppassepa [laTa ccHAKMH

[pavisep Microsoft ACPI Kernel
ACPIEC Kernel
Cpena cetesou noanepxk Kernel
[pavisep acuHxpoHHoro H Kernel
CranpapTtHoi KoHTpoaaep Kernel
atiZmpad Kernel
Atmarpc lMpotokoa kKauenta ATM A Kernel
audstub fpavisep 3arayuxku ayauo Kernel i 10:09:12
Beep Beep Kernel X 10:03:04
chidf2k chidf2k Kernel g 10:05:00
Cdfs Cdfs File System x 3:40:55
Cdrom fpavisep CD-ROM nuckoso Kernel ¥ 3:28:57
ClusDisk [pavisep nuckoB Kaactep Kernel X 3:35:52
crcdisk CRC ppavisep ¢ouabTpa nau Kernel £ 3:29:40
Df sDriver Df sDriver File System ) 3:30:28
i fpavisep aucka Kernel z 3:28:58
dmbhoot Kernel & 3:30:03
[pavisep nucnetuyepa aor Kernel z 3:30:02
dmload Kernel . 10:08:08
Intel(R> PRO/1000 Adap Kernel . 1:46:47
Intel(R> PRO Adapter D Kernel X 22:56:25
Fastfat File System & 3:40:20
[pavisep KoHTpoaaepa ru Kernel X 3:28:43
Fips Kernel . 3:40:33
Flpydisk Kernel X 10:04:32




[TpocMOTp CBOGOAHOIO NPOCTPAHCTBA

« Komanna freedisk 1mo3BoJiger BbIBECTH KOJIMUYECTBO
cBOOOJTHOT'O AYICKOBOTO MPOCTPAHCTBA HA YAAJIEHHOM

KOMIIBIOTEPE:
s freedisk /s <kommbpOTEP> /U <IOJIL30BATEJIL> /P <HAPOJIb>

/d <ums gucka>

cv CAWINDOWS  system32icmd.exe e
:\Documents and Settings\ApmuHuctpartop >freedisk /s radiowave /u office\wildim

C

p 7/d c:
Beenute napoab naaa office\wildim:¥eeeoes

HHPOPMALIUMA: 35 344 527 360 sauT cBosonHo Ha Tome ‘'C:'.

C:\Documents and Settings\AamMuHUCTpaTop>




KomMaHabl paboTbl C peecTpoM

- adopmanuio 06 ycTaHOBJIEHHOM IIPOTPaMMHOM o0ecrieueHu
MO3KHO HOJIyIUTh U B3 peectpa Windows:

s reg query \ \KOMIILIOTED \KJIIOU - BEIBOJUT 3aIICU PeecTpa
yZlaJIEHHOT'O KOMIIbIOTEPA, XpaHAlecd B kiaoue KJIIOY

s reg query \ \KOMIILIOTED \KJII0Y /S - BRIBOJUT 3aIIHMCU PeecTpa
yZlaJIeHHOT'O KOMIbIOTEPA, XpaHAreca B kiatode K/IIOY, u
IIOIKJIIOYM BCEU CTPYKTYPhI 3aJJAHHOTO KJII04Ya

s reg query \ \KOMIIbIOTeP \K/II04 /V <3aIlCh> - BEIBOJIUT JIaHHBIE
3alrced 3aJaHHOr0 KjaK4a, XpaHainuecsa B kiarode KJIIOY



[TpOCMOTp M yrpaB/IEHUE CMIMCKOM 3aJau

* AIMUHHCTPATOP CUCTEMbI UMeeT BO3MOKHOCTD
IIPOCMATPUBATD CIIMCKU 3aIlYIIIEHHBIX 3a/1a4 U yIAJIATh
IIPOIECChI HA YIaJIECHHOM KOMIIbIOTEPE:

o tasklist /s <koMmmbIOTEP> /U <ITOJIB30BATENL> /P <IIAPOJIb>
- BBIBOJIUT CITHICOK BCEX IIPOIIECCOB;

o tasklist /s <koMmmbIOTEDP> /U <IOJB30BATENL> /P <IIAPOJIb>
/fo TABLE|LIST|CSV /NH - - BBIBOAUT CIIMCOK BCEX
IIpoIleccoB B (popmaTe TaOJHIbI, CITHCKA, C Pa3AeIAI0NIIMU
3aMsThIMU;

s s¢ \ \KOMIIBIOTEP qUEry — BBIBOJUT CIIUCOK BCeX CIIY:KO
yAaJIeHHOTO KOMIIbIOTEPA



[prmMep BbiBOAa CMMCKa NPOLLECCOB

et C:AWINDOWS' system32'cmd.exe i -10] x|
:\Documents and Settings\AamuHucrtpartop >tasklist /s radiowave /u office wildim I,

P
Beenute napoab paa office\wildim:»eeaoe

PID HUma ceccumu MNamarp

System Idle Process
System

SMSS .exe
CSPSS .exe
winlogon.exe
services.exe
lsass.exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe
suchost .exe
spoolsv.exe
msdtc .exe
cisvc.exe
suchost .exe
inetinfo.exe
EXPLORER.EXE

N

N
o= MmN LLWNNN AW
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YnpaB/sieHMne npoueccamm

» Taskkill - 3aBepimaer oJHO UM HECKOJIBKO 3aJlaHUU
1M IIpoiteccoB. IIponecchl MOTYT OBITH YHUYTOKEHBI
KOJIOM IIpoliecca Wjiu UMeHeM oOpa3sa.

o CuHTaKCHC

» taskkill [/s xomnvromep] [/u domen\umsa_noavzosamens [ /p napoanv]]
{/fi ums_guavmpa [{/pid ID_npouecc | /im ums_obpa3sa}] | /pid
ID npouecc | /im umsa_obpa3sa} [/f] [/]



YnpaB/sieHMne npoueccamm

« ITapamerpsl komaHabI taskkill

o /S xomnbvomep YkasbiBaeT uMs wiu [P-agpec yziaseHHOro KOMIboTepa (He UCIIOTb3yiTe
oOpaTHYI0 KOCyI0 4epTy). [0 yMOJT9aHUIO HCITOJIB3YeTCs JIOKAJIbHBIN KOMITHIOTED.

s /u domeH\ums_noav3osamens BeIlosHAET KOMaH/Iy ¢ pa3pelleHus MU YIeTHOH 3anucu
II0JTb30BaTEJIsA, KOTOPBIU YKa3aH KaK UMS_N0.1b308ames1 W 00MeH\UMS_N0Ab308aMensl.
ITo yMOT4YaHUIO UCTIOIB3YIOTCA Pa3pelleHUs TeKYIEero BOIIeAIIero nojib30BaTesis
KOMIIBIOTEPA, C KOTOPOTO MOCTYIINJIA 3Ta KOMaH/A.

= /p napoab Onupejiesnser MapoJib YUeTHOU 3alUCH M0JIb30BaTeEN A, 33/ITaHHOU ITapaMeTpoM /u.

o [fi uma_guabmpa 3amaeT TUIIBI IPOIIECCOB, KOTOPHIE CJIEAYeT 3aBEPIIIUTH U HE CJIETYET.
JlorycTuMbIMU UMeHaMU (UJIBTPOB, OIIEPATOPAMHU 1 3BHAUEHUSIMU SIBJISTFOTCS CJIE/TyIOIIHE.

= [/pid xod_npouecca YkasbsIBaeT KOJ IIpoliecca, KOTOPbIA HE0OX0IMMO 3aBEPIIIUTD.

o /im ums_obpasa YkaspIBaeT UM 00pasa mpoiiecca, KOTOPhIH HEOOXOAUMO 3aBEPIIUTb.
Vlcrosib3yiiTe MO/ICTAaHOBOYHBIH 3HAK (*) 77151 yKa3aHus BceX UMeH obpasa.

= /f YkaspIiBaeT, uTo mporecc(bl) 0/KeH ObITh MPUHY/IUTEIFHO 3aBEPIIEH. DTOT MapaMeTp He
JIeVICTBYET JIJIs yAAJIEHHBIX IPOIIECCOB, BCE YA aJI€HHBIE ITPOIECChl 3aBEPIIAIOTCS
IIPUHYAUTETBHO.

=/t BBINIOJIHsIET YKa3aHHBIA MPOIlece 1 JIDOOH JOUepHUM, HauaThIld 3THM ITpolleccoM. B
TabJIHIIE B OIIpeJiesIEHNH JIUIA MapaMerpa /fi usmeHuTe cTpokKy "cratyc' Ha:

= [/? OrobpakaeT cmpaBKy B KOMAaH/THOH CTPOKE



[TpocMOTP COBbITUM

- Ilpu ynpaBjieHUHU OepalliOHHOU CUCTEMOM BaKHOE 3HAYEHUE UMEET
ayauT cobeiTuii. CricTeMa ay/inTa 1o3BoJisgeT GUKCUPOBaTh U
HaKaIJIUBaTh BaKHbIE COOBITHS /1A QYHKIITMOHUPOBAHUS CUCTEMBI.

« JIyis mpocMOTpa IPOU3OLIEAIINX COOBITHN MOKHO HCIIOJIb30BATh
CIIEIaJIbHYI0 OcHACTKY IIpOCMOTP COOBITHM B IPYIIIIE
AAMUHUTpUPOBAHUE.

1=

KoHcone  Jevctene Bua  Cnpaeka

e |mE| 2

@ MpocMoTp CcOBBITHH (NOKaNbHBIX) ' MpocMoTp coBbITHA (NOKaNbHBIX)

""" 2 MprnoskeHme MMa | Tvn | onucanme | pazmep
% EZiiZZ;HOCTb MpHUno¥EHHE ¥ypHan 3anucu ownBok npunoxernid 64,0 KE
..... -‘—;- Civiatba KaTHRORDS BesonacHoOCTE X¥ypHan 3anuck ayauTa besonacHocT 5,0 ME
_____ .—; DNS-cepeep ChcTema HypHan 3aNMCH CUCTEMHBIX OWHBOK 256,0 .
fio0 T; Crywba penavkaumm dbainos Cnywba KaTanoroe XypHan 3anuck ocoboro xypHana o... 64,0 KE
— DNS-cepeep HypHan 3anuck ocoboro xypHana o... 64,0 KE

Cnyxba pennmkaumm ... HypHan 3anuck ocoboro xypHana o... 64,0 KE

< | H




[1PREMOTR S QBT xomanmmoro pexuma.

KomaH1a eventquery 1103B0JIA€T BLIBECTU CIIUCOK
COOBITUH HA JIOKAJIbHOM HWJIH YZIaJIEHHOM KOMIbIOTEPE

o CHHTaAKCHUC KOMaH/AbI

» eventquery|.vbs] [/s xomnvromep [/u
domeH\noav3zoeamens [ /p napoav]l] [/fi uma_duavmpal
/fo {TABLE | LIST | CSV}] [/r duana3on_cobwvimuil
/mh] [/v] [/l [APPLICATION] [SYSTEM]
[SECURITY] ["DNS server']
[3a0aHHDBIL_N0.b308amenem _HYypHan|
(uMSA_HcypHaaa_kamanoad]




[TpocMOTP COBbITUM

» ITapamerpsl KOMaHABI eventquery

o /S Komnvlomep - 3aj1aHue nMeHu wiu [P-azpeca yiaieHHOTO KOMITbIOTepa (He UCIIOIb3yiTe
oOpaTHyI0 Kocyto uepty). [1o yMOT4aHUIO UCIIOIb3YETCS JIOKAIbHBIA KOMIIBIOTED.

= /u domen\noab3osamens - 3aIlyCKaeT CIIEHAPUU C pa3peNIeHUsIMU YIETHOHN 3aIIUCH IT0JIb30BaTES,
YKa3aHHBIN B NO/Ab3068AMEAb WM 00MeH \No.1b308amens. [10 yMOT4aHUIO UCITOTIb3YIOTCS
paspelieHns TEKYIEro BOIIEAIIETo M0JIb30BaTessl KOMIIBLIOTEPA, C KOTOPOTO MOCTYIINIIA 5Ta
KOMaH/a.

o /p napoaw - ykazaHue MapoJisi yUeTHOHN 3aIiCH MT0JIb30BaTe A, 3a/ITaHHON mapaMeTpoM /u.

o /fi uma_gduabmpa - 3ajjaHMEe THUIIOB COOBITHH, KOTOPHIE CJIEJTyET BKJIIOUUTD B 3aITPOC WJIU
VCKJIIOUUTDh U3 HeTOo. J[onmycTUMBbIMHU NMeHaMu (GUIBTPOB, OllepaTOpaMu U 3HAYEHUAMHU SIBJISAIOTCS
cyleiyIolue.

o /v - 3ajlaHue 0TOOpaKeHUsI IOAPOOHBIX CBEIEHUN O COOBITHSIX B BHIXOHBIX JITAHHBIX.

o /1[APPLICATION] [SYSTEM] [SECURITY] ["DNS server"]
[3a0anHbiil_noavsosamenem_xcypHan] [umsa_sxcyprana_xkamanoza] [*] - 3ajaHue KypHaJIOB ISt
mpocMoTpa. JlomycTuMble 3HAUEHUS:

e Application,
e System,

e Security,
[

"DNS server" (3nauenue "DNS server' sBjseTcs I0MyCTUMBIM TOJIBKO B TOM CJIy4ae, €CJIU Ha
KOMIIBIOTEPE, 33/ITaHHOM IapaMeTpoM /s, 3amyIeHa ciyk6a DNS)

o JIJ1A 3a1aHuUs HECKOJIBKO »KYPHAJIOB JIJIsI IPOCMOTPA, IOBTOPHO BOCIIOJIb3YyHTECh mapamerpoM /1.
JlomycKaeTcsi MCIIOJIb30BaHMUE MOICTAHOBOYHOTO 3HaKa (*), KOTOPBIN YKa3bIBAETCS IO YMOJTUAHHUIO.



C60p yAa/IEHHbIX CETEBbIX AAHHbIX

o JIJ14 mosrydyeHus nH@OpMaIii 0 mac-ajpecax
HCII0JIb3yeTCA KOMaHa:
» getmac /s <KOMIIbIOTED >
- Komanga net time 1mo3BoJisieT IpocMaTpUBaTh,
yCTaHaBJINBATh U CHHXPOHU3UPOBATh BpEMs Ha
pa3HBIX KOMIIbIOTEPAX
= net time \ \koMObOTEP



