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Anatomy of an IPv4 Address

IHL=5 Type of Service Total Length=472

Flag=0 Fragment Offset=0

e Each device on a network must be uniquely identified at the
Network layer.

e For IPv4, a 32 bit source and destination address is
contained in each packet.
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Anatomy of an IPv4 Address
32 bit Binary String I EG_——

10000011011011000111101011001100

. 30 BlS | e i
Divided into OCTETS

131 I 108 I

8 Bits =——pr e Bils ——t e, Bils ——— AT Bits w—T

e Devices use binary logic and work with strings of binary
numbers. For us, the decimal equivalent is much easier to

use and remember.
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Anatomy of an IPv4 Address

Network Host

e To identify a path or "route" through a network, the address
must be composed of two parts:

* Network portion
* Host portion
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Anatomy of an IPv4 Address

B 0200 e
IP Address

S o0 ] 1010°000 | 00000001 | 0000010

e Network Portion:

« Some portion of the high-order bits represents the
network address.

« At Layer 3, we define a network as a group of hosts that
have identical bit patterns in the network address portion
of their addresses.

192.168.1.2 11000000 | 10101000 | 00000001 [meieleele[okN0)
192.168.1.67 11000000 | 10101000 | 00000001 pmekielolo[okk
(A miZy 11000000 | 10101000 | 00000001 A RelokkI0L0
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Anatomy of an IPv4 Address

B 000
IP Address 1

92. 168. 1. 2
SIEIE ISV [EEEN 11000000 | 10101000 00000001 00000010

e Host Portion:

 There are a variable number of bits that are called the
host portion of the address.

* The number of bits used in this host portion determines
the number of hosts that we can have within the network.

192.168.1.2
192.168.1.67

192.168.1.204

00000010

100000001
- 01000011

11001100
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Binary to Decimal Conversion

e |n all number systems, the digits start with O.
e A Base-n number system has n number of digits:
* Decimal:
* Base-10 has 10 digits
«9,8,7,6,5,4,3,2,1,0
* Binary:
* Base-2 has 2 digits
1,0
* Hexadecimal:
* Base-16 has 16 digits
-FED,C BA98,7,6,5 4,3,2,1,0
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Binary to Decimal Conversion

e Positional Notation (Decimal Number System):

« Means that a digit represents different values depending
on the position it occupies.

* The value that a digit represents is that value multiplied
by the power of the base according to the position the
digit occupies.

Position 3 2 1 0
Base 10° 102 107 100

Value | 1000 | 100 | 10 | 1

(2x10%) + (1x102) + (3x10") + (4x10°) = 2,134
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Binary to Decimal Conversion

e Computers react only to electrical impulses.

» They work with and store data using electronic switches
that are either on (1) or off (0).

* They can only understand and use data that is in this two
state format.

* These 1's and O's are called binary digits or bits.
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Binary to Decimal Conversion

e Positional Notation (Binary Number System):

« Means that a digit represents different values depending
on the position it occupies.

* The value that a digit represents is that value multiplied
by the power of the base according to the position the
digit occupies.

Position Y4 §) 5 4 3 2 1 0]

Base

mmlﬂnnﬂll
String| 0| 1] 1] 0] 1] 1] 0] 0
(1x2°) + (1x2°) + (1x23) + (1x22)
64 + 32 + 8 + 4 = 108
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Binary to Decimal Conversion

Position

Range: 0 to 255
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Binary to Decimal Conversion

B
IP Address: 11001001000100010001110100000100

11001001 00010001 00011101 00000100

201 17 AS 4

IP Address: 201.17.29.4

27 2° 2° 24 23 22 2 2°

128 64] 32| 16| 8] 4] 2] 1
0 0 0 0 0 1 0 0
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Binary to Decimal Conversion

Dec. 128 64 32 16 8

21 m-ﬂm-lm-l-ﬂ-l
00 o0/ o0 1] 1] o0] O] 1[ 0
o4 o 1| 1] of o] 1] o 1
g 1|1 o] of 1] o] 1 1] o0

ey 1] 1] o0l o0l 1] 1] 1] 0
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Decimal to Binary Conversion

B
IP Address: 201.17.29.4

201

- 128

73

- 64

27 26 2° 24 e 22 21

9
8 mmlﬂnnnll

1

- 1

0
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Decimal to Binary Conversion

-
IP Address: 201.17.29.4

17 201

11001001
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Decimal to Binary Conversion

B e
IP Address: 201.17.29.4

29 201 17

- 16 11001001 | [0001000
13
_ 8
2 26 2° 24 23 22 21

5

4 mmlﬂnnnll
1
_
0
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Decimal to Binary Conversion
B
IP Address: 201.17.29.4
4 201 17 29 4

"o 11001001 |00010001||00011101 | 00000100
0

| e | 2] A 2
SUEWRRlY 128, 64| 32| 6l 8] 4
of o|] of o] of 1] of o
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Decimal to Binary Conversion
B

ol 26 e & 23 o o 20
Dec. 128

2 -I-I-I‘I-Im-‘l

Q| o] of of of 1] of 1} o
gd o] of of 1] of o] of 1

gy 1| of of of of of 1] o
g 1] 1] 1] 1] 1] 1] 0] 0
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Addressing the Network: |IPv4
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Types of Addresses in an |IPv4 Network Range

-
e Three types:

Network: A special address that refers to the network
as an entity.

Broadcast: A special address used to send data to all
hosts in a network.

Host: The unique address assigned to each host
In a network.

Network and Broadcast addresses
CANNOT
be assigned to a host.
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Network Address

Network Address
192 168 10 0]
11000000 10101000 00001010 00000000

e Standard way to reference a network (Lowest Address).
e All hosts in the network will have the same network bits.
e Cannot be assigned to a device.

e Each host bit in this address will be 0.
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Broadcast Address

Broadcast Address
192 168 10 255
11000000 10101000 00001010 11111111

e The destination address of a single packet used to
communicate to all hosts in a network (Highest Address)

e Cannot be assigned to a device.
e Each host bit in this address will be 1.
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Host Address

Host Address

192 168 10 1
11000000 10101000 00001010 00000001

e The unique address assigned to each device on the network.

e Assign any address between the network address
(192.168.10.0) and the broadcast address (192.168.10.255).

e Addresses 192.168.10.1 through 192.168.10.254.
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Types of Communication in an IPv4 Network

-
e Three types:

Unicast: The process of sending a packet from one
host to an individual host.

Broadcast: The process of sending a packet from one
host to all hosts in the network.

Multicast:  The process of sending a packet from one
host to a selected group of hosts.

* |n all three types, the address of the originating host is
used as the source address in the packet.
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Unicast Communications

e The process of sending a packet from one host to an
iIndividual host.

Source: 172.16.4 1
Destination: 172.16.4.253

172.16.4.253

172.16.41

— | i /]
172.16.4.2 g

172.16.4.3
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Special Unicast Addresses

B 0000
e Default Route:
 Address - 0.0.0.0 Subnet Mask — 0.0.0.0

* When configured, it tells the device....
If you don’t know where to send the frame, send it here.

e\ C:\WINDOWS' system32', cmd.exe

C:\>route print

MS TCP Loopback interface
Broadcom 448x 16,/188 Integrated Controller

Active Routes:
Network lestination Gateway Interface
8.0.6.08 .8.8. 192.168.1.1 .168.1.1608
u.u 1z7 oot 1z7 oot
1.0 255.255.255.08 .168.1.1608 .168.1.1608
192.168.1.188 255.255.255.255 127.8.0.

[ 4]

é

192.168.1.255 255.255.255.255 -168.1.

224.8.0.0 248.08.0.0 1

255.255.255. 255.255.255.255 1
192.168.1.1
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Special Unicast Addresses

e [ oopback:
* Address - 127.0.0.1
» Host applications use it to communicate with each other.
» Test TCP/IP configuration on a PC — ping 127.0.0.1

e\ C:\WINDOWS' system32', cmd.exe

C:\>route print

MS TCP Loopback interface
Broadcom 448x 16,/188 Integrated Controller

Network Destination Gateuay Interface
QA

A @A [ A R @A @ 19092 419 4 10 4 41 @ARA

127.0.0.08 255.0.0.0 127. B B 1 1?2.B.BA1

1nn PRV, S ~ ArE nAare oare o P T SR
C R e L AT mEaT AT mEaNT AT m TP F e e R e - -a L . - TrTr

192.168.1.188 255.255.255.255 127.8.0.1 127.8.0.
192.168.1.255 255.255.255.255 192.168.1.1680 -168.1.
224.0.0. 248.08.0.0 192.168.1.
255.255.255. 255.255.255.255 192.168.1.
192.168.1.1
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Special Unicast Addresses

e Link Local Addresses:
* Address Range 169.254.0.0 to 169.254.255.255

« Can be automatically assigned by the operating system
where no |IP configuration is available.

v C:\ WINDOWS' system32', cmd.exe

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
Autoconfiguration IP Address. . . = 169.254.148.115
Subnet Mask : 255.255.68.8

Default Gateway
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Special Unicast Addresses

e Test-Net Addresses:
* Address Range 192.0.2.0 to 192.0.2.255
« Used for teaching and learning purposes.

* Appear in documentation and network examples.
* Will be accepted by a network device.

» Used to provide examples in RFCs and vendor and
protocol documentation.

« Should not appear on the Internet.

Your best bet.....
STAY AWAY FROM THEM....
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Special Unicast Addresses

e Experimental Address Range:
» Address Range 240.0.0.0 to 255.255.255.254
* Reserved for future use.
« Cannot be used on IPv4 networks.
« Used for research and experimentation.
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Special Unicast Addresses

e Public and Private Addresses:
* Most IPv4 addresses are public addresses.

* A public address is one that is designated for use in
networks that are accessible on the Internet.

* Networks that require limited or no Internet access, use
private addresses.

* Private addresses are assigned from blocks of private
address space set aside for that purpose.

* 10.0.0.0/8 (10.0.0.0 to 10.255.255.255)
« 172.16.0.0/12 (172.16.0.0 to 172.31.255.255)
* 192.168.0.0/16 (192.168.0.0 to 192.168.255.255)
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Broadcast Communications

e The process of sending a packet from one host to all hosts in
the network.

Source: 172.16.4 1
Destination: 255.255.255.255

172.16.41

172.16.4.2

172.16.4.3
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Broadcast Communications

Source: 172.16.4.1
Destinatiop-266.255.255.255

172.16.4.3

e Broadcasts are not forwarded by a router unless specifically
configured to do so.
e The bits in the host portion of a broadcast address will be

all 1s.
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Multicast Communications

e The process of sending a packet from one host to a selected
group of hosts.

Source: 172.16.4 1

172.16.4.1 [ g -y
P - - ) '.—-

172.16.4.2 172.16.4 3 172.16.4.4
224 10.10.5 22410.10.5
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Multicast Communications

e Multicasting involves the use
of a reserved network of Sl
IP Addresses (224.0.0.0).

e Each host that is to
participate in a multicast
session first joins the =
multicast group controlled by = 172.16.4.253

the router. —_— -
172.16.4.1 ;

172.16.4.2

2241010.5 22410105

e \When the packet from the
source arrives at the router,
it is forwarded to all members of the multicast group.
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Multicast Communications

e The reserved multicast network or specific multicast
addresses will be displayed in the routing table of a device.

e The following is from a PC.

v G WINDOWS', system32', cmd.exe

C:\>route print

MS TCP Loopbhack interface
Broadcom 448x 168,/108 Integrated Controller

Network Destination Netmask Gateway Interface
8.6.6.0 8.6.6.0 192:168:1<1 192.168.1.160

127.6.6.8 255.0.0.08 127.68.8.1 127.68.8.1
192.168.1.0 255.255.255.08 192.168.1.160 192.168.1.160
192.168.1.1608 255.255.255. 127.68.8.1 127.8.06.1

409 40 4 9OCC o ] od s | o s ] ] = 409 40 4 4 A 409 40 4 4 A

224.9.0.9 : 192.168.1.100  192.168.1.100

LI DI DD LI P I BN B JRIFAS B IS 174 .100 .1 .10 174 .100 .1 .10

Default Gateway: 192.168.

Persistent Routes:
None

C:\>
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Reserved and Special Purpose Addresses

Type Block Range
Network 1 per network
Broadcast 1 per network
Multicast 224.0.0.0/4 224.0.0.0 — 239.255.255.255
B IaeINI =N 0.0.0.0/8 0.0.0.0 — 0.255.255.255
Loopback 127.0.0.0/8 127.0.0.0 — 127.255.255.255
Link-local 169.254.0.0/16 |[169.254.0.0 — 169.254.255.255
Test-net 192.0.2.0/24 192.0.2.0 — 192.0.2.255

10.0.0.0/8 10.0.0.0 — 10.255.255.255

Private 172.16.0.0/12 172.16.0.0 — 172.31.255.255

192.168.0.0/16 | 192.168.0.0 — 192.168.255.255
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Addressing the Network: |IPv4
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Internet Assigned Numbers Authority (IANA)

e To have hosts accessible from the Internet, an organization
must have a block of public addresses assigned to them.

e |ANA s a global organization responsible for the assignment
of IPv4, IPv6 and Multicast addresses.

Global IANA

AfriNIC  APNIC  LACNIC ARIN RIPE NCC

Tegional Latin Europe
nternet . Asia/ | America North . !
Registries [l IIWNER and America | Miadie East,

Region

Region | Caribbean | Region Central Asia
i Region
Region
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Internet Service Provider (ISP)
B

e Most companies or organizations obtain their IPv4 address
blocks from an ISP.

 The ISP loans or rents these addresses to the

organization.

If we move our Internet connectivity, the new ISP will
provide us with addresses from the address blocks that
have been provided to them.

e Our previous ISP will loan the returned addresses to

other customers.

* |SPs have their own set of internal data networks to

CCNA1-41

manage Internet connectivity and to provide related
services (DNS, e-mail, website).
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Internet Service Provider (ISP)

e |SPs are designated by a hierarchy based on their level of
connectivity to the Internet backbone.

Very large companies -.. Multiple, direct Internet
' Backbone connections

and Tier 2 ISPs
Tier 1
eg. Verizon / Sprint

Large companies
and Tier 3 ISPs

Tier 2 Tier 2 Tier 2
eg. Allstream eg. Cogent eg. Primus

Medium and small

companies and homes
Tier 3 : Tier 3
eg. MNSI eg. Cogeco

Chapter 6-1
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Planning to Address the Network

B
e Planning and documentation is an important part of
IP Address assignment.
* Preventing duplication of addresses.

« Each host on a network MUST have a unique
address.

* Providing and controlling access.

« Some servers provide services for both internal and
external users.

 Filters and access control can be done at Layer 3.
* Monitoring security and performance.

« Examining network traffic and troubleshooting requires
a good knowledge of the addressing scheme.
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Assigning Addresses Within a Network

-
e The IP Addresses for hosts on a common network segment
must all have the same network portion.
» Desktop Workstations
Laptops
Internal Servers
External Internet Servers
Printers
Routers
« Switches

e Each of these should be assigned a logical block of
addresses within the address range of the network.
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Assigning Addresses Within a Network

e Considerations — Private and Public addresses.

 Will there be more devices connected to the network than
public addresses allocated by the network's ISP?

* Will the devices need to be accessed from outside the
local network?

* If devices that may be assigned private addresses require
access to the Internet, is the network capable of providing
a Network Address Translation (NAT) service?
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Assigning Addresses Within a Network
B

Y
Internet %

§

Private Addresses Public Addresses [

=, W
o | W
o

C—— )

Internal Local Network
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Assigning Addresses Within a Network

Internet

N Puhlic”
/P@_.c\ Public addresses have
‘Addres‘sié_‘/

Internet access.

= -
i | Public Web Servers

Internal Local Network
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Assigning Addresses Within a Network

Network Address Translation
required to allow Internet ; \ P
: Address,

access for private addresses. : ] Internet

Public’
Address.

AT - s
(e .
. M

=

B

Internal Local Network
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Static or Dynamic Addressing
B

Static Address Assignment

Internet Protocol {TCP/IP) Properties

General |

You can get IP settings assigned sutomaticaly if yous network. supports
Cormact wting this capabiity. Otherwse. pou need to azk your netwark. admnistrator for
the sppeopriste 1P seltings

B9 InteliR] PRO/100VE Network Connaction

(" Obtain an IP addoss automatically

(& Use the following IP address:
Comporents checked ae used by the cormechion:

v ﬂ bort o Miceosolt Netwark ¢

v o Fie and Printer Shating for Microsolt Networks Subiret mask

B rtoinet Protocel [TCPAP) B
Deolauit gatoway

IP address:

r

(* Uge the folowing DNS server addiesses

Prefesed DNS server

Altamate DNS server

For manual static assignments,

enter addresses
sdvancad..

IP Address :
Subnet mask ] Cancel J
Default gateway
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Static or Dynamic Addressing

-
Dynamic Address Assignment - DHCP

CAWINDOWS\system32\cmd. exe

2ND
\>ipconfig Zall

Jindows [P Configuration

HOBE Nat® < o « 5 a o' s o a o' s s 3 ARDPL 2006
Prinmary Dns Suffix .

Node Type . . . . . : Unknoun
IP Routing Enabled. . . . . . . . * No

WINS Proxy Enabled. . . . . . . . * No

Ethernet adapter Local frea Connection:

Connection-specific DNS Suffix

Dezeription e s « « = UIA Rhine Il Fast
Physical Rddress. . . . . . . < : BB-17-31-7C~35~48
Us|ng DHCP Dhecp Enabled. . . ‘ : Yes

Yoan

These addresses are IR ROAPEOE s S G- 0 Bk Do #-a : 192.168.8.5

Subnet Mask . . < = 255.255.25%5.

. . . Default Gateway . . « ¢ « ¢ « « « = 192.168.0.1
assigned dynamically: DHCP SOrver . « « « « « « « « « » = 192.168.0.1
I e S e e T S Larar
leaze Obhtadned. . . . . «. « « « « ¢ Tuesday., 5 June 20
LOASO EXDIrGS . ¢ « o ¢ o o » o : Wednesday, 6 June

IP Address
Subnet mask
Default gateway
DHCP server
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Selecting Device Addresses

Use First Address Last Address

Network Address 172.16.x.0

User Hosts (DHCP Pool) 172.16.X.1 172.16.x.127
Servers 172.16.x.128 172.16.x.191
Peripherals 172.16.x.192 172.16.x.223
Networking Devices 172.16.x.224 172.16.x.253
Router 172.16.x.254

Broadcast 172.16.x.255
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Network Prefixes
B 000 e

e How do you know the number of bits assigned to the network
and the number of bits assigned to the host?

* Prefix Mask:
* The address is followed by a number that represents

the number of bits (prefix length), beginning from the
left, that apply to the network.

* Aslash (/) is used to separate the address and the
prefix length.

192.168.10.2/24

Means that the first 24 bits are the network portion.
The last 8 bits are the host portion.
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Network Prefixes
B 000 e

e Networks are not always assigned a /24 prefix.

* Depending on the number of hosts on the network, the
prefix can be different.

* Having a different prefix changes the host range and the
broadcast address.

‘ Network ‘ Broadcast ‘
Network Address Host Ranae Address

172.16.4.0/24 [(172.16.4.0 |172.16.4.1 — 172.16.4.254 172.16.4.255

172.16.4.0/27 |172.16.4.0 (172.16.4.1 - 172.16.4.30 172.16.4.31
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Subnet Mask

B
e How do the network devices know how many bits are the

network portion and how many bits are the host portion?
» Subnet Mask:

« A 32 bit value, expressed in dotted decimal notation,
that specifies the number of network bits and the
number of host bits.

* The Prefix Mask and the Subnet Mask are different
ways of representing the same information.

* Prefix Mask of /24 or a subnet mask of 255.255.255.0
* First 24 bits are the network portion.
* The remaining 8 bits are the host portion.
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Subnet Mask

e There is a direct, one-to-one relationship between the bits of
the IP Address and the bits of the subnet mask.

* The subnet mask uses 1 and O bits to indicate that the
corresponding bit of the IP address is either the
network (1) or the host (O) portion.

IP Address: 172.16.4.35/ 24

Dotted Decimal Binary Octets

Host 172.16.4.35 10101100, 00010000, | 0000010Q | 00100011
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Subnet Mask

Subnet Mask Values Within an Octet
Mask (Decimal) Mask (Binary) Network Bits Host Bits

00000000
10000000
11000000
11100000
11110000
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Subnet Mask

B 0200 0 e
IP Address: 10.24.36.2/ 8 Subnet Mask?

IP Address: 10.24.36.2/ 12 Subnet Mask?
IP Address: 10.24.36.2/ 16 Subnet Mask?
IP Address: 10.24.36.2 / 23 Subnet Mask?

IP Address: 10.24.36.2 255.255.224.0 Prefix Mask?
IP Address: 10.24.36.2 255.255.255.192  Prefix Mask?
IP Address: 10.24.36.2 255.255.255.252  Prefix Mask?
IP Address: 10.24.36.2 255.254.0.0 Prefix Mask?
IP Address: 10.24.36.2 255.255.240.0 Prefix Mask?
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Is the Host on My Network?

B
e To send a broadcast, a network device must be able to divide
the |IP Address into the network and host portion.
* |t uses a process called ANDing.
* The IP Address is converted to binary.

* The Binary AND Truth Table is used to compare the
bits strings of the address with the subnet mask.

Result
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Is the Host on My Network?

B
e [P Address 135.15.2.1 255.255.0.0

B Result

nnn
1 ]o] o
ol 1] o

Decimal Binary

IPAddress  [135.15.2.1 | 10000111 00001111 00000010 00000001
Subnet Mask  [255.255.0.0 | 11111111 11111111 00000000 00000000
Network  [135.15.0.0 [ 10000111 00001111 00000000 00000000
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Reasons to Use AND

-
e Routers use the ANDing process to determine the route a
packet will take.

 The network number of the destination address is used to
find the network in the routing table.

* The router determines the best path for the frame.

Decimal Binary

IPAddress  [135.15.2.1 [ 10000111 00001111 00000010 00000001
Subnet Mask  [255.255.0.0 | 11111111 11111111 00000000 00000000
Network  [135.15.0.0 [ 10000111 00001111 00000000 00000000
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Reasons to Use AND
B 000 e

e The source device uses the ANDiIng process to determine if
the packet is to be sent to the default gateway.

 APC will use it to determine the destination network.

* |f the destination network is the same as the network
where the PC resides, the packet is sent directly to that
host.

* If the destination network is different, the packet is sent to
the default gateway.

Decimal Binary

IPAddress  [135.15.2.1 | 10000111 00001111 00000010 00000001
Subnet Mask  [255.255.0.0 | 11111111 11111111 00000000 00000000
Network  [135.15.0.0 [ 10000111 00001111 00000000 00000000

Chapter 6-1
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7. Application

6. Presentation Application

2. Data Link

Network

Access
1. Physical
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Testing the Network Layer

Testing Local TCP/IP Stack 4. Local Area CaniaeiRIt

General ' Authentication | Advanced |

Connect using:

Pinging the local host confirms that #8 IntellR) PRO/1000 PL Network Conn
TCP/IP is installed and working on the

local host. This connection uses the following items:

¥ 5= iPass Protocol (IEEE 802.1x) v3.5.1.0 _:_l
V| %= Cisca Discoverv Protacal Packet Driver

"m Internet Protocol (TCPAIP)

C:>ping 127.0.0.1 | b

Install... Uninstall Properties

Configure...

— Description-

Transmission Control Protocol/Internet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Pinging 127.0.0.1 causes a device to 3
ping itself. [V Show icon in notification area when connected

[V MNotify me when this connection has limited or no connectivity
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Testing the Network Layer

C:>ping 10.0.0.1
Verifies that the local IP
configuration is correct.

-
> 10.0.0.1
255.255.255.0

10.0.0.2
255.255.255.0

Vi can gt I semtngs siagred saomatcaly § poas ceteoh nopots
e capality Dteorvete pou veed ¥ a0k pous reteark s weoion by
e miragrate I iofge

v [Ran e W acdesi msomatc sy
£ Upe e Solowarg & addwin

110,001

Host |IP Address

C:>ping 10.0.0.254
Verifies that the host
can reach the gateway.

10.0.0.254 |
o Dipan DNS server 0ddest sbomanc sy
" Uig he dllowarg TS servar adSecses
-
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Testing the Network Layer
e

C:>ping 10.0.1.2

10.0.0.254 10.0.1.254
255.255.255.0 S, 255.255.255.0

oy

10.0.0.1 ’ A 10.0.0.253 10.0.11 g 10.0.1.253
-3

255.255.255.0 255.255.255.0 '
jgpnz | eeeld 10.0.1.2

255.255.255.0 255.255.255.0
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Testing the Network Layer
S 2000

Traceroute (tracert) - Testing the Path

cv C: WINDOWS! system32', cmd.exe

C:\>tracert www.cisco.com

Tracing route to www.cisco.com [198.133.219.251
over a maximum of 38 hops:

<1 ms {1 ms <1 192.168.1.1

8 ? ? 18.71.80.1

14 ms 14 16 d226-4-133 .home .cgocabhle.net [24.226.4.1331]

15 ms 15 15 cgowave—B-11A.cgocable.net [24.226.0.11081]

16 ms 16 15 h66—-38-197-241 .gtconnect.net [66.38.197.2411

16 ms 16 16 GE15-8-8.UANA-TOROONXN.IP.GROUPTELECOM.NET [66.59.191.531]
26 ms 25 25 POS5-8.PEERA-CHCGIL.IP.GROUPTELECOM.NET [66.59.191.1661
30 ms 30 35 exl—-gl-A.eqchil.sbhcglobhal.net [2086.223.1192.721]
81 ms 78 7?7 ded4-g8—-3-B.sntcBl.phi.net [151.164.41.165]
?7 ms a's 78 Cisco—Systems—1152786 .cust—rtr.pachell.net [64.161.8.621
7?7 ms 78 77 sjcS5—dmzbb—guwl—gigl—-47.cisco.com [128.107.224.10851
80 ms 79 79 sjce—dmzbb—guwl .cisco.com [128.1087.224.21
77 ?7 ms 75 sjck—-dmzdc—guwl—gigl—1.cisco.com [128.187.224.691

* »* * Request timed out.

1
2
3
4
5
6
?
8
9
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Testing the Network Layer

e |CMPv4: Protocol for Testing and Messaging.

e Provides control and error messages and is used by ping
and traceroute.

e Host confirmation

e Unreachable destination or service
e Time exceeded

e Route redirection

e Source quench
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Your turn to do stuff!
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