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AKTYyanbHOCTb: K

KomMmnbloTepHble BUPYCbl BO BCEM MUPE HAHOCAT rpoMadHbIn yLlepo,
Kak 60mnbLIMM KOMMNaHUSM, TaK U OTAENbHbIM MONb30BaTENSAM, Ha
Mepbl NPOMUNAKTUKN U 3aLLUTbI 3aTpavmMBaOTCs OrPOMHbIE
OeHexHble cpeacTBa. PaooBbie nonb3oBaTten MMeKT BO3MOXHOCTb

npuaepXxmnBatbcst Mep 6€30nacHOCTN U UCMONb30BaTb

aHTUBMPYCHOE NporpamMmmMmHoe obecrneyeHue.




Llenb npoekTa:

BbISCHUTb KaKkoe aHTUBUPYCHOE
nporpamMmmMHoe obecne4vyeHue
obnagaeT Hanbonee BLICOKOU
CTeneHbI 3aLMUTDI.




3adadum npoekKra:

[l JaTb onpeneneHue NOHATUIO
«KOMMNbIOTEPHbLIU BUPYC», PACCMOTPETDL
Knaccudgukaumm BUpycoB

[l U3yunTb TUNblI aHTUBUPYCHbIX NPOrpamMm;

[l MpuBecTn 0630p NONYNAPHbLIX
AHTUBUPYCHbIX NpOorpamMm;

[l MpoaHanuanpoBaTb NPUYUHDbI
Nosfib30BaHUA TOro Unu Apyroro suaa
nBupyca.
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COBpeMeHHoe

O6bekT D aHTUBUpPYCHOE
nccecrieaoBaHus nporpaMmmHoe
obecneyeHue

aHanu3 pblHKa
COBPEMEHHOro
MpeameT E:::) aHTUBUPYCHOIO
nuccrnenoBaHus nporpaMMHoOro
obecnevyeHunsa B Poccun n
3a pyoexom




KoMnbOTEpHBIM BHPYC — 3TO0 HeOOJbIIAs
IporpamMma, o01agaromas CIIOCOOHOCTHIO
CaAaMOpPa3MHOKEeHUA (TO eCTh A00aBJICHUS CBOel
TOYHOU WJIH HECKOJbKO BHJIOU3MEHEHHOU KOIIUU
K IPyruM NnporpaMmmMam, J10KyMeHTaM, CHCTEMHOMH
o01acTH TUCKA, 3arpy304HOMY CEKTOPY WJIH
ONEePATUBHON MAMSATH), 4 TaKKe BBINOJHAKINAA
0e3 BeaoMa NMoJIb30BaTe/ I pasjMiHble AeiiCTBUS,
00bIYHO HexedarejabHble. IIpu 3TOM KONMUH
COXPAHSIOT CIOCOOHOCTDH AaJIbHEHIIero
DACIIPOCTPAHEHUS.
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Knaccudoumkauma BupycosB

3apaXkatoT 3arpy304Hbi CEKTOP TMOKOro AMCKa UK BUHYeCTepa. [1pn 3apakeHunmn
[AMCKOB 3arpy304Hblil BUPYC «3acTaBAsSET» CUCTEMY MPU ee nepesanycKke cynTaTb B
namaATb M OTAATb yNpaB/AeHWe He MPOorpammMHOMY Koy 3arpy3umKa onepaLmoHHOM
CUCTEMbI, @ KOy BUpYyca.

NPW CBOEM Pa3MHOXKEHUN TEM AN MHbIM CNOCOBOM MCNONb3YHOT GaliIoBYO CUCTEMY
onepaumMoHHON cnuctembl. PannoBbie BUPYCbl MOTYT NOPa*kaTb UCNOAHAEMble Galbl
pa3nnyHbIXx TMNoB (EXE, COM, BAT, SYS).

*ABAAKOTCA NporpaMmmamMm Ha A3blKaX, BCTPOEHHbIX B HEKOTOPblE CUCTEMDI O6pa6OTKM

AAHHbIX (TEKCTOBbIE PEAAKTOPbI, 3/IEKTPOHHbIE Tabauubl 1 T.4.). Ana cBoero
Pa3MHOXKEHMA TakMe BUPYCbl MCNOMb3YHOT BO3MOXHOCTU MaKpPO-A3bIKOB U NPU UX
NMOMOLLWN NepeHocAT ceba U3 ogHOro 3apaxkeHHoro panna (AOKymeHTa namn Tabauubl) B

Apyrue.

® ONA CBOEro pacnpocTtpaHeHAa NCNOJIb3YHOT NMPOTOKO/1bl K BO3MOXHOCTU
JIOKA/IbHbIX U /106anbHbIX KOMIbHOTEPHbIX ceten. OCHOBHbIM NMPUHUUTNOM
pa6OTbl ceTeBbliX BUPYCOB ABNAETCA BO3IMOXHOCTb nepeaatb U 3anyCtuTb CBOWM
KO4 Ha yAa/IEHHOM KOMIMbKOTEPE.




PacnpocTpaHeHHble BUAbI

B Peknamusie moayan
B lUinuoHcKkne moaynm
W TpoAaHb!

WYepsu
B pouee



KaHaJbl pacuipocTpaHeHust
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dj1e1n- JJIeKTPOHHAS Be6-cTpaHuubl
HAKONMUTEJIH nmoura
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Cucrtembl ooOMeHa MFrHOBEHHbIMMU
COOOLEeHUnAMM
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AHTHBHPYCHBIE leOFpaMMbI‘

[ns obHapyXeHus, yaaneHusi n
3aLUMTbl OT KOMMNbIOTEPHBLIX BUPYCOB
pa3paboTaHbl crieyuarnbHble
nporpamMmsbl, KOTOPbIE€ NO3BOMNAIOT
OOHapyXmBaTb U YHUYTOXAaTb
BUpPYCbl. Takne nporpammel
Ha3bIBalOTCA aHTUBUPYCHBIMM.




Tunsl aAHTUBUPYCHBIX MPOTrpaMM




O030p monyJsAspHbIX aHTI/IBI/IpyCHbIX‘
IpOrpaMm

¢ | Stop vimuses and hackers
¢ | from attacking your PC.

by Symantec

ANTI

Norman Virus Control
with Nerman SandBox v2




Eset NOD32 (CnoBakus) .

NOD 32 Antivirus System ot Eset Software
obecneynBaet XOpPOLLO cbanaHCMpoOBaHHYIO
be3yrnpeyHyo 3alnTy nepcoHarbHbIX KOMMbIOTEPOB U
KOprnopaTuBHbLIX CUCTEM, paboTaloLwmnx Ha nratgopmax
Microsoft Windows /2000/2003/XP/7/Vista, UNIX/Linux,
a Takke Onga nodrtoBbix cepBepoB Microsoft Exchange
Server, Lotus Domino wn gpyrux. [ NaBHbIM
npenmywecteom NOD32 saBnsetrca ero ObicTpas
paboTa, HEBEPOATHOE HU3KOE NOTPEONEHNnEe CUCTEMHbIX
@& DECYpCOB N He pa3 AoKas3aHHas CnocobHOCTb JOBUTH
= 100% BVpYCOB. -




Norman Virus Control ‘
(HopBerus)

PaspaboTaHHass komMnaHuven Symantec nporpamma
Norman Virus Control ™ no3BongeTr npenorspartuTb
nonagaHne HEHYXHbIX COOOLUEHMA B MOYTOBbLIA SALLMK
nonb3oBartend. [lporpamma, coBMecTUmMasi C Jobbim

NOYTOBbLIM KIMEeHTOM POP3, npoun3sBoanT
MHOIOYPOBHEBYI0 OUIbTPALNIO BXOASLMX COODLLEHUI
9NEeKTPOHHOM NOYThl, BbISABIAA n nomeyas

"MakynaTtypHble" nucbma; npu  3TOM BCHA HYyXXHas
KOppecnoHaeHuua goctaenderca 6e3 3agepxku. Kpome




Kaspersky Anty-Virus (Poccusi

AHTUBUPYC Kacnepckoro® aBngaeTcd nocrneaHnm
TexHonornyecknm poctmxkeHnem "Jlabopatopum Kacnepckoro" B
obrnactn 3awnTbl AOMALLUHEro KOMMbKOTEPA OT BUPYCHLIX Yrpoas.
[TOMMMO OObIYHBIX @HTUBMPYCHbIX  QYHKUUA, B  AHTUBUPY
Kacnepckoro® BCTPOEHbI YHUKarbHblE TEXHOSOrMYeCcKun
KOMIMOHEHTbI, MO3BOMSAOLWNE MOMb30BaTENO OTCNeXmBaTb BCe
npoucxoasawme Ha KOMMNbKTEPE WU3MEHEHUSI U KOHTPONMpoBaT
nosegeHne gokymeHtoB B dopmate MS Office, obecneumBas atu
OOKYMEHTbI AOMNONHUTENBbHBIM YPOBHEM Oe3onacHOCTU. AHTUBMUPY
Kacnepckoro® npeacraBnser cobon  yHUKanbHbIM ~ Habo
KOMIMOHEHTOB, HEKOTOPbIE U3 KOTOPbLIX ObINU paHee bbifin OOCTYMHb
TONMbKO ON19  KOPropaTuBHLIX  MOSib30BaTeNiEM  MNporpamMmMHbl
NPOAYKTOB KOMMaHuu. Tenepb BCe 3TU CPeAcTBa aHTUBUPYCHOWU
6opbObI 4OCTYMNHbI ANA AOMAaLUHErO UCMOSIb30BaHUS. -




Avast! ‘

OCHOBHbIE Xap T ﬁ st!: Bbicokun ypoBeHb
BblABNEHUSA Bmpyrgégsé% 2ep|3ef/’|. Pe3ngeHTHbIN
(B pexume peanbHOro BPEMEHM) N OObIYHLIA CKaHep.
CkaHupoBaHue apxuBoB. [lpoBepka BXoAHOW WU
NCXOOHON 3MNEKTPOHHON MoYThl. [Tybokasa uHTerpauns B
cuctemy. [lpoBepuUTb TOT WUNMU MHOU ann  MOXHO
HenocpeacTBeHHo 13 nposogHuka Windows, LenkHyB no
HEMY MNpaBOM KHOMKOW MbIlLN W BbIOpaB HaONUCH
"CkaHupoBartb...". KapaHTnH Avast! wnsonupoBaH oOT
ornepaunoHHOW CUCTEMbI, YTO obecrnevnmBaeT OOMbLUYIO
De30MacHOCTb paboTbl. HM oguH dbaunr, coxpaHseMbin B
apaHTMHe He MOXeT ObiTb 3anyweH. becn

@D aCMPOCTPaHEHME.




McAfee VirusScan ‘

McAfee Anti- Spnggléf!té)nse - 3TO nMNpOCTOE B

yCTaHOBKe, YyrnpaBlieHuu MOHUTOPUHIrE CPEeACTBO,
crieymarnbHO pa3pa60TaHHoe B COOTBETCTBUM C
YHUKarbHbIMU TPeOOBaAHMAMU KOMMNaHUM Noboro pasmepa.
[laHHbIN NPOAYKT noadepXXMBaeTcA OOHOU U3 BedyLiux
aHTUBMUPYCHBLIX UccregoBaTeNbCKMX opraHm3aunm B Mupe -
McAfee® AVERTTM, n obecneymBaeT BCECTOPOHHIO
3awmnTy ot wnmnoHckoro 0.




Norton Antivirus ‘

[MpunoxeHne Norton ' € OYeHb nonynspHasa B
HacTodLllee Bpems mm nporpamMmma. Ee
pa3paboTyMKoM SBMSETCA BCEMUMPHO U3BECTHast upma
Symantec. [lo cpaBHEHMIO C nporpammamMm «AHTUBUPYC
Kacnepckoro Personal» n DrWeb ana ote4ecTBeHHOro
nonb3oBaTenemn aTOT aHTUBUPYC obnapgaet OOHNM
CYLLECTBEHHbLIM HedoCTaTKkaM - OH He noadepXXMBaeT PYCCKUU
A3bIK.

K Hegooctatkam paccmaTtpMBaemMoro aHTuBMpyca MOXHO
OTHECTM TO, YTO MPOLIECC CKaHMPOBaHWUS KOMMbKOTEpPA (MNU
yKasaHHbIX OOBLEKTOB) TpebyeT ChnULWKOM MHOro0 pPecypcosB
KOMMblOTEPA, B peaynbrate 4Yero 3aMeTHO 3aMearnsieTcsa ero

— ObicTpogencTBmne nnu pabota BoobOLLE CTaHOBUTCH
eBO3MOXHOWU. OgHaKo BbICOKOE KayYeCTBO CKaHMpOBaHUS C




DoctorWeb ‘

B nocnenHee B m T, O pacTeT NonynapHOCTb
aHTMBUPYCHON npor( M @Mﬁ/ b, KOTOpaa OTHOCUTCH K
Krnaccy OEeTEeKTOpPOB - AOKTOPOB, HO B OTNNYME OT MHOIMMX OPYrmux
aHTUBUPYCHbIX nporpamMm nveet Tak Ha3blBaeMblIU
"9BPUCTUYECKUN aHanma3aTtop" - anroputM, MNO3BOSANOLWNN
OobOHapyXmBaTb HEU3BECTHblE BUPYCbl. BaxHonm yHKUMEN
ABNAETCA  KOHTPOSib  3apaXXeHus  TecTupyembiX  dpaunsos
pe3naeHTHbIM Bupycom( krtod /V ). Tlpn ckaHMpoBaHUM NaMATU
HET CTOMNPOUEHTHOW rapaHTuu, 4Tto “[leyebHas nayTuHa"
OOHapYXXNT BCE BUPYCbI, HAXOOALWMECH TaM.

TectnpoBaHue BuH4ectepa Dr.Web-om 3aHumaeTr MHOro
BPEMEHU, MO3ITOMY HE KaxAbl nonb3oBaTeslb MOXET cebe
NO3BOMNUTL TPATUTb CTOMNbLKO BPEMEHU Ha eXXeOHEBHY NPOBEPKY
BCEro »>ecTkoro Aaucka. TakMm nonb3oBatendaMm MOXHO
=T [ocoBeToBaTb Oonee TwaTtensHO (C onuuen [S2

R NpUHECEeHHble U3BHE ANCKETHI.




Panda ‘

Panda Anti\(iM;el'laaHaMﬂ)pyCHoe peLleHmne,

OTNNYHO aganTupoBaHHoOE K NoTPeEOHOCTAM
HeGONbLUMX  OpraHuM3auMn Kn  npodeccmnoHarnos.
[lporpamma 3awiuaeT KOMNbLIOTEP U OT BUPYCOB, U
OT XakepoB. bnarogapa TakMm  BCTPOEHHbIM
dOYHKUNSAM, KaK MEXCETEBOM 3dKpaH W Oriokmpartop
ckpuntoB, Panda rapaHTupyeT 3awiuTy OT BUPYCOB,
XaKepoB W OpYrux OnacHOCTEW, CBA3AHHbLIX C CETbH
VIHTEpPHET, B pamMKax eguHoro u TnpocToro B
NCMOJSIb30BaHUKN NPOAYKTa




AHanun3 aHTUBUPYCHbIX L3
PerynspHble CGF’Z'GEIQFQ@IMMBMFWCHHX nporpamm

nposoautca XypHanom Virus Bulletin (biontoteHs Bupycos).
Ona oatoro xypHanom Virus Bulletin Obinn paspaboTtaHbl
COOCTBEHHbIE METOAUKM TECTUPOBAHUA M cobpaHa Konnekums
PasfMYHbIX BUPYCOB OJ19 MPOBEAEHNA TECTOB.

AHTMBUPYCHbIE MPOAYKTblI TECTUPYIOTCS Ha HEKOM Habope
3apaxeHHbIx annos (Tak HasbiBaemblnn ITW-Habop, ITW = «In
The Wild»), no pesynsratam NporoHOB 3aTeM AefiaeTcs BblBOA:
3acnyxumBaet npoaykt 100% ceptndukara 6esonacHoCcTn Unu
HeT. [JaHHaa Harpaga CBUAOETENbCTBYET O TOM, UYTO AaHHbIN
NPO4AYKT  npekpacHo crnipaBngetrca ¢ ITW-konnekunewn
VirusBulletin.




PenTUHIr aHTUBUPYCHBbIX

YcpeaHeHHbIH No BCEM TECTar PeHT MH aHTHUBMPY COB
(Yer MeHb e, TEM MyYIUE)

Kaspersky |

Adra
Symantec/MNorton
F-Secure

Eset NO G2

Bit Defender
Foast!




[MpoueHT ucnonb3oBaHUA Nporpamm CTy.quTaMM‘

60.00%

0.00% -

Avast! Kaspersky Anti- Nod32 Dr.Web
Virus




BbiBoa *

[lpoBeass aHanuM3 aRTUBUPYCHLIX MporpaMM W pPacCcMOTPEB
nuTepaTypHble I/ICTO‘-I:bI], S1 BbIACHUNA, Kakne n3 HUX UMEKT
bonee ynoobHbIn UHTEPdENC WM OTBEYAKOT  CUCTEMHbIM
TpeboBaHnaM. Bbibupass aHTUBUMPYCHYKO Nporpammy, HY>XHO
y4YecTb €€ BO3MOXHOCTU, LEeHY U HeobXxoanmyo onepaunoHHYIo
cuctemy anst pabortbl C 3TOWM nporpamMmMon M BO3MOXKHOCTMU
koMmnbtoTepa. K coxaneHuo, Ha AaHHbIA MOMEHT HET TaKoW
aHTUBMPYCHON MporpamMmbl, KOTopasi rapaHTupoBana 6bl 3awmTy
OT BCEX pasHOBMOAHOCTEW BUPYCOB W MNPOYEN HexXenaTernbHOWu
nHpopmaumm Ha 100%. 3alunLLEHHOCTb OT BUPYCOB 3aBUCUT U OT
rPaMOTHOCTU nosnb3oBaTtens. [NpMmMeHeHne B COBOKYMHOCTU BCEX
BWOOB 3alUUT MO3BOMUT [OOCTUTHYTb BbICOKOM ©e30nacHOCTH
KOMMNbIOTEPA, N COOTBETCTBEHHO, MH(POpMaLMN.

Ona wunccnegoBaHnst S Bblbpana 4YeTblpe  aHTUBUPYCHbIE
nporpammbl. 3710 Avast!, Kaspersky Anty-Virus, Dr.web n NOD32.
Camon ygobHon anga paboTtbl nporpaMmmMon okasaracbh

nokasan onpoc CTYAEHTOB OHa 3KOHOMUYEC
NPENMYLLIECTBO), UMEET YA0OHbIN
0OHOBNATLCS Yepes NHTep

MaBHOE
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