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BupycChl 1 aHTUBUPYCHI




TepmuH

g .

Bupyc — xomnproTepHas nporpaMmma,
CIIOCOOHAs K CaMOPa3MHOKEHHUIO.

Cy1miecTByeT Macca ApyTrux
OIIPEACICHUM, MOXKETE
nonpoOOBaTh AaTh CBOE...




Kiaaccudukanus

* Boot Bupyc
. . Cpena ooutaHus
e dannoBBIN BUPYC

* MakpoBuUpyC

* Yepsu

 [Io4TOBEIE BUPYCHI } 1 UX O0BEINHECHUE




Bupycol u
BPEJIOHOCHBIE

IHPOI' PAMMDbI

JIMCTaHIIMOHHOE YIIPABJICHHUE,
IIporpamMmsbl cnexeHUs
CHuKeHHE ObICTPOACHCTBUS
baHHEPHI..




Bpen, npuHOCUMBIN BUPYCAMM:

 YHUYTOXXCHUE NJAHHBIX,

* [loreps pecypcos 11K,

* Moaudukanms painos (1 IUCEM),
* beccucremHas paccblika (paiioB U

e

* [lorepsa penyranuu.



Ilpu3HaKH 3apasKeHUs]
KOMIIBIOTEPA

IIpekpalenrue padOThl WU HeIpaBUIbHAsA padoTa
paHee yCHenHo (PYHKIIMOHUPOBABIIMX IIPOTrPAMM.

MennenHas paboTa KOMIBIOTEPA.

HeBO3MOXKHOCTE 3arpy3Ky ONepariiOHHON
CUCTEMBHIL.

M cue3HoBeHHE (pailjioB U KaTaJIOrOB M0
MCKa)KCHUE UX COACPIKUMOTO.

M3MeHeHue aaThl M BpEMEHH  MOAU(UKALIUU
(halJIoB.

JI¥00OBIE€ CTPAaHHOCTH B TTOBEJICHUM KOM
BKJIIOYAsi HHOIIA JOBOJBHO KpacHUBBIEC B/3(




IlyTH NPOHMKHOBEHHUSI BUPYCOB B
CHUCTEMY

=~ Hocurean
nuHpopMaATUH
= «/1bIpbD» B
11O

= HenpaBuibHast HACTPOUKA
IO

o0
(_—

HNHTepHeT




Y10 neaarn?

© IIposepsitb BCE HocuTeu nHGopManuu

© YCTaHABJIHMBATH MOCJEeIHME BEPCUHU U OOHOBJICHUS

© AHaAJIU3UPOBATH CBOU JACHCTBUA IIPU HACTPOUKE

Al
S\

© YcTaHaBJIHMBATDL C(Kb

AHTHBHPYC HA IILTI03€ A h



3alUIIEHHOCTh <> YI00CTBO padOThI



Buabl AaAHTUBUPYCHBIX
[POrpaMM...

* MoHUTOp (%22
» Cxanep '

* AHTUBHPYC HA IUIKO3€E

* Kourposs CRC nnu peBuszop

* BaknnHa Wi UMMYHH3aTOD

* AHTUBHPYCHI cienaiibHOro 110
* Coueranus



... KaK UX OOMaHBIBATH

CxpbITh (3aIA(pOBaTh) COAECPKUMOE OT
CKaHEpa U MOHHUTOpPA (ITOJUMOPDUK)

Hcrmosib30BaTh HEKOHTPOIUPYEMOE
pacumpenue: rtf, ex

MoanduiupoBaTh Ha BpeMs IIPOBEPKHU
(cTenc)

YHUUYTOXUTH
AHTUBHUPYC

Co3narh HOBBIM BUPYC
CrpsiTaTh B apXHUBE C IIapOJIEM




AHTHBHUPYCHAA IPOrpaMmma

AHTUBHPYCHAA [leHnl OOHOBJICHUS Pasmep
IporpamMmma
DrWeb o/m qna | Heckonbko pa3 B {8 M6
OV. JIEHb, O/11
Jlnamor-nayka
AVP 1 pa3 B neHb, O/1 14 M6
JIaGoparopus |~300 ye
Kacmepckoro | He
~ MAaIlIlHY
Norton Antivirus Pa3 B HECKOIIBKO 26.8
SYMANTEC RHCH, O/ MG
Corporation
Panda 3aperucTpupOBaH-

Panda

HBIM IT10JIB30BaTCJIAM




AHTHBHPYCHBIE PeCypPChI

 www.DialogNauka.ru

o ftp.dials.ru
* www.avp.ruwww.avp.ru (www.kaspersky.com)

e www.relans.ru

o www.viruslist.com

e www.pandasoftware.com

e www.symantec.comwww.symantec.com
(http://www.symantec.ru)

e www.trendmicro.com

e www.mcafee.com




CeTeBONl aHTUBHPYC

* [lenTpann3oBaHHOE YIIPABIECHUE BCEMHU
HACTPOUKAMHU.

e ABTOMaTH4eCKas yCTAaHOBKA HA pab0UYnX
CTaHIIMSX.

o [TomyueHne 0OHOBIICHHI Uepe3 CEPBEP
CeTH.

* VIaJIEHHBIN 3alyCK IPOBEPKH.

* [{eHTpann3oBaHHBIN IIpOCMOTP log-
(haiisios.



http
ftp
smtp

pop3
uucp

NHTepHeT
©)

O
()

IHouTOoBBIN
AHTUBHUPYC

AHTHBUPYC

Y MonuTtop,

L™ cxanep,

()  xument HYII
[ |

“>  MoHurop,
CKaHep

m MonuTop,

CKaHep,
I YII, kapanTuH,

') MeHeIKep
h O00OHOBJICHUM




BapuaHTBI YCTAHOBKH
AHTHBHPYCHOI'0 O0ecreYeHU s

{ 03Y < 32 MB }

DrWeb, ckanep




YcTaHOBKa M HACTPONKA

Kakune pacmmpenus?

Bce?

Kakwne karanoru mpoBepsTh?
[IpoBEPATH 11 CETH?

Bce kpome cepBEPHBIX,
BO3MOKHO C 0azaMu
JTAHHBIX

[IpoBepKa HA YTEHUE U 3AITUCH !

Jla

YTo pa3peninTh HAaCTPAUBaTh
IOJIb30BATENI0 U KaK EMY 3TO
3aIPETUTD !

Hwuuero

CKaHHUpPOBATh HA 3arpy3kKe?

[1o MUHUMYMY

CKaHHUPOBaTh HA BXOJIE B CETh?

Het

IIposepka CD wu floppy?

Jla

[IpoBepka Hanuuwms floppy

Jla kpome notebook




YCTaHOBKA H HACTPOUKA (2)

DBpHUCTHUKA? He pekomenayercs

YpPOBEHD BJIIOKEHHOCTH APXUBOB 3

Uto penark ¢ 3apakE€HHBIM YhansaTh/Ie4uTh/

MUCEMOM? basbl HE I€UUTH?

Yto nenars ¢ 3apakeHHBbIM (paryioM? |JleunTs, Jenarh
KOITHUH

Kak HacTpouTh KapaHTUH

Kak HacTpoUTh OIIOBEIICHUE

Pacmmicanne oOHOBIIEHUN 1 Kaxnpli1 nedn
CKaHUPOBAHUE
Bxotrouats nu 00HOBIIEHNE SOft Hert

ABTOMATHNYCCKH




UHCTPYKIHS 10JIb30BATE/IA

OCHAaCTUTh CBOM KOMITBIOTEP COBPEMEHHOM
AHTUBHUPYCHOM MPOTrPaMMOM U ITIOCTOSHHO OOHOBJISITh
€€ BEPCUIO

[IpoBepsATh HOBBIE (paMJIbI, €CIM HET MOHUTOPA

[IeproanmuecKku IpOBEPITh KECTKUE TUCKH
KOMITBLIOTEPA, 3aIlyCKas aHTUBUPYCHI IS
TECTUPOBAHUS (PaiIoB, HAMSITHA M CHCTECMHBIX
o0J1acTeE MUCKOB

He ocTaBiisATh IUCKETHI B IMCKOBOE IIPH
Iepe3arpys3Ke

CKaHI/IpOBaTB JAHUCKCTHBI IICPCA NCIIOJIb30BAHHUCM



UHCTPYKIHS 10JIb30BATE/IA

[IpoBepsATh apXWBbI ITOCJE pa3apXuBaIin

He npITarbcst 0OMaHyTh aHTUBUPYCHYIO IIPOrpaMMy U
BCE-TaKHU 3aIllyCTUTh OPOrpaMmy, €CJIU €CTh
COOOIIICHHE O BUPYCE

Co3naBaTh pe3epBHBIC KOITMH BaXKHOM JIJISI Bac
MH(OpPMAIIUM Ha JUCKETax

HNmeth boot-nuckery

[Ipy HaTMYKUK JTOKAJIbHOM CETHU CIIEIOBATH
MHCTPYKIUAM aJIMUHUCTPATOpPA

Jlymars?



UHCTPYKIIUA aAMAHUCTPATOPA

* IIpoBepka (halIOB-OTYETOB O padOTE aHTUBHpPYCA

e JKenarenabHO OTCIIEAUTH UCTOYHUK 3aPa3bl
e O0ECIEUYUTh MOCTOSTHHOE OOHOBJICHUE

 PasznaBatr AVIR

* IlognepxuBaTh B pabo4yeM COCTOSHUU 1-2
KOHCOJIBHBIX BEPCUM Pa3HBIX AHTUBHUPYCOB

* [loBbImIaTh CBOIO 0OPA30BAHHOCTH U MOPATIBbHYIO
YCTOMYHUBOCTH

* He pyrare miynsix nojib30Bareiacu

* [IpuHUMaTL MEPBI K ““YMHBIM ~ MOJb30BATEIISM,
MBITAIOIIMUXCS SKCIIEPUMEHTHPOBATH C BUPYCAMU.



Ecian Ha KoMIIbIOTEpe 00HAPYKEH
BUPYC (AJIs1 MOJIb30BaTEJISA)

* He maHukoBarh
e 3ayCTUTh AaHTUBHPYCHYIO IIPOTPaAMMYy
* YOoenuThcs, 4TO (paiiabl H3JICYCHBI

* [Ipoananu3upoBaTh, OTKyAa OPUIIECI BUPYC
1 COOOIINTH O HEM

» OOpamarbCcsa K aAMAHACTPATOPy B
COMHHTEIILHBIX CUTYaIIUAX




Ecau Ha KOMIIBIOTEPE 00OHAPYKEH
BUPYC (AJ11 aAMMHUCTPATOPA)

 Ecau aHTHBHUPYC €CTh, OOHOBUTH U IIPOBEPUTh.

 (Caenarb TEXHUYECKUE BBIBOJIBI: IIOUYEMY
MOHUTOP €CTh, & 3aPAKECHUE TTPOU3OIILIO0, WU
o4YeMy HE ObLIO ITPOBEPKU CKAHEPOM Ha BXOJIE.

 Eciau aHTUBUpPYC HE CIIpaBUIICS:

O WJIH 3arpy3uThces ¢ boot-auckeTsl wiin CD u
JICUYHUT;

O WU HOCMOTpPETh Kakue (paiyibl 3apakeHbI U
MOCJIE 3arpy3KH C JUCKEThl YHUYTOXKHUTD 3TH
(baiiabl 1 BOCCTAaHOBUTH UX 3aHOBO (€CIIU €CTh
PE3E€PBHBIC KOIIMH).



IlpreMbI aBTOPOB BUPYCOB
IJ 00MaHa

JIBoliHOE pacmupeHue ¢ania
OdeHb JUIMHHOE UM (paiiia

®dotorpadusi KpaCUBOM AEBYIIKH,
KENarolen NO3HAKOMUThCS

OOHOBJICHHUE IPOrPAMMHOI0 00€CIICUCHUS
(Ia)Ke aHTUBHUPYCOB)

dan, NpUCIaHHbIK OT UMEHHU
aJIMUHHUCTpATOpa

Hn T./.



* He cTtaBuTh ceTh — OyayT BUPYCHI (B CETH
jerdye o0CayKuBaTh aHTUBUPYCHI)

* 3aueM OOPOThCS C BUPyCaMU, €CJIU €CTh
CUCTEMHBIN aJIMUHUCTPATOP

e DTO HE MOSI MalllMHA — MHE BCE PABHO

e He moakmrouarscs K Internet



