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NHdpopMaLnoHHas 6e30nacHOCTb



[ToHaTHne b

kﬁ I. Nb-3aumueHHOCTb- uHopMaLluu-i
noaaep)xusatrowie MHPPACTPYKTYPbI OT
CNy4YauHbIX UK NpeaHaMEPEHHbIX BO3AENCTBUN
eCTeCTBEHHOr0 NN UCKYCCTBEHHOIO XapaKTepa,
KOTOpble MOryT HaHECTU HenpueMNaeMbIn yuiep6
cybbekTamMm MHDOPMaLMOHHBIX OTHOLEHUW, B TOM
yncne BnaaenbuaM n nosb3oBaTensam nHbopMauum u
noaaep>xuBatoLLien MHOPaACTPYKTYpb!.

= 3awuTta MHPOPMaLIMKU — 3TO KOMMJIEKC
MEpOonpUSATUI, HanpaBneHHbIX Ha obecneyeHne
MHMOpPMaLMOHHON 6E30MacHOCTMW.



Llenb Vb

pa
« Llenb meponpuatun B obnactu

nHdpopMaLlMOHHOM 6e30nNacHOCTU —
3alMTUTb UHTEpEeChbl CY6beKToB
MH(POPMALIMOHHbIX OTHOLLUEHUMN.
NHTepecbl 3T MHOroobpasHbl, HO BCE OHU
KOHLIEHTPUPYIOTCS BOKPYI TPEX OCHOBHbIX
ACMeKToB:
. AOCTYMHOCTD;
. Lle/IOCTHOCTD;
- KOH(PMAEHUNaNbHOCTb



Im—

Tpn KuTa

JOCTYNHOCTb — 3TO BO3MOXHOCTb 3d
npuemsieMoe BpeMs nosiyunTb Tpebyemyio
MHMOPMALIMOHHYIO YCNyrYy.
LleN1IOCTHOCTbIO - aKTyaJIbHOCTb U
HenpoTMBOPEYNBOCTb MHPOPMaL MK, ee

3aLlLMLEHHOCTb OT pa3pyLLUEHUS U
HECAHKLMOHMPOBAHHOIO N3MEHEHWS.

KoHdmaeHUMaNbHOCTb — 3TO 3alUuTa OT
HeCaHKLMOHMPOBAHHOIo AOCTYMa K
MHMOPMaLINK



.

L

[ToHaTHne b

"KomnbloTepHasa 6e3onacHoOCTb" (Kak SKBUBANEHT UK
3amMeHuTenb Ub) cnnwKoM y3Kkum noaxon

KOMMbOTEPbI — TONbKO OAHA U3 COCTABASAOLLMX
MHMOPMALIMOHHBIX CUCTEM

be3onacHOCTb onpeaensieTcss BCEM COBOKYMHOCTbIO
COCTaBNSIOWMX U, B NEPBYIO oyepeab, CaMbiM CabbiM
3B€HOM, KOTOPbIM B MoAaBnsioLeM 60bLLINHCTBE
CNy4aEeB OKa3blBaETCS YenoBek (3anucaBLUmni,
Hanpumep, CBOW Naposb Ha "ropynyHuke",
NpunenieHHoOM K MOHUTOPY).



ha
« b 3aBUCUT He TONbKO OT

KOMMbIOTEPOB, HO N OT
noaaep>XmBatoWwen MHPPaCcTpyKTyphbl, K
KOTOPOW MOXXHO OTHECTU CUCTEMDI
3/1EKTPO-, BOOO- N TernsiocHabXXeHus,
KOHAULIMOHEPDI, CPeaCTBa
KOMMYHUKaLUN N, KOHEYHO,
06Cny>XMBatoLLMM NepCcoHarn.




i

:

«Henpuemnembin yuep6b>

OueBMAHO, 3aCTpaxoBaTbCH OT BCEX BUAOB
yliepba HeBO3MOXHO, TeM bonee
HEBO3MOXHO cAenaTb 3TO 3KOHOMUYECKM
LiennecoobpasHbiM cnocoboM, Koraa
CTOMMOCTDb 3alMUTHbIX CPeAcCTB U
MeporpUSTUM He NnpesBbillaeT pa3mep
oXXxupaemoro yuwepba. 3HauuT, C 4YEM-TO
NPUXOANTCSA MUPUTBHCH U 3aLlLMLLIATbCS
cneayeTt TOJIbKO OT TOro, C ueM
CMMUPUTbLCA HUKAK HeJb3S



Im—

Yrpo3sa — 370 NnoTeHunanibHast BO3MOXHOCTb
ornpeaeneHHbiM 06pa3oM HapyLUTb
MHMOOPMALIMOHHYIO 6€30MaCcHOCTb.

[lonbITKa peann3auun yrpo3bl Ha3bIBAETCH
aTaKoOM, a TOT, KTO NpeaAnpUHUMAET TaKyto
NOnbITKY, — 3/10YMbILW1€HHUKOM
(malicious)

[loTeHUunanbHble 3/10yMbILLUTIEHHUKHK
Ha3blBalOTC4d UCTOHHUKaMMU YIrpoO3bl.



ha
« Yallle Bcero yrposa aB1geTcq
CrneACcTBUEM HaMNMUyns yA3BUMbIX MECT
B 3aLWMTEe MHPOPMALMOHHBIX CUCTEM
(Takux, HaNpuUMep, Kak BO3MOXXHOCTb
NOCTYMa MOCTOPOHHUX NNL, K
KPUTUYECKU BaXKHOMY 060pya0BaHUIO

N ownbKM B MpOrpaMMHOM
obecrneyeHunn).




Knaccndpukaums yrpos

B L i
=l % no acnexkty nHdOpMaLIMOHHOW 6€30MaCHOCTU
(0OCTYNHOCTb, LIENOCTHOCTb, KOHDUAEHLMANBHOCTD),

NPOTUB KOTOPOrO Yrpo3bl HaNpaBaeHbl B MEPBYIO

oyepenb;

= MO KOMMOHEHTaM MH(POPMALIMOHHbIX CUCTEM,
Ha KOTOpble Yrpo3bl HaueneHbl (AaHHble, MporpaMmsl,
annapaTtypa, noaaep>XxmsaroLlas MHPPaACTPYKTypa);

= MO cnocoby ocyuiecTB/ieHnN
(cny4anHble/npeaHaMepeHHble AENCTBUS
NPUPOAHOro/TEXHOrEHHOr0 XapaKkTepa);

= MO PacnosIodKeHU0 UCTOYHUKA Yrpo3
(BHYyTpW/BHEe paccmaTtpuBaemon UC).




. L Yrpo3bl AOCTYNHOCTY

CaMbIMM YaCTbIMN N CaMbiMM OMACHbIMKU (C TOYKMU
3peHust pa3mepa yuiepba) SABsOTCS
HenpeaHaMepeHHble OWMNOKMN LITATHbIX
Nnonb30oBaTesNen, onepaTopoB, CUCTEMHbIX
aAMUHUCTPATOPOB M APYrux nuu, obcnyxmBatoLmx
MHMOOPMALIMOHHbIE CUCTEMBI.

[lo HEKOTOpPbIM AaHHbIM, 10 65% noTepb — creacTeme
HenpeaHaMepeHHbIX OLIMOOK.

[lo>kapbl 1 HABOAHEHUS HE NPUHOCAT CTOSbKO 6ef,
CKOJIbKO 6€3rpaMOTHOCTb 1 HEBPEXXHOCTb B paboTe.

OueBUAHO, CaMbIl paanKanbHbIK Crocob 60pbbbI €
HenpeaHaMepeHHbIMU OLLIMOKaMN — MaKCMMaJibHas
aBTOMaTU3aLMA U CTPOrMh KOHTPOJIb



Npyrve yrpo3bl AOCTYMHOCTY
4

= OTKa3 noJib3oBaTeneun;

« BHYTPEHHUMN OTKa3 NHPOPMaLIMOHHON
CUCTEMBbI;

« OTKa3 noAaaep)XusaroLlemn
MHPPACTPYKTYPbI.




I0T|<a3 nosibloBaTenen

Hexxenanue pabotatb ¢ MHPOPMALIMOHHOM CUCTEMOM (YaLLE
BCEro NposiBNSETCSA Npn He06X0AMMOCTM OCBanBaThb HOBbIE
BO3MOXKHOCTM W NPU PacXoXAEHUN MEXAY 3arnpocamu
nonb3oBaTtenen n MGakTUYECKMMM BO3MOXXHOCTSAMU U
TEXHUYECKUMWN XapaKTEPUCTUKAMN);

HeBO3MOXXHOCTb paboTaTh C CUCTEMOW B CUIY OTCYTCTBUS
COOTBETCTBYIOLLEN MOArOTOBKM (HEAOCTATOK 0bLLEN
KOMMbIOTEPHOW FPAMOTHOCTWN, HEYMEHNE NHTEPNPETUPOBATb
AVArHOCTUYeCKme COO6LL|,eHVI$I HeyMeHue paboTaTb C
NOKYMEHTaUNEN U T.M.);

HeBO3MOXXHOCTb paboTaTh C CUCTEMOW B CUIY OTCYTCTBUS

TEXHNYECKOMN NOAAEPXKKW (HENOMHOTa AOKYMEHTaLnK,
HEeA0CTAaTOK CNPaBOYHON MHMDOPMaLUUK U T.1.).



s

IBHyTpeHHue OTKa3bl

OT1crtynnenune (CyyanHoe Uam yMbILSIEHHOE) OT
YCTAHOBJIEHHbIX NPaBW/ 3KCryaTaunu;

Bbix0oA CMCTEMBI U3 LUITATHOIO PEXMMa SKCnJ1yaTauum
B CU/Y CllyYaWHbIX UK NpeaHaMepeHHbIX 4eNCTBUN
NosIb30BaTENEN UM 0OCTY>XUBAKOLWErO NepcoHana
(NpeBbILLEHNE PACYETHOrO YMC/Ia 3arnpocos,
L|pe3M)epH|>|v| ob6beM 0bpabaTbiBaeMou MchopMame
nT.Mm);

Owwnbkn npu (nepe)KoHPUrypupoBaHmMm CUCTEMBbI;
OTKa3bl NPOrpamMMHOro 1 annapaTHoro obecneyeHus;
Pa3pyLueHue AaHHbIX;

PaspyLueHne nnm nospexaeHue annapaTypsbl.



OTKa3 noaaep)xuBatoLLen

o L MHPaCTPYKTYpbl
=l

= HapyleHne paboTtbl (cnydyanHoe nnu
YMbILLSIEHHOE) CUCTEM CBSI3N,
3/1eKTponUTaHus, BoAO- M/MJ‘IM
TeI'IJ'IOCHa6>KeHMFI KOHANLIMOHNPOBAHUS;

= Pa3pylieHne nnun nospexaeHne noMeLLeHuu;

=« HEeBO3MOXXHOCTb U HeXeflaHue
06Cny>XMBaIOLLEro NepcoHana n/mnu
NosIb30BaTesIEN BbIMOHATbL CBOM
06s13aHHOCTYM (rpaXkaaHckmue becrnopsiaky,
aBapuun Ha TPaHCMopTe, TEPPOPUCTUHECKUM
aKT WIN ero yrpos3a, 3a6acToBKa U T.N. ).



i

I"OGM)KEHHbIE" COTPYAHUKMN

BecbMa onacHbl Tak Ha3biBaeMble "06MMKeHHbIe"
COTPYAHMKM — HblHELWHWE 1 bbiBlUKE. KaK nNpaBuno,
OHW CTPEMATCS HAaHeCTW Bpea
opraHmsaunu-"obunadunky", Hanpumep:

= UCropTuTb 060pyaoBaHUE;

= BCTpOUTb slormyeckyto 6oMby, KoTopasi Co BpeMeHeM
Pa3pyLUMT NPOrpamMmmbl U/WUInN AaHHbIE;

= YAAJIUTb AdHHDbIE.

HeobxoanMo cneamTb 3a TeM, YTOObI Npu
YBOJIbHEHUWN COTPYAHWKA ero npasa AOCTyna
(norn4yeckoro u usan4yeckoro) K MHMOPMaLMOHHbIM
pecypcaM aHHYMpPOBanCh.



o L Icmxwifmlale 6eacTBus
ull

|

= CTUXMHUHbIEe 6eacTBus 1 cobbiTus,
BOCMPUHMMAEMbIE KaK CTUXUUHblE 6eaCcTBUS,—
rpO3bl, NOXapbl, HABOAHEHUS,
3EMJIETPSICEHMS, YparaHbl.

= [10 CTAaTUCTUKE, Ha A0S0 OrHs, BOAbl U TOMY
noao6HbIX "310yMbILLIEHHMKOB" (Cpeau
KOTOPbIX CaMbl OMacHbIN — nepebown
aneKkTponuTaHus) npmxoamtca 13% noTteps,
HaHeCeHHbIX MHPOPMALIMOHHbLIM CUCTEMaM




BpeaoHOCHOe nporpaMMHoe
Ic>6ecneL|eHv|e

has
« BpenoHocHas @yHKUMS;
« Cnocob pacnpocTpaHeHus;
« BHellHee npeacrasneHue.

« [.H. "60M6bI" NpeaHa3Ha4aoTCsa Ans:
= BHeapeHusa Apyroro BpenoHocHoro [10;
= MONTYYEHMS KOHTPONSA Ha4 aTaKyeEMOW CUCTEMOW;
= ArpeccuBHOro NOTpebneHns pecypcos;

= M3MEHEHUS NN pa3pyLleHns NporpamMMm n/unm
NAHHbIX.



[10 MeXaHn3My

o L DACMPOCTPAHEHNS Pa3/IMUaIoT:
=0

= BMPYCbI — Koa, 0bnagatomm cnocobHOCTbIO
K pacrnpocTpaHeHuto (BO3MOXHO, C
M3MEHEHUSAMUN) NMYTEM BHEAPEHUS B ApYyrue
NporpamMMbl;

= "'yepBM" — KO/, CNOCOOHbIN CAaMOCTOATENbHO,
TO ecTb 6€3 BHeApeHus B Apyrve nporpamMmbl,
BbI3bIBaTb pacrnpocTpaHEHME CBOUX KOMUM Mo
NC 1 nx BbinonHeHue (ANs akTMBM3aLMK
BUpYyCa TpebyeTcs 3anycK 3apakeHHOM
nporpamMmbl).



CHOBHbI€ YrpO3bl LE/TOCTHOCTU

|
|
= CTaTnueckasi LeNNoCTHOCTb

= BBECTU HEBEPHbIE NaHHbIE,
« U3MEHUTDb AadHHbIE.

« [AMHaMunyeckas LeslIoCTHOCTb
- HapyweHue aTOMapHOCTU TPaH3aKLUMUK,
- nepeynopsaaovyeHue,
= KpaXa,

. AVGHMPOBBHMQ AdHHbIX WJ1N BHECeHune
AONMOJIHUTEJIbHbIX COOGI.I.I,QHVIVI (CeTEBbIX NakeToB U T.

n.).
« CooTBeTcTBYIOLIME AEUCTBUSA B CETEBOU cpeae
Ha3bIBalOTCA aKTUBHbIM NPOC/yLUMBAHUEM.

Lo



OCHOBHbIe yrpo3bl

o L KOH(MAEHUMANBHOCTA

=P
« CnyxebHas nHpopmaums (naponu)
= [lpeamMeTHas MHPoOpMaUmS

= [lepexBaT gaHHbIX - TexXxHM4eckme cpeacTBa nepexsarta XOpoLlo
nNpopaboTaHbl, AOCTYMHbI, MPOCTbI B 3KCrM/yaTaunu, a yCTaHOBUTb
NX, HarnpuMmep Ha KabesibHyk CeTb, MOXET KTO Yro4HO, TaK 4YTo
3TY Yrpo3y HY>XHO NPUHMMATb BO BHMMAHME MO OTHOLUEHUIO He
TOJIbKO K BHELWHWUM, HO U K BHYTPEHHUM KOMMYHUKaLUUAM

= Mackapaa-npeacrasseHue 3a gpyroro
= 3noynotpebneHne NosTHOMOUYNSMU




opraHu3auum — AeTann3aumns acnekToB: AOCTYNHOCTbD,
l;enocn-loc-rb, KOH(MAECHUMANLHOCTh

= Ba)HoCTb npobnematnkn b obbsicHaeTCs aByMs
OCHOBHbIMW MPUYNHAMMU:
= LEHHOCTbI HaKOM/IEHHbIX MHPOPMALIMOHHBIX PECYPCOB;
=  KPUTMYECKOM 3aBUCMMOCTbIO OT MH(POPMALIMOHHBIX TEXHOIOMUM.

= Pa3pylieHne BaxHON MHPOPMaLIMK, KpaXKa
KOHMAEHUMaNbHbIX AaHHbIX, NePEpbIB B paboTe
BC/IEACTBME OTKa3a — BCE 3TO BbI/IMBAETCH B KPYIHbIE
MaTepuanbHble NOTEPU, HAHOCUT ywep6 penyTaumn
opraHmsauuun. [pobnemMbl ¢ cMCTEMaMm ynpaBneHus nnu
MEeAMLMHCKMMN CUCTEMAMKN YTPOXatloT 340POBbIO U
XXU3HW NOOEN.

L. [epBbiv War Npu NocTpoeHnn cuctemol UB




pa
« [loagTBepXaeHneMm CIOXHOCTHU

npobnematukn Nb aBnseTca napannenbHbin
(M nOBONBbHO OLICTPLIM) POCT 3aTpaT Ha
3aLlUNTHbLIE MepPOonNpUATUA U KONMNYECTBa
HapyweHun Vb B coueTaHnm ¢ pocToM
cpeaHero yuwepba oT KaXaoro HapyLueHus.
(MocnepHee o6CTOATENLCTBO - €Lle OAUH
[10BOA B NMonb3y BaxHocTn UB.)



L Poccuiickas cuTyaums

1T
= Poccuiickne npaBoBble aKTbl B 60MbLUMHCTBE CBOEM

MMEIOT OrpaHNYNTENbHYIO HanpaBNEHHOCTb.
JinyeH3upoBaHue 1 cepTUuduKauma He
obecneunBatoT 6e3onacHocTn. K TOMy e B 3aKOHax
He npeaycMoTpeHa OTBETCTBEHHOCTb
rOCyAapCTBEHHbIX OPraHoB 3a HapylieHusa Wb.

=« PeanbHOCTb TakoBa, YTO B Poccun B aene
obecneveHns b Ha NOMOLLb rocyaapCTBa
paccynTbiBaTb He npuxoanTcd. (KTo nepexoanT Ha
3efIeHbI CUrHan cBeTogopa).




IOpa HXXeBas KHUra

a

= abCoNTHO 6e30NacCHbLIX CUCTEM HE
CyLLecCTBYeT, 3TO abcTpakuus. ECTb cMbICh
OLIEHMBATb IULLb CTEMEHb AOBEPUS, KOTOPOE
MO>XHO OKa3aTb TOU WX MHOWU CUCTeMe.

= CUCTEMA, UCMOSb3YIOLAs AOCTAaTOUHbIE
arnnapaTHble N NporpaMMHble CpeacTBa,
4yTO6bl 06EecneynTb 04HOBPEMEHHYIO
06paboTKy MHDOPMaLIMM Pa3HOWN CTEMNEHU
CEKPETHOCTM rPynmnou rnonb3oBaTenen 6e3
HapyLwleHns npas gocrtyna'.

s



SneMeHTbl NOJIMTUKN 6e30nacHOCTW

_—

= MPOU3BOSIbHOE YNpaBieHNe JOCTYNOM

- MeToA pa3rpaHuyYeHus [oCcTyna K 06bekTtamM, OCHOBaHHbIW Ha
yuyeTe JIMYHOCTU Cy6beKTa UM rpynnbl, B KOTOPYHO CY6beKT
BXoAuT. (MOXXeT No CBOEeMY YCMOTPEHUIO NPeaoCTaBATb APYruM
cybbekTaM unm oTbmupaTb y HUX NpaBa [OCTYNa K 06beKTy)

= 6€e30MacHOCTb NOBTOPHOIO UCMOJIb30BaHUSA 06BbEKTOB

- Ans obnacren onepaTMBHON NaMATU U ANCKOBbIX 6/10k0B M
MarHUTHbIX HOCUTEJIEN B LIe/IOM

= MeTKM 6e30nacHOCTH

- Mertka cybbekTa onucbiBaeT ero 6/1aroHafe)XxHoCTb, MeTKa
o6bekTa — cTeneHb KOH(PUAEHLUNANIbHOCTU CoAep)KaLLencs B HeM
nHpopMaymn.

= MPUHYOUTENbHOE ynpaBieHne A0CTYNOM

= CybbekT MoxeT untatb MHOpMaLMIO U3 06bEeKTa, ecyim YypoBeHb
CEeKpPeTHOCTH CYybbeKTa He HMKe, yeM Yy 06beKTa, a Bce KaTeropumm,
rnepeymncsieHHble B MeTKe 6e3onacHOCTU 06beKTa, NPUCYTCTBYIOT B

MeTKe cybbekTa. CMbicn cchOpMYyNIMpPOBAHHOIO NpaBusia NMOHATEH —
YMTaTb MOXXHO TOJIbKO TO, YTO MNOJIOXKEHO.




Cranaapt ISO/IEC 15408 "Kputepum oLieHky
L66l3OI'IaCHOCTVI MH(OPMALIMOHHBIX TEXHONOrmnmn'"

= WOeHTUdUKaUMS N ayTEHTUDUKAUNS;
= 3aliMTa AAHHbIX NOJsb30BaTens;

= 3awuta PpyHKUMK 6e30nacHOCTU (TpebOBaHUSA OTHOCATCS K LIE/TOCTHOCTU U
KOHTPOSIO AaHHbIX CeEpBUCOB 6€30MacHOCTU U peann3ylomnx UX MEXaHNU3MOB);

= ynpaBneHue 6e30nacHOCTbiO (TpeboBaHMS 3TOro Kiiacca OTHOCATCS K yrpaB/ieHUto
aTpubyTtamu n napameTpamm 6e30nacHOCTH);

= ayauT 6e3onacHOCTM (BbiIBNEHNE, PErUCTPALIMS, XPaHEHME, aHaNNU3 AaHHbIX,
3aTparmeatomx 6e30nacHOCTb 06bEKTa OLEHKM, pearMpoBaHNe Ha BO3MOXXHOE
HapyLueHne 6e30nacHoCTH);

= [AOCTYN K 06beKTy OLleHKMH;

= MPUBATHOCTb (3au.u/1Ta NnoJ1b30BaTeNA OT PaCKpbITUA N HECAHKLUMOHNPOBAHHOIO
NCNnosib30BaHUA €ro Mﬂ,eHTMCbVIKaLI,MOHHbIX ﬂ,aHHbIX);

= KcnoJsib30oBaHMue pecypcoB (TpeboBaHus K AOCTYMHOCTU MHMOPMaLUK);

= Kpuntorpadpuueckas nogaepixka (yrnpasneHue Kaoyamn);

= CBf3b (ayTeHTUdMKaUMA CTOPOH, Y4HaCTBYIOWMX B 0OMeHe AaHHbIMK);

= [AOBEpeHHbIX MapwpyT/KaHan (419 CBsA3n C cepBncamm 6e30nacHoCTH).



s

IALI,MMHMCTpaTMBHbIVI YPOBEHb

[ NnaBHaa 3agada Mep aAMUHUCTPATUBHOIO YPOBHS —
copmmpoBaTb nporpamMy paboT B 0bnacTy
MHPOPMaLUMOHHON 6e30nacHOCTM 1 obecrnednTb ee
BbIMNOJ/IHEHME, Bblaensast HeobxoanMble pecypchbl U
KOHTPONIMPYSA COCTOAHWE aen.

OCHOBOW NporpaMmbl SABNSIETCH MOJIMTUKA
6e30nacHOCTH, oTpa)kaloLlasi NoAxXoA opraHn3aunm
K 3almTe CBOMX MH(MPOPMALIMOHHbIX aKTUBOB.

Pa3paboTka NoOMTUKKU U MPOrpaMMbl
6e30nacHOCTM HAUMHAETCSH C aHaNIn3a PUCKOB,
nepBbIM 3TaroM KOTOPOro, B CBOKO ovepe/b,
ABJISIETCS O3HAKOMJIEHME C Hanbonee
PacnpoCTpaHEHHbIMM YIrPpO3aMMm



Im—

[[NaBHble Yrpo3bl — BHYTPEHHSAS CNOXHOCTb
NC, HenpeaHaMepeHHbIe OLNOKU LITATHbIX
NoJsIb30BaTENEN, ONEPaTOpPOB, CUCTEMHbIX
AAMUHUCTPATOPOB U ApYrux nuL,
06cnyXnBatoLmnx MHPOPMALIMOHHbIE
CUCTEMBI,

Ha BTOpoM MecTe no pasMepy ylepba CTosT
KpaXXn U MoaJioru.

PeanbHyt0 ONacHOCTb NPeACTaB/IAoT NoXKapbl
n apyrve aBapun nogaepXXuearoLlen
MHMPACTPYKTYpbI.



s
« HeobxoanMbiM ycnoBueM st MOCTPOEHMS

HaJEXXHOMN, SKOHOMUYHOW 3alLUTbl ABNSETCS
PACCMOTpPeHMe WU3HeHHoro uukna C un
CUHXPOHM3aLUS C HUM Mep 6e30nNacHOCTW.
DTanbl XXM3HEHHOro UnKna:
« NMHUUUNALUUA,
= 3aKyrKa;
= YCTQHOBKA;
« IKCMNNyaTauud,
= BbIBEAEHUE U3 SKCMJTyaTauunun.



o
= be30nacHOCTb HEBO3MOXHO A00aBUTDL K
CUCTEME; ee HYXHO 3aK/1aablBaTb C
CaMOro Hayana n nogaep>XxmsaTb A0
KOHLLA.



L MpoueaypHbI YpPOBEHb
Laa

|
= YNpaB/IeHNE NEPCOHASIOM;

« (pu3nyeckas 3awmTa;
= nopaep>kaHme paboTocnocobHocTH;

= pearnpoBaHME Ha HapYLLUEHUS peXnMa
6e30nacHoOCTH;

« MJIAHNPOBAHME BOCCTAHOBUTENbHbIX
paborT.




L NpuHUMNbI 6e30MacHOCTU
S F

= HEMNPEpPbIBHOCTb 3aLLUATbI B
NMPOCTPAHCTBE U BPEMEHMU;

= pa3peneHne obs3aHHOCTEN;
= MMHUMU3AUUNSA NPUBUNETNN.



Tekywme paboThl

4
« HeobxoanmMo perynsipHo oCyLLecTBNSATh:
= NMOAAEPXKKY MOSIb30BATENEN;
= N1oAAePXXKY NMporpaMMHOro obecneyeHus;
= KOHPUrypaLUMOHHOE ynpaBfeHue;
= pe3epBHOE KONMUPOBAHUE;
= YMpaB/ieHNE HOCUTENSAMU;
= IOKYMEHTUPOBAHUE;
= pernameHTHble paboThl.




[lpOrpaMMHO-TEXHUYECKNE MepPb

kLI

=i
« [1pOrpaMMHO-TEXHNYECKNE Mepbl, TO

eCTb Mepbl, HarpaB/iEHHbIE HA
KOHTPOJIb KOMMbIOTEPHbIX CYLLHOCTEN —
obopyanoBaHus, NporpamMm u/mnu
NaHHbIX, 06pa3yloT NOCIEAHUN N CaMbl
BaX>XHbIN pybexxk MHDOPMaLIMOHHOM
6e3onacHocCTy.
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:

Jﬂepblﬁe30ﬂaCHOCTM

npeBeHTUBHbIE, NpendTcTBylowmne
HapyweHuam Ub;

Mepbl O6HapYXEeHUS HapYLUEHUN;

NOKaNM3yroLimne, cy>xarowme 30Hy
BO3AENCTBUS HaPYLLUEHWUN;

MEpPbl MO BbiABJIEHUIO HAPYLUUTEJIA,

Mepbl BOCCTAHOBJIEHUS PEXMMA
6e30nacHOCTMW.



CepBucbl 6@€30nacHOCTH

Im—
] ]

« MAEeHTUMdUKaAUMA N ayTeHTUMUKaLUmS;
= YrnpaBJjieHue [OCTYNOM;

= MPOTOKOJINpOBAHME VN ayaAMmT;

= WwudgpoBaHue;

= KOHTPOJIb LIe/IOCTHOCTMH;

= JKpaHUpPOBaHMeE,;

= aHa/IN3 3al4MLLEeHHOCTMU;

= obecrneyeHne OTKaA30yCTOMUMNBOCTM;

« O0becneyeHne 6e30MacHOro0 BOCCTAaHOBJIEHUS;
« TYHHEe/IMpOBaHMeE,;

= YrnpaBJieHue.



