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HemHoro nctopuu...

[TOOUCXOXKAEHME AEHET CBI3AHO C 7-8 ThIC. AET AO H.
3., KOTAQ Y NEPBOOLITHLIX MAEMEH MOSIBUAMUCH
M3AMLLIKM KOKMX-TO MPOAYKTOB, KOTOPbBIE MOXHO
ObIAO OOMEHSTb HO APYTME HYXXHbIE MPOOAYKTbI.

AEHbIM - 3TO TOBAP, BbICTYMNAIOLLLMM B POAM
BCEOOLLLETO 3KBMBAAEHTA, OTPOXKAIOLLLETO
CTOMMOCTb BCEX MPOYMX TOBAPOB.



Pa3BuTHe neHer

3akpensieHne 3a 30510TOM Ponu
BCceoOLlero akBmBaneHTa
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YTO O5TO TAKOE???

* [IAaTEXHOY cnCcTEMA MHTEPHET — 3TO CMCTEMA
MPOOBEAEHMSI PACHETOB MEXAY COMHAHCOBbLIMM,
OUM3HEC-OPTAHM3AUMNAMM U MHTEPHET-
MOAb3OBATEAIMM B MPOLLECCE MOKYMKN/MPOACKM
TOBAPOB M1 YCAYT Yepe3 NMHTEPHET.

* DAEKTPOHHbIE AEHBIM - MAATEXHbIE CPEACTBQ,
NOEACTABAEHHbIE M ODPALLLAEMbIE B DAEKTODOHHOM
BUAE, XPOHALLLMECH B BUAE 3AMMCEN B
CNELUMAAMNINPOBAHHbBIX CMCTEMAOX DAEKTPOHHbIX
NAQTEXEN U HOXOAALLLMXCS B PACMNOPAKEHMM
MOKYMATEAS.




YCJ1OBIVA COBEPILUEHNMA TUTATEXKA

* CoOAI0AEHUE KOHMDPUAEHLMUAABHOCTU. [P MPOBEAEHUM
nAaTeEXem 4yepes3 MHTEPHET NOKYMATEAb XO4ET, YTODbI €ro
AQHHbIE (HAMPUMMEP, HOMEP KPEAMUTHOM KAPTbI) ObIAK
M3BECTHbl TOABKO OPTOHM3ALUMAM, MMEIOLLLMM HA 3TO
30KOHHOE MPABO.

* CoxpaHeHue LeAoCTHOCTHU MHchbopmMmauuu. MHdoopmaums o
MOKYMKE HUKEM HE MOXET ObITb M3MEHEHA.

* AyTeHTudukauums. [okyrnateAm 1 npoOAABLLbI AOAXHbI ObITb
YBEPEHbI, YTO BCE CTOPOHbI, YHOCTBYIOLLIME B CAEAKE, ABAAOTCH
TEMM, 30 KOTO OHM CceD4 BbIAQIOT.

* CpeACTBA ONAATbI. BO3MOXHOCTb OMAQTHI AKODbIMMU
AOCTYMHbIMM MOKYMNATEAID MAATEXHbIMM CPEACTBOMM.

« ABTOpM3auuma. [IpoLeCc, B XOAE KOTOPOro TpeboBAHME HA
NPOBEAEHME TPAH3AKUMM OAOCDPIETCH MAM OTKAOHAETCH
NAQTEXHOM CUCTEMOM. DTA MPOLLEAYPA MO3BOAJET
OMNPEAEAUTb HOAUYME CPEACTB Y MOKYIMNATEAS.



YCJ1OBIVA COBEPILUEHNMA TUTATEXKA

* lapaHTUK puckoB nNpoAaBua. OCYLLLECTBAAR TOPTOBAIO B
MHTEPHET, NPOAABELL MOABEPXKXEH MHOXECTBY PUCKOB,
CBA30HHbIX C OTKA3AMM OT TOBAPA U
HEAODPOCOBECTHOCTBIO MOKYNATEAS. BEAMYMHA PUCKOB
AOAXKHQ ObITb COTAQCOBAHA C MPOBANAELOM
NAQTEXXHOU CUCTEMbI U APYTUMM OPTAHUIALMAMM,
BKAIOYEHHbBIMU B TOPTOBLIE LLEMOYKM, MOCPEACTBOM
CNEUMAAbHbIX COTAQLLEHUM.

°* MMHMMM3ALUSA NMAQTDbI 3A TPAH3AKUMIO. [1AQTA 3C
00PABOTKY TPAH3AKLMM 30KA3A M OMAQTbI TOBAPOB,
ECTECTBEHHO, BXOAMT B X CTOMMOCTb, MOITOMY
CHUMXKEHME LLEHbI TPAH3AKLMM YBEAMYMBAET
KOHKYPEHTOCMOCODHOCTb. BOXKHO OTMETUTD, YTO
TPAH3AKUMI AOAXKHA ObITb OMAQYEHA B AKKOOM CAYHOE,
ACKE NPKM OTKA3E MNOKYNATEAR OT TOBAPA.
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JIEBETOBDBIE IVIATEXHDbIE CMCTEMDbI

* QIWI (KUBU) — NAQTEXHbBIM CEPBUC, MPEAHA3ZHAYEHHbIM
AAS OMAQThI PA3AMYHBIX MOBCEAHEBHbIX YCAYT, OT
MOOUABHOM CBA3U 1 XKY AO OAOHKOBCKMX KPEAMTOB.
OcobeHHoCTb cepBmnca QIWI COCTOUT B TOM, 4TO OMAQATA
MOXET MPOU3BOANTLCH KOK HOAMYHBIMM B CETU
MAQTEXHbBIX TEPMUMHAAOB QIWI, TOK 1 Yepe3 MHTEPHET-
CEPBUC U MPUAOXKEHUE AAT MODMAbHbBIX YCTOOMUCTB.

* AHAEKC. AeHbIrM — SAEKTPOHHAY MAATEXHAI CUCTEMOQ,
PEAAMIYIOLLLAA MAEIO DAEKTPOHHbBIX AEHET.
Obecne4ymBaeT NpoBeAeHne POUHAHCOBBLIX PACYETOB
MEXAY YHOCTHUMKAMM CUCTEMbI (AMLLAMM, OTKPbIBLLIMAM
CYETA B CUCTEME) B PEXMME PEAABHOTO BPEMEHM.

* WebMoney 1A WebMoney Transfer — nonyAspHas
SAEKTPOHHAS MAATEXHAS CUCTEMA, HE ABASIOLLLOSCS
OAHKOBCKOM.



JIEBETOBDBIE IVIATEXHDbIE CMCTEMDbI

* EAUHBIU KOLLEAEK — MAATEXHAS CMCTEMA MHTEPHETQ,
obecneyYmBaoLLad MpoBeAEHNE JOUHAHCOBbLIX PACYETOB
MEXAY YHACTHUKAMM CUCTEMBbI B PEXMME PEAABHOTO
BOEMEHM U MPEAHA3ZHAYEHHbIM AAS OOCAY>XMBAHMS
NOTPEDOHOCTEM HOCEAEHUS, B MEPBYIO OYEPEADL, CBAZAHHbIX C
OMAQTOM YCAVT.

* RBK Money — 3AEKTPOHHAS MAATEXHAS CMCTEMA, TAOBHOM
LLEABIO KOTOPOM BAJETCH ODAEMHEHME N YHUAOUKALLMG
COBEPLLEHUA TOPTOBbIX ONepaumm B MHTEpHETE
pe3mAeHTamm Poccum. OBLLMKM NMPOUHLIANM
CPYHKLMOHMPOBAHKA RBK Money: AtoO0oM XXEAQIOLLLMIM MOXET
OTKPbITb CHET B 3TOMN CUCTEME, OTPAXKAIOLLIMKM BAAQHC
CPEACTB, KOTOPbIMM MOAb30OBATEAb MOXET PACMOAArATh AAS
OMAQTbI MOKYMKM TOBAPOB M OMAQThl YCAYT B MIHTEPHETE (MM
YCAOBMM, YTO MPUEMHMK NAATEXEN PADOTAET C CUCTEMOM).

* PayPal — kpynHeunLlas B mmpe Ae0eToBAs SAEKTPOHHAS
NAQTEXHAA CUCTEMA.



KPEAWMTHDIE CVICTEMDbI

* PayOnline — poccumckas NnpoLeCCMHIOBAS KOMMAHMS,
OCHOBQOHHAS B 2008 roAy, NPEAOCTABASIOLLLOS MHTEPHET-
MArA3MHAM YCAYTU MHTEPHET-3KBAMPUHIQ.

o ASSIST — 3T0 MYABTMOAHKOBCKQAS CUCTEMA MAATEXEM MO
NAQCTMKOBBIM U BUPTYAAbHbIM KAPTAM YEPE3 MHTEPHET,
MO3BOASIOLLLAS B PEAABHOM BPEMEHM MPOM3BOANTD
ABTOPM3ALMIO M OOPADOTKY TPAH3AKLMM.

* ROBOKASSA — 370 CepBUC, MO3BOAAOLLIMM [TPOACQBLIAM
(MHTEPHET-MATA3MHAM, MOCTABLLIMKAM YCAYT) MPOUHUMAOTb
NAQTEXM OT KAMEHTOB B AKKOOM SAEKTPOHHOM BAAIOTE, C
NOMOLLLbIO CMC-COOBDLLLEHWNN, HEPES CUCTEMY AEHEXKHbIX
nepeBoAOB Contact, yepes TEPMMHOAAbI MTHOBEHHOM OMAQTHI,
A TAKXKE C MOMOLLLbIO OAHKOBCKMX KAPT Visa m MasterCard.

* MMAATEX.RU — nepsBbint B POCcCrimt MMTHTEPHET-TEPMUHAA,
OObEANMHMBLLMM HOAEXKHOCTb OAHKOBCKMX KAPT CO
CKOPOCTbIO YAOOCTBOM U MPOCTOTOM NAATEXEM B CeTu.



KPEAVTHBIE CICTEMBI.
VYACTHUKU

* lokynaTteAb. KAMEHT, MMEIOLLIMM KOMIMbOTED C Web-
OpaAy3epOM M AOCTYNMOM B MIHTEPHET.

* BAOHK-OMUTEHT. 3AECb HOXOAMTCS PACYETHbLIM CYHET
NOKYMATEAS. BAHK-OMUTEHT BbINMYCKAET KAPTOYKM U
ABASETCA TAPAHTOM BbIMOAHEHMA GOMHAHCOBbIX
OD093ATEABCTB KAMEHTA.

* MpoAdaBUbl. [10A MPOACABLLAMM MOHUMAIOTCA CEPBEPA
OAEKTPOHHOU KOMMEPLIMM, HO KOTOPbIX BEAYTCSH
KOTAAOTM TOBAPOB U YCAYT M MPOUHMMAIOTCA 3AKA3bI
KAMEHTOB HA MOKYTIKY.

* BaHKK-3kBanepbl. baHkM, OOCAY>KMBAKOLLIME NPOACBLLOB.
KaXKAbIM MPOOAQBEL, MMEET EAMHCTBEHHbIM OAHK, B
KOTOPOM OH AEPXMT CBOM PACYHETHbIM CYHET.



KPEAVTHBIE CICTEMBI.
VYACTHUKU

* MIAaTexHas cuctema UHTepHeT. DAEKTPOHHbIE
KOMMOHEHTHI, 4BAJIOLLIMECH MOCPEAHUKAMU MEXKAY
OCTAAbHbIMW YHOCTHUKAMM.

* TPAAULLUOHHASA NAATEXHAA cUucTemMd. KOMIMAEKC
QOMHAHCOBbIX U TEXHOAOTMYECKMX CPEACTB, AAS
OOCAYXXMBAHUSA KAPT AOQHHOTO THMQA.

* [IpOLLECCUHIOBbIN LLEHTP NAATEXHOU CUCTEMDI.
Opranmsaumg, odbecrnevympatoLLLas MHAOOPMALMOHHOE U
TEXHOAOTMYECKOE B3AMMOAENCTBME MEXKAY
Y4OCTHUKAMMU TRAANLMOHHOM MAATEXXHOM CUCTEMBI.

* Pac4eTHbIU 6AHK NAATEXHOU CUCTEMbI. KpeAMTHOS
OPraHM3ALMS, OCYLLLECTBASIOLLLAS B3AMMOPACYHETHI
MEXAY YHOCTHUKAMM MAATEXXHOM CUCTEMbI NO
NOPYYEHMIO MPOLLECCHMHIOBOTO LLEHTPA.
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CXEMA |

[JIATEXA CI1TOMOILBIO

L PPOBbIX HEHEI

- [TokynateAb 3apaHee 0OMEHMBAET PEAAbHbIE
AEHbIM HAO SAEKTPOHHbIE. PA3HbIE CUCTEMDI
NPEAAQralOT PA3HbIE CXEMbI OOMEHQ.,

- [TokynaTeAb NepevYncAseT HO CepBeP NPOAABLLO
SAEKTPOHHbIE AEHbBIM 30 MOKYMKY.

* AEHbIM MPEABIBAIOTCS DMUTEHTY, KOTOPbIM
NPoBepPSET MX MOAAMHHOCTb.

* B cAy4OEe MOAAMHHOCTM SAEKTPOHHbIX KYMIOP CYeT
NPOACBLLO YBEAMYMBAETCS HO CYMMY MOKYMKM, O
NOKYMNATEAKD OTIPY>KAETCS TOBAP MAM OKO3bIBAETCS

YCAYTQ.



[IPEMMMVIIIECTBA IVIATEJXXEV UEPE3
CETh MHTEPHET

© SKOHOMMS BPEMEHM

* OTKA3 OT MeY4yaT™, PACNPOCTPAHEHMI M OOPADOTKM
OYMOXKHbIX HOCUTEAEN MHADOPMALMK (DACHETHbLIX
KHUXKEK, KBUTAHLMM M T.M.): BCA MHAOOPMALMS O
NOUHATLIX MAATEXAX MOCTYMNAET B BUAE DAEKTPOHHbIX
PEECTPOB

* 3HAYUTEABHOE CHMXEHME OLLIMOOK MNP BBOAE
MHJOOPMALLMM

* CHUMXXEHME HAMPY3KM HO OJOUC M KOK CAEACTBME
YMEHbLLIEHME NEPCOHAA M 3ATPAT HA HETO

* MOAHQOS ABTOMATU3ALMSA MPUEMA MAATEXEM, B TOM YUCAE
OBTOMATMHECKOE DOPMMUPOBAHME OTHETOB MO
MPUHSTBIM MAQTEXAM M MAATEXHbIX MOPYYEHUM



HEJOCTATKM ITJIATEXXEV UEPE3
CETb MHTEPHET

* B CAY4OE OMAQTbl C MOMOLLLbIO KPEAMUTHOM KAPTH
nepeAa4a MHAQOOPMALIMM O HEU MOKYMATEAS
NPOU3BOAMTCA Yepes CeTb, 4TO TpebyerT
MOBbILLEHHOM CTEMEHM 3ALLMTHI

* OTCYTCTBHNE eAMHOM CUCTEMDI KOHBEPTALMNN
PA3ANYHBIX BUAOB SAEKTPOHHbLIX AEHET, NMO3TOMY
[ACUTb MX MOXKET TOABKO CAOM SDMUTEHT

* B YOCTHbIX CAYHASX - HEOOXOAMMOCTb YCTOHOBAEHMS
cneumaabHoro MO HAO KOMMbIOTEP MOAb3OBATEAS




INPAKTMHECKOE BHEOPEHWE
INDIATE2X KHOVM CUCTEMbI MHTEPHET B
CIPYKTYVPY MUHTEPHET-MAIT' A3VIHA

Cuctema ROBOKASSA!
ROBOKASSA



[TPOLIECC OITJIATBI HA CAVTE
ABVTAKOMITAHWI «OA3VC»

"

* [lokynarteAb BbIOMPAET B OH-AQMH-MAra3mHeE TOBAP, MATA3MH
MNOACHMTBIBAET CYMMY 3AKA3A M MOCLIAQET 3ArpocC K CEPBEPY
cepsmca ROBOKASSA. Crnctema BO3BPALLLAET CEPBEPY
ABMAKOMMAHMM htmI-KOA KHOMKK OMAQTHI, KOTOPbIM
MCMOAb3YETCH HO CTPAHULLE CAMTA.

* [lokynaTteAb BbIOMpPaeT HA cTpaHuLe cepsica ROBOKASSA
BAAIOTY MAQTEXA M MPUCTYNAET K MAATEXY, HOXXAB HAO KHOMKY
onAaTbl. Cpa3sy NOCAE OMAQTbI 30KA3A MOKYNATEAEM B
BbIOPAHHOM MM BAAIOTE MPOOM3BOAUTCH KOHBEPTALLMS
MOAYYEHHbIX CPEACTB B BOAIOTY, MPOEANOYUTAEMYIO MPOOAABLIOM
M UCXOAILLIMM MAQTEX B DTOM BAAKOTE HO €0 CYET B
COOTBETCTBYIOLLLEUN MAATEXHOM CUCTEME.

* [TocAe 3aBepPLLUEHMA ONEPALMM MOKYMNATEAD
NEPEHANPABAJETCH HA CTPAHMLLY MCMNOAHEHHOTO MAATEXA (B
CAY4YO€E €CAU OH OCYLLLECTBUA OMAATY), AMOO HA CTPAHULLY
HEMCMOAHEHHOIO (ECAM OH OTKA3AACSH OT OMAQTHI).



MHTEPHET-bAHKWHI

* BbINMMMCKK TNO CHETAM

* MPEAOCTABAEHWNE MHADOPMALLMM MO BAHKOBCKMM
NPOAYKTOM (AEMNO3UTbI, KpeAUTbl, [TNP 1 T. A.)

* 309BKM HO OTKPbITUE AEMNO3MTOB, MOAYYEHME
KPEAMTOB, DAOHKOBCKMX KAPT U T. A.

* BHYTPEHHME NEPEBOALI HO CYETA BAHKA
* MEePEBOAbI HO CYETA B APYITMX OAHKAX

* KOHBEPTALMIO CPEACTB

* OMAQTY YCAYT




BE3OITIACHOCTD OIIVIATBI B CETU
MHTEPHET

* MPOTOKOA SSL (Secure Socked Layer) - HOBoP
KPUMATOrPAdomYECKMX OATOPUTMOB, METOAOB U
NOABUA MX MOUMEHEHMS

* npoBepka CVV2/CVK2-koaoB (CVV2-KOA AAS KOPT
NAQTEXXHOU cmucTeEMBbI Visa M CVK2 — AA4
MasterCard)

* npoBepky aapeca AVS (Address Verification
Service)

 SET (Security Electronics Transaction) - 6e3onacHsble
DAEKTPOHHbIE TPAH3AKUMM B MIHTEPHETE




BbE3OITACHOCTD OIIVIATBI B CETU
MHTEPHET. HTTPS.

* HTTPS (Hypertext Transfer Protocol Secure) —
PACLLUMNPEHME NPOTOKOAA HITP, noAAEPXMBAIOLLLEE
LLIMJOPOBAHME. ACHHbIE, MEPEAABAEMbIE MO
NPOTOKOAY HTTPS, «yrnaKoOBbIBAIOTCA) B
KpuntorpadomniyeCckmm npOToKOA SSL mAn TLS, tTem
COMbIM 0DecneYnBaeTCs 3aLLUMTA DTUX AQHHbIX.
HTTPS NOAAEPXMBAETCH BCEMMU MOMNYAAPHbIMU
Opay3epamm.

* TLS (aHrA. Transport Layer Security) —
KpUNTorpadomyeckmm npoToKoA, obecneymBatoLLmMm
3ALLUMLLLEHHYIO NEPEAQYY AQHHbLIX MEXAY Y3AAMM B
cetn NHTepHeT.




[TPOTOKOIJI 3-D SECURE

* MPOBEPKA AMYHOCTM BAOAEALLLA KAPTbI B PEAABHOM BPEMEHMU,
KOTOPAS HAOYUMHAETCH MOCAE BBOAQ HOMEPA KAPThbl HA
NAQTEXHOM CTRAHULLE DAEKTPOHHOTO MATA3MHA, OTKYAC
NOKYMNATEAb MEPEHAMPABAIETCI HO CEPBEP CBOETO OAHKA-
DMUTEHTA. AAS MPOBEPKM MCMOAB3YETCH MNAPOAb, M3BECTHbIM
TOAbKO BAOAEAbLLY KAPTbI M OAHKY.

* PoOpPMUPOBAHME DAHKOM-IMUTEHTOM MO PEIYABTATAM
MNPOBEPKM OTBETHOTO COOBLLIEHMS, KOTOPOE OAHK-OMMUTEHT
30LLUMLLLAET OT HECAHKLIMOHMPOBAHHbIX M3MEHEHMM, MCMOAb3YSH
LLMCDPOBYIO MOAMMCB;

* 30LLMTA KOHAOMAEHLIMAABHOM MHADOPMALMM MOAb3OBATEAS,
HAMPUMMEP HOMEPA KAPTbI, AAS YHETO MCIMOAb3YIOTCS
3ALLUMLLLEHHbIE CTPAHMLLbI MAQTEXHOIO CEePBEPA, HO KOTOPOM
COXPAHAETCA BBEAEHHAA MHADOPMALMA. [TOAYy4ATEAL MAQTEXA -
SAEKTPOHHbIM MArA3WH - HE UMEET AOCTYNA K 3TOM
MHJOOPMALMM, HTO 3ALLMLLLOET OT €€ XMLLLEHMS.



‘[TAQTEXM B PEXMME OH-AAUH -
HEOTbEMAEMAS HOCTb XKM3HU
COBPEMEHHOIo obLLecTsal



Cnacubo 3a
BHUMAHMe!



